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In computing, resilience is the capability of a system to adapt to the conditions of use and wear resistance to ensure the availability of the services offered.

Resilience computer (or index of fragility) is therefore the ability of a system to adapt to ensure the operation about the agreed services, or more generally the flexibility to take on new behaviors if the earlier is not suitable to the purpose.
These goals can be achieved using different techniques depending on the type of "trauma" susteneid by the system. A very general classification of the types of defense so you have to take is closely linked to the types of problems that we get into, and the problems can be summarized as follows (although often the boundaries are not so clear and faults and/or attacks may fall a chain) :

Wear problems or hardware failures

These problems can be solved by replacement and redundancy techniques. Take the case where you have, for example, a floppy disk HD now at the end of its working life and therefore with high risk of failure. The resilience can be obtained by duplicating the resource available for the writing of data. For example you can write data on multiple disks to insure against the failure of a single disk.

So the solution can be a redundancy mechanism for critical parts. But it may be also the distribution of an application on multiple computers so as to absorb the workloads.

One of easiest ways is Mirroring and allows you to have in the storage unit two same copies of the disc (or just some pre-selected important archives); when an I/O finds an error, processing can not be stopped because it can use the alternative copy.

A second level of fault tolerance is achieved by the technique of duplexing, which consists of a duplication of the disks' control unit  (controller) more than discs.
The third level covers duplication of the whole system,  server if we are local networks and  mainframe if we have a large system.

There are other cheaper techniques available for the partial duplication of the system, that are denoted with the acronym RAID (Redundant Array of Independent Disks). This technology distributes data across a group of disks , so that it is possible to mathematically rebuild any data eventually lost from one disk.

Fault Tolerance

A more complex system, always relative to powers of the active devices, is the replication of the power supply; if the main power supply should be damaged, the system will still work thanks to one or more redundant power supplies. . The fault tolerance of course equal to the number of redundant power supplies used in the system: simply, if a system has three power supplies and break down all at once, the system stops.

Any system uses techniques like this to save your data and ensure their reliability thus maintaining user trust who rely on  services. Even a company like Google, for example, has proprietary techniques for data recovery, and in any case replicates the user data between 3 and 5 times on different servers, in order to ensure the reliability, but also, as we will see, to not lose precious information useful for data analysis.

Problems linked to outdated  or replacing software 


It adopt the same techniques described above.

Pirate attacks (mainly software)

Imagine someone trying to force open the door of your home. Now imagine that occurs 60,000 times a day.

This is the average number of times the company's IT infrastructure is under attack. In the US only, over the past five years, there have been 354 million privacy violations. In January 2009, a single episode of cyber security has compromised 130 million credit cards.

More generally

Unfortunately, companies face other types of risks as well as fraudulent attacks. There are business risks, such as auditing, new product sales, future marketing efforts, standards compliance. Finally, risks due to natural disasters, blackouts, acts of war or economic crises. All of these risks can be confined if you identify weaknesses and plan accordingly.

Environments (and statistics)

Computer resilience environments are those related to business continuity and disaster recovery..

The business continuity is defined as the ability of the company to continue its business even in adverse events that can hit it. [1] The business continuity planning and service is called business continuity plan (BCP) ([2]) and is commonly regarded as a comprehensive process that identifies potential damages that threaten the organization, and provides a framework that allows you to increase the resilience and responsiveness in order to safeguard the interests of the stakeholders, the production activities, the image, reducing the risks and consequences in terms of management, administrative, legal.

The disaster recovery, in computer science and especially in computer security, is the set of technological measures and logistics / organizational measures to restore systems, data and infrastructure necessary to provision of business services for companies, associations or entities, in serious emergencies that may attack the regular activities.

The impact of these emergencies is such that it is estimated that most of the large companies spend between 2% and 4% of its IT budget on disaster recovery management planning in order to avoid further losses in case the task cannot continue following to the loss of data and IT infrastructure. Companies that have suffered disasters with heavy loss of data, about 43% no longer resumed activity, 51% had closed within two years, and only 6% has managed to survive in the long term. [1] The disasters computer with large losses of data in most cases can cause the failure of the enterprise or organization, so invest in appropriate recovery strategies becomes an obvious choice.

Companies for Resiliente

From all these issues it comes an important business by companies that sell services for disaster recovery and high reliability as such IBM that relies on this sector a large part of its turnover.

Here are the significant phrases used for advertising of this important business just to emphasize how much this problem is predominant and feel in  all types of company and how, currently, the resilience is very critical for our society:

Are you ready?

Where vulnerable your company? Your risk management activities allow you to respond quickly to threats everyday? Help you better manage your business risks?

Find out if your company is ready to face the risks. The self-assessment tool for risk management helps you understand how, through your company, have implemented the three key disciplines of a mature risk management:

effective control risk

robust IT infrastructures

a culture of risk awareness

It is no longer sufficient to develop an expensive infrastructure and have a set of tools to minimize the impact of risk and return to normal after a disaster. Security can not be solely the responsibility of those involved in the regulations or of a specific business unit. Modern companies have to develop a business strategy that takes into account also intelligent risk management. Companies, cities, communities, government agencies and civil society share-and influence-critical systems of our planet.

We can now give a wider definition of Computer Resilience, or rather the development that centers on this need:

Resilient Develpment allows to innovate the business strategy towards sustainable development, and to prevent and manage stress and crisis.

Therefore is important to have tools to anticipate and prevent events before they happen, especially with the help of the study of unusual activity of data flow over the network.

Fake identities - Sybil Attack

Another kind of problem that makes vulnerable network and systems is that of Fake Identities, those identities that come for example in social networks and ask the ''friendship” with the pur pose ti grasp money, falsify voting or otherwise acquire private information for the scams. It is estimated that on average we grant friendship with false identities with a probability of 30%.

It’s almost impossible to identify automatically these fake identities, but, assuming that the false accounts have social data and the set of these accounts has the structure of the nodes of a subnet social, the study and analysis of this structure will be able to find the differences between a social subnet formed by real nodes or not.

The study and analysis of these anomalies is the main feature of Social Defense.

​​Social defense Idea
To achieve the pur pose described above, also in Italy has been formed a group that is responsible to analyze the Italian Internet traffic to understand how our network is vulnerable to attack (Cyber ​​Attack). The group works by analyzing large amount of data that travels over the network and using Data Mining techniques to find, on interchanges, tiny streams of data that have anomaly and could therefore be an incursion.

Data Science and Big Data

Understanding the behavior of data flowing over the network allows us to deduce rules or laws that underlie to this structure and, as a result, any anomaly or deviation from these rules can be identified as a possible attack to computer security.

The importance of finding the laws that describe the social behavior of  great multitudes of people, is not only useful for what was said, but it is above all for the knowledge itself.

In fact, the great challenge of Data Science, studying big data available by the Internet, is to learn about human behavior and, through the digital traces that they leave, predict the future evolution of all things (or almost ). Ambitious but all in all practical and that got some realistic solutions.

As an example we report a project of Google, Google Flu Trends, which, through the mapping of keywords searched on his engine in times of flu epidemic, has managed to display geographically (geolocalize) and to quantify the progress in time and in the world of a certain type of flu that developed in the East and then in Western countries. De facto foreseeing, quite exactly, the way that would follow, the highest peak of the disease in different countries, etc. . All this long before (about a month) that the American Health Institute publish the same data now confirmed subsequently.

Conclusions

Data protection and the ability to find of alternative solutions and rways on the network graph and on systems that use it, resemble more and more the behavior and brain neurons ability to solve problems in the network of our brain, in case of damage. The study of Artificial Intelligence, for example, develops this theme, and learning and knowledge representation, with the help of many scientific disciplines such as mathematics, statistics, robotics, probability calculations, etc., not only on a single computer but on the global network.

The collection of all these types of studies it is therefore extremely useful for our social life and applies to endless fields: health, marketing, finance, cognitive and behavioral aspects and, as we have seen, to support the computer resilience, seen as safeguarding of knowledge, prevention of criticality and security privacy.

