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Abstract: This work, written for engineers or managers with no special knowledge of quantum
mechanics, nor deep experience in radar, aims to help the scientific, industrial, and governmental
community to better understand the basic limitations of proposed microwave quantum radar (QR)
technologies and systems. Detection and ranging capabilities for QR are critically discussed and a
comparison with its closest classical radar (CR), i.e., the noise radar (NR), is presented. In particular,
it is investigated whether a future fielded and operating QR system might really outperform an
“equivalent” classical radar, or not. The main result of this work, coherently with the recent literature,
is that the maximum range of a QR for typical aircraft targets is intrinsically limited to less than
one km, and in most cases to some tens of meters. Detailed computations show that the detection
performance of all the proposed QR types are orders of magnitude below the ones of any much
simpler and cheaper equivalent “classical” radar set, in particular of the noise radar type. These
limitations do not apply to very-short-range microwave applications, such as microwave tomography
and radar monitoring of heart and breathing activity of people (where other figures, such as cost,
size, weight, and power, shall be taken into account). Moreover, quantum sensing at much higher
frequencies (optical and beyond) is not considered here.

Keywords: quantum radar; quantum illumination; noise radar; radar range; microwave tomography;
radar research

1. Introduction

Despite its appearance, the idea of quantum radar (QR) is not very recent. The
related history is resumed in [1–3], with [3] including the optical regime (Lidar), the radar
measurements, and over a hundred references.

The concept of quantum illumination (QI), with a description of a possible embod-
iment, can be found in the early paper by Lloyd [4] and in an old (2008) USA patent
(assignee: Lockheed Martin Corporation) [5], which describes three classes of quantum
sensors. The third one, “transmits quantum signal states of light that are entangled with
quantum ancilla states of light that are kept at the transmitter”, and “Figure 5.2” of the
patent [5] shows “an entangled pair of photons, one stored in the transmitter and another
reflected from the target, sent to a measuring device”. Again, in 2011, a book [6] appeared
on this topic.

Most research on quantum radar is based upon the above concepts, within the ob-
vious, universal understanding (although not well clarified in the above patent) that the
“reflected” photon, having interacted (at least) with an object, i.e., with the target, loses
the entanglement. Moreover, the literature (see [7–9]) shows that the radar cross-section
(RCS) of a target shall not significantly change passing from the classical radar (CR) to the
QR, in similar operating conditions (in reality, it was subsequently demonstrated that it
does not change at all, as clearly shown in [10]). These considerations about “classical” and
“quantum” RCS also apply to the antenna gain for the same reasons.
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The readers interested in easily obtaining an overview of the special issue on QR of
IEEE AES Systems Magazine—2020—Issues 4 and 5—may refer to [11]. A general updated
and comprehensive overview of the research on QR is presented in [12]. An overview on
the basic concepts in quantum mechanics is presented in Chapter 2 of [13], a book full of
nice, useful criticism, while a complete treatment with many working examples is available
in [14].

Since about fifteen years ago, it was, and it is sometimes claimed, that a QR has the
potential to outperform CR thanks to the properties of quantum mechanics, including, in
some cases, the detection of stealth targets [15–18]. Hence, as we quote from [16]: “Canada
has also invested C$ 2.7 m (£ 1.93 m) into developing quantum radar via an ongoing research
project at the University of Waterloo”.

As another example, the Italian Ministry of Defense, through the organization Teledife,
is financing the research project “Quantum Radar” (from 30 April 2022 to 1 May 2025) [19].

Until today, over one hundred papers have been published on QR. Most of them are
oriented toward quantum physics and technological aspects of the signals’ generation,
with very few contributions (order of 4% or 5%) considering system (and operational)
concepts. Operating demonstrators are practically absent; sometimes, in spite of the word
radar, some described laboratory tests refer to optical wavelengths (i.e., to a Lidar, not
to a radar). Within the microwave realm, the experiment shown in [20] was carried out
with a two-way propagation attenuation (see Section 5.2, Equation (5)) not measured but
probably close to the unity. Note that, in a real radar operation, the two-way attenuation in
the microwave region (at the X-band) is of the typical order of 10−13. For example, with a
RCS = 1 m2, at distance R = 1000 m, with an antenna gain of 30 dB, it results in 5.16·10−13,
as a ten-watt transmitted signal generates echoes of the typical order of picowatts or less
at normal (kilometric) target distances and for common air targets (i.e., with a RCS of the
order of one square meter). Conversely, in the aforementioned literature, we found a much
lower attenuation: see, for instance, among the recent papers [21], where the results shown
in “Figures 2 and 3” of [21], according to their captions, are obtained with a round-trip
attenuation of a mere two orders of magnitude, i.e., 0.01(−20 dB), which is the “standard”
value found (for unknown reasons) in the published theoretical evaluations until now. This
attenuation corresponds to a radar range of the order of one meter (in the X-band, using
horn antennas and for a target of a 1 m2 radar cross-section).

This paper analyzes some claims in recent literature [22–25] and investigates whether
a QR could reasonably detect a target outside (or nearby) its laboratory, i.e., at least at
hectometer or kilometer ranges, such as the ones of a cheap (order of a thousand EUR) and
simple marine radar similar to the one whose characteristics and performance are shown
in [26].

The numerical evaluations of this work consider only the power budget for the radar
range computations. For the other aspects, although equally relevant (such as resolution,
accuracy, resilience to the jamming, etc.), the interested reader is addressed to [27,28] and
to the numerous references of the latter and of [3].

2. Classical Radar, Noise Radar and Quantum Radar

For a long time, it has been well known that radar detection [29,30] depends on the
energy collected from the target’s echo rather than on its power, as the output of the
optimum (or “matched” or “pulse compression”) filter [31] is proportional to the energy
of the received waveform divided by the spectral density of the noise ( E/N0). A classical
radar’s (CR) operation is shown in Figure 1a. In the case of pulse compression, a coded
waveform is used, and the received signal is correlated (nowadays, digitally and in the
Fourier domain) with a template of the transmitted one.
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Figure 1. Block diagram comparison of (a) conventional radar (CR), (b) noise radar (NR), and
(c) quantum radar (QR).

The characteristics of certain proposed types (see, for instance, [3,20,23]) of quantum
radar make them allegedly similar to a noise radar [27,32]. However, in noise radar (NR),
see Figure 1b, the received signal is correlated with a template of the transmitted one, which
is created by a (possibly, “tailored”) realization of a random process, in turn obtained by a
noise source or, more frequently, by a pseudorandom number generator. “Tailoring” of the
waveforms lowers the range sidelobes at the output of the compression filters [32].

In QR, see Figure 1c, the received signal is correlated with the idle signal entangled
with the transmitted one, which is a (not-controlled) realization of a random process.

By comparison between NR and QR, it is clear that (see also [27]) the NR approach
grants a much higher flexibility, particularly in the design of the transmitted waveforms
(an aspect analyzed in Section 4).

3. Quantum Illumination and Quantum Two-Mode Squeezing (QTMS) Radar

Two main classes of quantum radars have been proposed in the literature: quantum
illumination (QI) radar [3,33,34] and quantum two-mode squeezing (QTMS) radar [20].
The concept of QI is based on a generation of pairs of entangled photons, the idler and
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the signal photon. The signal photon is sent to region where a target could be present,
while the idler is stored. If a target is present, the signal photon may be received by the
radar after the transmission delay, otherwise the radar only receives noise photons. Each
received photon has to be compared with the idler in a kind of measurement [35]. Storing
each idler photon and correlating with the pertaining echo (i.e., signal photons) is a very
difficult task, much beyond the present technology. This is also needed for measuring the
radar range [35,36].

Aiming to solve this problem, the QTMS operates in a way closer to that of a conventional
radar—it has been implemented as a laboratory demonstrator (but with no target) [20,23,24].
The QTMS protocol circumvents the ranging problem, as follows. The reference-entangled
beam is immediately measured using heterodyne I (in-phase) and Q (quadrature) detection
and retained within the system to be correlated with the received signal.

The QTMS radar requires maximally entangled pairs of photon modes; therefore, the
process of spontaneous parametric down-conversion is the most generally used, generating
a Gaussian two-mode squeezed-vacuum state at microwave frequencies.

Despite the loss of the entanglement due to the interaction with the environment, the
QTMS radar aims to exploit the correlation caused by the entanglement to detect the signal
photons in noise when the correlation is computed many times.

The number, M, of pairs, i.e., of modes, is referred to as the time-bandwidth product
B·T, where T is the duration of the emitted signal toward the target (less than, or equal to,
the time-on-target) and B is the transmission bandwidth. More precisely, the time T is just
the amount of time dedicated to transmitting a number of photons toward the target, i.e., to
“illuminate” the target. This photon number is necessarily random as the photon emission
is a memoryless Poisson process, and its statistical average is generally used. It may be
useful to clarify that T is not necessarily the dwell time but just an upper bound for the
dwell time. In each mode, an average number, Ns, of photons is transmitted; as for Ns ≫ 1,
the classical physics applies, and a quantum advantage is fully attained when Ns ≪ 1 (and
vanishes for a number of photons greater than four or five). Experts in quantum mechanics
know well that the emission of photons is a memoryless Poisson process; hence, the term
“number of photons” shall be read as “average number of photons”.

Some technological developments include the Josephson Parametric Amplifier (JPA)
and its evolution into the wide-band Josephson Traveling Wave Parametric Amplifier
(JTWPA), a microwave resonant cavity terminated by a Superconducting Quantum Inter-
ference Device [18,22] and the optical technologies [37–39].

A typical implementation is described, inter alia, in [20,40] using JPA operating very
close to the absolute-zero temperature (i.e., at a few milli-Kelvins) within a bulking dilution
refrigerator. The latter is described as having the size of a large car, including the He-3
and He-4 large Dewar’s, and its power consumption is alleged as large as 15 kW [40]. Its
high cost (order of 106 EUR according to [41]) causes the cost of the QR system (“Figure 1”
of [41]) to be five orders of magnitude greater than the equivalent conventional radar.

In the face of the SWaP (size, weight, and power) and of the cost implicit in the QR
technology, one may ask: what radar performance enhancements arise from the quantum
approach? In [1], it is explained that: “. . . despite loss and noise that destroy its initial
entanglement, quantum illumination does offer a target-detection performance improve-
ment over a classical radar of the same transmitted energy. A realistic assessment of that
improvement’s utility, however, shows that its value is severely limited”.

In the literature (see, for instance, [3]), there are many theoretical evaluations, indicat-
ing a gain (depending on the quantum protocol) up to 6 dB (the highest figure is the one
generally cited).

An overview of the attained quantum advantage as of May 2022 is found in [3,42], with
a synthesis of experiments shown in “Table 1” on page 87 of [42]. Among the (not numerous)
experimental evaluations, in 2020, Barzanjeh et al. [36] carried out experimental verification
of quantum illumination in the X-band, with generation and amplification of entangled
microwave photons (frequencies: 10.09 GHz and 6.8 GHz) in cryogenic conditions (at



Remote Sens. 2024, 16, 2543 5 of 20

7 mK) and with a target at room temperature and at a fixed distance of one meter. The
experiments showed a 1 dB advantage over the optimal classical illumination at Ns < 0.4,
with the difference with respect to the theoretical 3 dB being explained by the limitations
due to the experimental setup. More analyses of theoretical quantum advantage are shown
in “Figure 3” of [12], showing that at microwave and with system noise temperature
values ranging between 5 K (cosmic microwave background, CMB) and 293 K (the room
temperature), this advantage is below a threshold laying between 2.8 and 3 dB. In “Figure
3” of [12], the quantum advantage in the experiment by Assouly et al. [43] is also shown: a
gap of approximately 2 dB results between the realized (0.79 dB) and the theoretical (2.8 dB)
achievable quantum advantage.

4. QTMS Radar and Noise Radar Waveforms

In [20,23,24,44], it is claimed that the above-described QTMS radar operation is similar
to that of a noise radar (NR) [45,46]. In reality, NR and QR are quite different. NR may
transmit every kind of pseudorandom signal: with a constant modulus (phase-only code)
or with a suited “tailoring” of the signal [32], i.e., allowing a very low peak sidelobe level
(PSL) below the main lobe and an acceptable suited peak to average power ratio (PAPR),
e.g., as low as 1.5 (corresponding to a −1.76 dB loss, see Figure 2), and more generally with
non-Gaussian statistics (pink area).
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In QR, the signal is “naturally” random and not modifiable, and hence the resulting
PAPR (around 9–10: see the green area) yields a loss close to −10 dB. The difference
between NR and QR of about 7–8 dB, shown in Figure 2, largely compensates for the
alleged maximum QR advantage of 6 dB.

An example of the superior radar data quality of NR when using “tailored” pseu-
dorandom waveforms with respect to the “naturally Gaussian” QR waveforms follows.
The following is assumed for both NR and QR signals: bandwidth B = 50 MHz, duration
T = 100 µs (i.e., M = BT = 5000), and noise and interference absent, assuming that the
NR waveform has been tailored (details are provided in [32]) to place the sidelobes of its
autocorrelation function below −60 dB (PSL ≤ −60 dB) in the delay region of ±10 µs
(corresponding to ±1500 m). The output of the compression (matched) filter is shown for
NR and QR in Figure 3.

At the expense of a modest sensitivity loss (2 dB for a PAPR of 1.6), the NR has better
range resolution of multiple near targets, a performance impossible to obtain in the QR
realm, where the generated signal is Gaussian and cannot be tailored.
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In [20], a comparison was performed with a particular (and quite “artificial”) classical
radar demonstrator, named two-mode noise (TMN) radar, and implemented as close as
possible to the QTMS radar demonstrator (including the cryostat refrigerator at a few mK),
but with the pair of non-entangled signals generated by mixing Gaussian noise with a
sinusoidal carrier. The authors of [20] warned that similarity between a NR and the TMN
radar demonstrator lies only in the fact that both NR and TMN transmit random signals.
In reality, it is very important to remark that the randomness in the TMN radar (and,
more generally, in QR) is unavoidable and uncontrollable, due to the quantum mechanical
signal-generating process. Conversely, in modern NR, the preferred solution is fully digital
using pseudorandom number (PRN) generators (see, for instance, [46–48]).

5. Radar Range for Quantum Radar
5.1. General Remarks: Some Simple Photon Number Analysis

The quantum radar operation is based on target detection by idler-signal photons’
correlation, as previously explained. On the other hand, detection of a radar target depends
on the energy transmitted on it and by its back-scattering, quantified by the radar cross-
section (RCS). Let us consider a simple, cheap (about USD 7000) X-band marine radar, such
as HALO 6 (https://panbo.com/how-simrad-halo-works-12-radars-in-one/, accessed on
4 July 2024). It is a solid-state set that transmits at frequencies around 9.4 GHz, 2.5 mJ (i.e.,

https://panbo.com/how-simrad-halo-works-12-radars-in-one/


Remote Sens. 2024, 16, 2543 7 of 20

a lower energy than a legacy marine radar with a 6 kW magnetron and 1 µs pulse, which
transmits 6 mJ). Its range is as follows:

• 5.32 km for a target with a RCS of 1 m2.
• 8.8 km for a small vessel with a corner reflector (RCS = 7.5 m2).

The energy of a single microwave photon at 9.4 GHz is 6.23·10−24 J; hence, in order to
reach the requested 2.5 mJ, the radar will send to the target a number of photons of about
Ns = 4·1020, which with a number of background photons (see Figure 4 of Section 5) and an
attenuation (see Figure 5 of Section 5) of the order of −160 dB, of the order of 103, still leaves
some SNR margin for target detection. This Ns value is consistent, for example, with an
illumination time of T = 100 µs, a bandwidth of B = 100 MHz, and a “number of modes”,
BT, of 104. However, as a quantum radar is such only when Ns < 1, a corresponding QR
should operate (assuming Ns = 0.4) with a 1021 times larger BT product, which for the
same bandwidth corresponds to T = 1017 s; that is, over three billion years.
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Determining the maximum operational range of a radar set seems feasible with a simple
computation of the radar equation, historically standardized by the classical report (and the
ensuing book) on pulse radar range by L. V. Blake [49]. However, the task is more difficult when
considering the many factors affecting the computation (target fluctuations, equipment losses,
multipath, internal and external disturbances, and more), so much so that the real operational
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radar range is sometimes as short as half of the computed range, i.e., detection losses whose
sum is as large as 12 dB may be neglected, as mentioned by M.I. Skolnik [50].

For QR, the maximum range is an even more complex matter, related to the statistical
description of the involved photons by the Bose–Einstein equation. The latter, see Equation (1),
yields the average number of photons per mode, NB (where the subscript B stands for back-
ground), versus the frequency, at a system temperature, Ts (in Kelvin):

NB =
1

exp
(

h f
KBTs

)
− 1

(1)

where KB = 1.38065·10−23 J/K is the Boltzmann’s constant and h = 6.62607·10−34 J·s is the
Planck’s constant. At radio and microwave frequencies and at room temperature, h f ≪ KBTs;
hence, considering the approximation of the exponential at the first order, Equation (1) becomes:

NB ∼=
KBTs

h f
(2)

Figure 4 shows Equation (1) varying f from 0.1 GHz to 100 THz. The blue area
(Ns < 0.5) is the optimal for quantum operation (the QR system has the optimum quantum
advantage for an average photon number ≪ 1 and loses the advantage nearly completely
for a number of photons greater than about five). Dashed lines represent Equation (2), i.e.,
the linear approximation.

The green subset of the blue area represents the average generated photons for a
microwave (1 GHz < f < 30 GHz) QR, at temperatures below 1 K. The upper pink area
represents the much more numerous background photons, Equation (2), from a favorable
case of Ts = 100 K to a more frequent radar situation of Ts = 290 K. A worst case of
Ts = 800 K is also shown. For an X-band radar (λ = 3 cm) at room temperature, NB is of
the order of 103, and is less than the unit only at Ts well below 1 K.

From the formula for the noise power in a bandwidth B, i.e., Prn = KBTsB, the
“background noise” power with NB photons can be written, using Equation (2), as:

Prn ∼= NBh f B (3)

The literature on the range performance of a QR often simplifies the disturbance as
Prn of Equation (3), while radar engineers know very well that the radar disturbance is
something more complex. It includes unwanted echoes, propagation effects (with related
attenuation), antenna noise, radiofrequency connections to the receiver, and finally, the first
active reception stages [49–51].

In [52], we read (in the text, ℏ = h
2π , W is the bandwidth, B, and T is the system

temperature, Ts): “In QI radar, the noise power of the receiver can be expressed as
Prn = ℏωW

exp(ℏω/KBT)−1 [. . .]. In practice, it is difficult to accurately calculate the noise
temperature, which is related to factors such as antenna geometry, beam direction, solar
activity, and signal wavelength, etc. Therefore, in the subsequent analysis, we define
the equivalent noise temperature of 3–300 K, which can represent the majority of radar
operating scenarios”.

The lower value above is quite optimistic: the system noise temperature, Ts, of a radar
set is typically close to (or above) 250–300 K. In fact, the system noise temperature, Ts [51],
referenced to the output of the radar antenna, is the sum of three contributions: by the
antenna (Ta), by the radiofrequency (TRF) connections of the antenna with the receiver
(including the duplexer and the rotary joint—if any), and finally, by the receiver itself,
whose main element is normally a low noise amplifier, LNA (TLNA). Hence, it results in:

Ts = Ta + TRF + TLNA (4)

With:
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• Ta resulting from the external noise sources, including: the CMB (cosmic microwave
background), the sun, the stars, the atmosphere, the land, and sea surfaces. In the absence
of any radio stars, the CMB assumes a minimum level around 5 K (see “Figure 8.19”,
page 526, chapter on Propagation of Radar Waves, in [50]), whose 2.7 K blackbody
term, uniform in all directions, is due to the radiation left over from the hot big-bang.
Hence, Ta is a highly variable quantity. Common graphs [49] supply this contribution
versus the operating frequency for a “standard environment” and for different values of
the pointing angle, θ, of the antenna with respect to the vertical. For example, in the
X-band (9 GHz), Ta has a maximum value of about 100 K when pointing toward the
horizon (θ = 90 degrees) and a minimum value of about 10 K in the unrealistic case of
zenith pointing (θ = 0). To set exemplary values, assuming θ = 30 degrees, we have
Ta = 30 K, but for a surface movements radar (SMR), whose antenna points down, Ta
is close to the land temperature.

• TRF = (LRF − 1)·T0, where T0 is the reference temperature of 290 K (according to the
IEEE standard) or, if known, the physical temperature of the previously mentioned
RF connections, and LRF is their attenuation (i.e., the loss). An exemplary value (for a
0.5 dB loss) is TRF = 35 K.

• TLNA = (F − 1)·LRF·T0, where F is the noise figure of the amplifier. For an exemplary
F = 1 dB and the above 0.5 dB loss, TLNA = 190 K.

The sum of all contributions yields a typical value of Ts = 255 K (but over twice for
a SMR).

Basic and contrasting facts dominate the power budget, and hence the computation of
the QR range. They are as follows:

(a) The energy in a single photon at microwave frequencies is extremely small when
compared to that of a conventional radar (CR) pulse; therefore, with the number of
transmission modes, M, defined by operational constraints, one could try to increase
the number, Ns, of average signal photons per mode. This increase brings back the
radar system to the classical operation. With a number of photons per mode, say
0.01, optimal for quantum advantage, the transmitted energy per microwave radar
pulse (i.e., per mode) is 16 to 20 orders of magnitude below what is required for target
detection. Moreover, according to quantum mechanics, the amplification of the radar
signal generates noise, which would nullify the quantum advantage [42].

(b) Theoretically, a quantum illumination system will provide a factor-of-four (6 dB)
improvement in the error probability exponent (neglecting the fact that radar detection
is not evaluated in terms of error probability [28]) over its classical counterpart of
the same transmitted energy [42,44] (note that the practical QR implementations
limit this advantage to lower figures: order of 1 to 3 dB only [42,53]). However, a
6 dB improvement can be obtained, remaining in the conventional radar technology,
increasing the dimensions of the transmit/receive antenna (antennas); for example, in
the monostatic case (a single Tx/Rx antenna), changing a 1.2 m dish into a 1.7 m dish.

(c) The benefit of QR over CR is significant for very few average photons per mode (< 1)
and disappears for more than a few transmitted photons per mode.

(d) The energy of a photon is proportional to its frequency, calling for QR operating,
for example, in the millimeter-wave or terahertz bands, where, unfortunately, the
atmospheric phenomena prevent long-range operation.

(e) The increase in the number of modes, M, for a (necessarily limited) available signal
bandwidth, B, would generate an increase in the pulse duration (see Section 5.2).
Values of T above some threshold (order of a few milliseconds to hundreds of millisec-
onds, depending on the type and dynamics of the particular target) would render the
system prone to the effects of target scintillation and Doppler frequency, destroying
the correlation with the stored replica, hence nullifying the quantum advantage.

Summing up, we quote from the Introduction of [54]: “. . . while realizable experimen-
tally, useful application of microwave quantum radar protocols to any conventional setting
is unrealistic because of fundamental restrictions on power levels”.
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5.2. Exemplary Range Computations for QR

Some computations for a representative QR are shown in the following to sustain the
previous discussion. The related main parameters are:

# f0: operating (central) frequency,
# λ = c/ f0: wavelength,
# B: operation bandwidth, i.e., f0 − B

2 ≤ f ≤ f0 +
B
2 ,

# T: signal duration (less than or equal to the dwell time),
# M = B·T: number of modes,
# σ: radar cross-section (RCS) of the target,
# G: antenna gain (the same for Tx and Rx),
# Ts: system noise temperature,
# SNR: signal-to-noise ratio,
# L: total loss (L < 1),
# aR: free-space two-way attenuation for a target at a distance R,
# ηQ: quantum advantage.

First, the free-space two-way attenuation (designated κ in the QR/QI literature) is:

aR =
G2λ2

(4π)3R4
σ (5)

The attenuation, aR, is shown in Figure 5 at the X-band ( f0 = 9.37 GHz, = 0.032 m)
with a 1 m2 RCS. At a distance of 1 km, the attenuation is −123 dB for G = 30 dB.

The received power from a target at a distance R is:

Prs = M·Nsh f0B·ηQ·aR (6)

where Ns is the average number of photons per mode and ηQ is the quantum advantage
(alleged to range from 0 to 6 dB). From Equation (2), the background noise power in a
bandwidth, B, around f0 is equal to the classical relationship:

Prn = KBTsB ∼= NBh f0B (7)

Hence, using Equations (6) and (7), the signal-to-noise ratio is:

SNR =
Prs

Prn
= M

Ns·ηQ

NB
·aR = B·T

Ns·ηQ

NB
·aR (8)

To achieve a positive (in dB) SNR at range, R, the quantum radar will operate with a
time duration, as follows:

T ≥ NB
Ns·ηQ

· 1
B·aR

(9)

At the X-band ( f0 = 9.37 GHz), assuming a bandwidth B = 1 GHz (about 10% of f0),
setting Ns·ηQ = 1 for the sake of simplicity (e.g., we assume Ns = 0.25 with ηQ = 6 dB),
σ = 1 m2, R = 1 km, and an antenna gain (the same in Tx and Rx) of G = 30 dB, with
Ts = 290 K, it results in T ≥ 346 h, which appears absurd. With a target much closer, i.e., at
R = 10 m, the SNR is 108 times greater than at 1 km, and an operation with the same BT
should permit T to be in the order of ten milliseconds. From Equation (9), we can reduce
the time T, increasing B. However, the use of the electromagnetic spectrum by radar is
regulated by the ITU (an ONU agency); anyway, for both technical and regulatory reasons,
the general radar bandwidth allocation does not exceed 10%. Therefore, the theoretical
possibility of radar transmissions in an ultra-wide band is limited in principle to indoor,
very short-range applications [55]. More exemplary time values are shown in Figure 6 for
Ts = 100 K, 5.0 K, and 2.7 K.
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Note that in the following Figures 6–10, the attenuation due to propagation in the
atmosphere (that depends on various factors, including the operating frequency, the el-
evation beam pointing, and more) has been ignored to perform a simple and readable
comparison between CR (or NR) and QR.
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Figure 7. Radar range, Rmax, of an X-band QR vs. time duration, T(), at B = 1 GHz, system
losses L = −4 dB, and G = 30 dB. No atmospheric attenuation, no clutter, and no radiofrequency
interference. (a) Ns·ηQ = 1 with Ts = 2.7, 5.0, 100, and 290 K. The typical interval for most radar
applications is evidentiated in green. (b) Ts = 100K with Ns·ηQ = 0.04, 0.2, 0.4, and 1.0.



Remote Sens. 2024, 16, 2543 12 of 20

Remote Sens. 2024, 16, x FOR PEER REVIEW 13 of 21 
 

 

trihedral triangular corner reflector (TCR) with side 𝑎, i.e., with RCS 𝜎 =
4𝜋𝑎4

3𝜆2  , and the 

considered target is an object with size 𝐴 > 𝑎.  Note that at the typical X-band radar 

wavelength of 3.2 cm, 𝜎 = 1 m2 for a relatively small TCR with 𝑎 = 0.125 m, while for 

𝑎 = 1 m, the resulting X-band RCS is quite large, i.e., 4000 m2. From “Figure 6” of [12], 

and for an object size of 1 m (corresponding to 36
dB

m2 of RCS for the TRC in the X-band), 

in the “feasible scenario” realm of [12], the radar range results between 10 m and 40 m, 

i.e., of the same order as the evaluations in this work, whose overall results are confirmed. 

Note that the situation improves as the frequency increases (𝑁𝐵 quickly decreases, 

see Figure 4), but above circa 8 GHz, the attenuation by rain becomes a very critical factor 

and, with increasing frequency above 35 GHz , the attenuation by the atmosphere also 

becomes critical, preventing QR from any operational “outdoor”, either civilian or 

military, radar application at medium–large distances. 

In this work, aiming to perform CR and QR comparisons, atmospheric effects 

(including hydrometeors) have been neglected, as they act equally on CR and QR. 

In general, the order of magnitude of the maximum range is similar to the one shown 

in “Figures 2a and 3a” of [52], evaluated for 𝑇𝑠 =  300 K and 3 K. Note that the advantage 

of QR over CR, as shown in these figures, is negligible when 𝑁𝑠 > 1, and that for 𝑁𝑠 < 1, 

the QR range does not exceed a few tens of meters at the X-band. Different evaluations (at 

the X-band, again) are shown in [53] (see “Figure 3” of [53]), where the system noise 

temperature, 𝑇𝑠, is set to 10 mK (Table II of [53]), which is only possible when the radar 

and the environment are closed in a cryogenic generator and shielded from the 2.7 K 

CMB. However, this situation is not compatible with any practical use. 

Similar detection performances for a millimeter-wave QR at 95 GHz (W-band) are 

shown in Figure 8 for the sake of completeness. 

These evaluations show that the “long-distance detection” of QR in the title of [22] 

will not apply to real-world situations. Of course, the same applies to the alleged detection 

of stealth targets, see [16,18]. Stealth targets call for a high-power illumination, which 

contrasts with the QR nature itself, and the radar cross-section of a target (either stealthy 

or not) does not change when QR is used, as elegantly shown in [10], as the path of each 

photon to the target is not well defined because of the position uncertainty, and this causes 

some quantum interference, which exactly replicates, in the far-field limit where the radar 

cross-section is defined, the classical scattering behavior of electromagnetic waves. 

 

Figure 8. Radar range, 𝑅𝑚𝑎𝑥, of a W-band QR vs. time duration, 𝑇, at 𝐵 = 10 GHz, 𝑁𝑠 ∙ 𝜂𝑄 = 1, and 

system losses 𝐿 = −4 dB . No atmospheric attenuation, no clutter, and no radiofrequency 

interference. 

  

Figure 8. Radar range, Rmax, of a W-band QR vs. time duration, T, at B = 10 GHz, Ns·ηQ = 1, and
system losses L = −4 dB. No atmospheric attenuation, no clutter, and no radiofrequency interference.

Remote Sens. 2024, 16, x FOR PEER REVIEW 15 of 21 
 

 

𝑓∗ = √
𝑃𝑇

ℎ ∙ 𝑎
 (14) 

Figure 9 shows Equation (14), confirming that quantum sensing tends to become 

useful (i.e., with the same maximum range of a NR) at very high frequencies (e.g., in the 

optical and infrared realms, and above) and at very low power levels. 

For an analysis of QR operation above millimeter-wave frequencies, the interested 

reader may see [52]. The pertaining computation of the QR range is 800 m at 𝜆 = 1 mm 

and 4500 m at 𝜆 = 0.1 mm. However, in [52], atmospheric attenuation is not taken into 

account (unlike in [59]). 

 

Figure 9. Frequency value, 𝑓∗ (and corresponding wavelength), making 𝑅𝐶𝑅 = 𝑅𝑄𝑅, Equation (13). 

𝐵 = 𝑎 ∙ 𝑓 with 𝑎 = 0.01, 0.05, 0.1, 0.5, and 1.0. 

Figure 10 shows a comparison between the maximum ranges of QR and NR at similar 

operating conditions. For the quantum radar, the maximum range, Equation (10), is in the 

order of meters, while a 100 mW noise radar improves the range, Equation (11), to the 

order of tens of kilometers (the system temperature is set to the realistic values of 100 

and 290 K, and to the bad value of 800 K for comparison). 

. 

Figure 10. Comparison between the maximum range for noise radar, Equation (11), and quantum 

radar, Equation (10), at the X-band vs. time duration, 𝑇. The noise-radar-transmitted power is 100 

mW (for 10 µW, the lines are shifted below by a decade) , 𝐺 = 30 dB, 𝜎 = 1 m2, 𝐿 = −4 dB, 𝐵 =

1 GHz, 𝑆𝑁𝑅𝑚𝑖𝑛 = 13.2 dB , and  𝑁𝑠 ∙ 𝜂𝑄 = 1 . No atmospheric attenuation, no clutter, and no 

radiofrequency interference. 

Figure 9. Frequency value, f ∗ (and corresponding wavelength), making RCR = RQR, Equation (13).
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Figure 10. Comparison between the maximum range for noise radar, Equation (11), and quantum
radar, Equation (10), at the X-band vs. time duration, T. The noise-radar-transmitted power is
100 mW (for 10 µW, the lines are shifted below by a decade), G = 30 dB, σ = 1 m2, L = −4 dB,
B = 1 GHz, SNRmin = 13.2 dB, and Ns·ηQ = 1. No atmospheric attenuation, no clutter, and no
radiofrequency interference.
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From Equations (6) and (8), the QR maximum range (Rmax) can be evaluated as:

Rmax =

[
G2λ2L·σ

(4π)3SNRmin
·
Ns·ηQ

NB
B·T

] 1
4

(10)

where L is the total loss, neglecting the attenuation of the medium. Setting: L = −4 dB,
SNRmin = 13.2 dB [56], σ = 1 m2, Ns·ηQ = 1, λ = 0.032 m, and B = 1 GHz, and
varying the time duration, T, from 1 ms to 0.1 s (i.e., M from 106 to 108), Figure 7a shows
the maximum range versus the time duration. Figure 7b shows the contribution of the
quantum advantage.

The above evaluations, shown in Figure 7a, used the simplified and conservative
condition Ns·ηQ = 1 to define the order of magnitude of the QR range. More precise
evaluations are shown in Figure 7b for Ts = 100 K and the following cases and values:

Ns ηQ Ns·ηQ
(a) QR—theoretical ηQ—low Ns 0.01 4 (6 dB) 0.04
(b) QR—potential ηQ 0.1 2 (3 dB) 0.2
(c) QR—theoretical ηQ 0.1 4 (6 dB) 0.4
(d) QR—optimistic ηQ—high Ns 0.66 1.5 (1.76 dB) 1.0

For 100 K < Ts < 290 K, Rmax is less than 10 m. Considering the CMB contribution
around 5 K or 2.7 K, the maximum range is less than 20 m. Ranges greater than about ten
or twenty meters can only be achieved when the whole radar set, including the antenna
(and the external surfaces within its main lobe), is cooled at cryogenic temperatures, which
is not compatible with any use outside a specific laboratory.

In order to stay independent of the radar operating wavelength, λ (eliminating the
λ2 term in the radar equation), in [12], the authors take, as a standard reference target,
a trihedral triangular corner reflector (TCR) with side a, i.e., with RCS σ = 4πa4

3λ2 , and
the considered target is an object with size A > a. Note that at the typical X-band radar
wavelength of 3.2 cm, σ = 1 m2 for a relatively small TCR with a = 0.125 m, while for
a = 1 m, the resulting X-band RCS is quite large, i.e., 4000 m2. From “Figure 6” of [12], and
for an object size of 1m (corresponding to 36 dB

m2 of RCS for the TRC in the X-band), in the
“feasible scenario” realm of [12], the radar range results between 10 m and 40 m, i.e., of the
same order as the evaluations in this work, whose overall results are confirmed.

Note that the situation improves as the frequency increases (NB quickly decreases, see
Figure 4), but above circa 8 GHz, the attenuation by rain becomes a very critical factor and,
with increasing frequency above 35 GHz, the attenuation by the atmosphere also becomes
critical, preventing QR from any operational “outdoor”, either civilian or military, radar
application at medium–large distances.

In this work, aiming to perform CR and QR comparisons, atmospheric effects (includ-
ing hydrometeors) have been neglected, as they act equally on CR and QR.

In general, the order of magnitude of the maximum range is similar to the one shown
in “Figures 2a and 3a” of [52], evaluated for Ts = 300 K and 3 K. Note that the advantage
of QR over CR, as shown in these figures, is negligible when Ns > 1, and that for Ns < 1,
the QR range does not exceed a few tens of meters at the X-band. Different evaluations
(at the X-band, again) are shown in [53] (see “Figure 3” of [53]), where the system noise
temperature, Ts, is set to 10 mK (Table II of [53]), which is only possible when the radar
and the environment are closed in a cryogenic generator and shielded from the 2.7 K CMB.
However, this situation is not compatible with any practical use.

Similar detection performances for a millimeter-wave QR at 95 GHz (W-band) are
shown in Figure 8 for the sake of completeness.

These evaluations show that the “long-distance detection” of QR in the title of [22]
will not apply to real-world situations. Of course, the same applies to the alleged detection
of stealth targets, see [16,18]. Stealth targets call for a high-power illumination, which
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contrasts with the QR nature itself, and the radar cross-section of a target (either stealthy
or not) does not change when QR is used, as elegantly shown in [10], as the path of each
photon to the target is not well defined because of the position uncertainty, and this causes
some quantum interference, which exactly replicates, in the far-field limit where the radar
cross-section is defined, the classical scattering behavior of electromagnetic waves.

5.3. Maximum Range: QR and NR Comparison

In some papers [28,53,57,58], quantum radar is proposed because of its low probability
of intercept (LPI) features due to the intrinsic randomness of its emission. Similar charac-
teristics belong to noise radar [45–48]. Hence, it is interesting to compare the performance
of NR and QR in equivalent system configurations.

A simple comparison figure is the ratio of maximum ranges: RNR
RQR

. For quantum radar,
RQR is computed by Equation (10), while for the continuous-emission noise radar, by [48],
we have:

RNR =

[
PTG2λ2L·GINT ·σ

(4π)3SNRminKBTsB

] 1
4

(11)

with the usual meaning of symbols, where GINT is the coherent integration gain, equal to
the product B·TINT , and TINT is the coherent integration time (T in QR), equal to or less
than the dwell time. Hence, the desired ratio is:

RNR
RQR

=

[
PT

KBTsB
· NB
Ns·ηQ

] 1
4

(12)

Assuming Ns·ηQ ∼= 1 and taking into account that the antenna and the receiving
parts operate close to room temperature, i.e., Ts ≫ 1 K and NB ∼= KBTs

h f (see also Figure 4),
Equation (12) becomes:

RNR
RQR

=

[
PT
h f

· 1
B

] 1
4
=

[
ET
h f

· 1
M

] 1
4
=

[
NT
M

] 1
4

(13)

where ET(= PTT ) is the energy coherently transmitted on the target, M = B·T is the number of
modes, and NT is the related number of photons transmitted by the NR: NT = PT·T

h f .

For PT = 100 mW, f = 10 GHz, it results that NT = 1.51·1022·T. To obtain RNR = RQR,
one has to set M = NT , i.e., an unthinkable bandwidth, B = 1.51·1013 GHz, which could
only be achieved by operating at unrealistic carrier frequencies above 1023 Hz.

A similar evaluation is presented in [53], where, however, cooling of both CR and QR
sets at 10 mK is considered, and the ratio between “Equation (12)” and “Equation (14)”

of [53] leads to a conventional radar/quantum radar range ratio equal to: RCR
RQR

=
[

1
M

] 1
4

(note that in [53], the number of modes is m in place of M), which is rather in agreement
with the ratio of red and blue curves of its “Figure 3” (referring to the X-band and to m = 6,
which for the bandwidth B = 2 GHz corresponds to an unrealistic illumination time of a
mere 3 ns) but not with the evaluations shown in this chapter. Likely, there are errors in
the computations (called “simulations”) of [53], and the pulse compression gain was likely
not taken into account. However, it is necessary to mention the recent paper [58] of the
same authors, where the compression gain of CR was considered, and it was confirmed
that the conditions Ns ≪ 1, NB ≫ 1 and M ≫ 1 maximize the advantage of quantum
illumination but, unavoidably, lead to very short radar ranges. The conclusions of [58]
include: “... although QI shows its advantages, this advantage is limited to the case of
very weak transmitted signal power, so it may be a challenge for applying QI to radar
remote detection”.
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From Equation (13), one can easily compute the frequency, f ∗, making RCR = RQR,
i.e., f ∗ denotes the frequency value that makes the maximum range of the QR equal to the
NR. Posing B = a· f , with a < 1 (fractional bandwidth), it results that:

f ∗ =

√
PT
h·a (14)

Figure 9 shows Equation (14), confirming that quantum sensing tends to become
useful (i.e., with the same maximum range of a NR) at very high frequencies (e.g., in the
optical and infrared realms, and above) and at very low power levels.

For an analysis of QR operation above millimeter-wave frequencies, the interested
reader may see [52]. The pertaining computation of the QR range is 800 m at λ = 1 mm
and 4500 m at λ = 0.1 mm. However, in [52], atmospheric attenuation is not taken into
account (unlike in [59]).

Figure 10 shows a comparison between the maximum ranges of QR and NR at similar
operating conditions. For the quantum radar, the maximum range, Equation (10), is in
the order of meters, while a 100 mW noise radar improves the range, Equation (11), to the
order of tens of kilometers (the system temperature is set to the realistic values of 100 and
290 K, and to the bad value of 800 K for comparison).

6. Final Discussion

All the evaluations in this work refer to the most common radar applications aimed to
detect and locate “point” targets, such as aircraft. Of course, other radar applications, such
as imaging and tomography, have their own specific power budget, whose quantitative
analysis, in the QR case, was outside the aim of this work.

The use of QR has been recently proposed [40] for biomedical sensing, i.e., a short-
range (order of meters or less) case. Short-range radars were introduced for healthcare
applications of detecting human vital signs in 1975. Heart rate measurements have been
successfully measured at a 1 m distance using sub-micro-watt power levels [60] and FMCW
radar technology.

Non-invasive microwave techniques for contact and remote sensing of respiratory and
circulatory movements have been developed with the average power density of radiated
energy ranging from 1 µW to 1 mW per square cm, i.e., much lower than the ones due to
the cellular phones used by patients and sanitary personnel. Some systems are capable of
measuring the heart rate and breathing rate at distances of 30 m, or behind thick layers of
non-conductive walls.

Hence, in healthcare applications, the QR is not a useful option, because:

(i) the SWaP limitations are obviously important (contrary to what is written in [40]),
(ii) the short distances imply very low transmitted microwave power levels, for which a

6 dB advantage is immaterial.

Among these particular applications, microwave tomography should be noticed [61–64].
As another example, in the conclusions of [12], the QI (or QR) approach is prospectively
mentioned to be useful for studies of cell biology, whenever the radiated power on single cell
should be constrained. However, the requested broadband operation hardly copes with the
microwave (or radiofrequency) QI/QR technology because of the needed “phase matching”
conditions [42], and the need for a few dBs of “quantum advantage” in those applications is
questionable.

An increase of the theoretical quantum advantage of 6 dBs has been proposed in [65],
where hyperentangled photons are defined as simultaneously entangled in multiple de-
grees of freedom. In [65], it is proposed to use pairs of photons hyperentangled in two
degrees of freedom, namely, polarization and frequency–time, to achieve a 12 dB per-
formance improvement in the error probability exponent over the best-known quantum
illumination procedure. The performance is theoretically evaluated for the particular case
of Ns = 0.01, NB = 25, and two-way attenuation, κ = 0.01. The proposal refers to optical
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(Lidar) technology, not to microwave radar, and even in the (undemonstrated) case of
hyperentangled QR attaining the maximum quantum gain of 12 dB, the maximum radar
range values in the sentence, “radar range results between 10 m and 40 m”, will change
into “radar range results between 20 m and 80 m”, which is substantially equivalent from
any operational viewpoint.

7. Conclusions

The intrinsic range limitations of QR were analyzed in this study. The quantitative
analysis was not extended to range measurement, which is a difficult issue in quantum
radar, adding complexity to a complicated equipment.

Other relevant considerations, such as technical feasibility, operational problems,
and last but not least, cost, are found in [41,42]. A good synthesis on the operational
problems of QR and its readiness is presented in [66]. The conclusion of [66] includes
the following passage: “Ultimately, one should not dwell on the black-and-white ‘what
is better’ mentality, but rather pursue this technology with the mind-set of intellectual
curiosity and ignorance on its most appropriate application”.

This general approach would be acceptable, or even welcome, if applied to basic
research. However, radar is an object of applied research, in which, for ethical reasons, it
seems not fair to promise impossible results to public financing bodies, especially when
the impossibility may be easily demonstrated. In fact, there is no reason why a quantum
radar, irrespective of the used protocol, should perform better than a conventional (or noise)
radar. Therefore, the rationale of some claims found in [16–19] regarding stealth targets
and long-distance detection remains unmotivated.

We conclude that:

• With a strong constraint on the transmitted power, a limited quantum advantage is
alleged in some literature.

• We have shown (Section 4) that, differently from classical radar and NR, QR signals
cannot be “tailored” and are inherently random, with Gaussian distribution, thus
causing a relatively large PSL, in the order of 1/M. Important for the radar range
point of view, QR signals have a poor peak-to-average power ratio (PAPR), whose
estimated value depends on the chosen truncation point for the Gaussian law and
is in the order of ten or twelve. The related loss, around ten or eleven decibels, is
larger than all the values of “quantum advantage” presented in the literature, and
cancels “ad abundantiam” any quantum advantage in any comparison with the noise
radar technology and with any classical radar using “phase only” (constant amplitude)
signal coding.

• If a low-powered signal of a quantum noise radar is amplified, then a classical noise
radar results, which outperforms the quantum radar.

• Quantum radars are more difficult to achieve than what some early papers (and
one book) were claiming, and the work with signal photons in the microwave (or
mm-wave) systems seems not a fruitful idea.

• The alleged military advantage of a quantum radar due to its covertness is practically
immaterial due to its extremely short operating range.

• The QI/QR concept might be useful for future quantum sensors in ultraviolet, X-ray,
and Gamma domains. The related challenges consist of the lack of methods for effi-
cient coherent signal processing at these frequencies, while conversion down to the
frequencies below, say, 5 GHz, where ADCs are readily available, is also problem-
atic [55]. Moreover, at those frequencies, the attenuation propagation and the target’s
back-scattering are much different than at microwave frequencies.

Conclusions similar to the ones of this work are appearing in widely distributed
journals, such as Science [67], from which we report the following: “Even if experimenters
can overcome the technical hurdles, quantum radar would still suffer from a fatal weakness,
researchers say. The entangled pulses of microwaves provide an advantage only when the
broadcast pulses are extremely faint. The extra quantum correlations fade from prominence
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if pulses contain significantly more than one photon—which is overwhelmingly the case in
real radar. ‘If you crank up the power, you won’t see any difference between the quantum
and the classical’, Barzanjeh says. And cranking up the power is a much easier way to
improve the sensitivity”.

Again in [67], it is noticed that it is difficult to establish a useful and practical mi-
crowave application of quantum sensing, even with the full advantage by an entangled
source (e.g., the promised 6 dB advantage) when a simpler classical system will perform
better with higher power output and a cheaper and simpler setup.

The explanation in [13] deserves a final quote, which follows:
“. . . given that fundamental processes in the universe are quantum, . . . the classical

mechanics works because the macroscopic world has so many particles that the quantum
states decohere and quantum mechanics becomes classic” [. . .] “the quantum-to-classical
transition can be understood as a consequence of the mechanism of decoherence. Pure
states remain pure only in closed systems”.

Summing up, the study of the “short, strange life of quantum radar” (from the title
of [67]) tells us, once again, that while it is generally difficult to find the correct solution for
a given problem, it may be even harder to find the correct problem for a given solution.

Author Contributions: G.G. defined the main content, including the analysis of the state-of-the-art
of the quantum radar, and the overall organization of the paper. G.P. developed the numerical
evaluations of the range radar and performed writing—original draft preparation. All authors have
read and agreed to the published version of the manuscript.

Funding: This research received no external funding.

Conflicts of Interest: The authors declare no conflicts of interest.

List of Acronyms

CMB Cosmic microwave background
CNIT National Inter-University Consortium for Telecommunications
CR Classical radar—conventional radar
FMCW Frequency modulated continuous wave
IEEE Institute of Electrical and Electronics Engineers
INRIM Istituto Nazionale di Ricerca Metrologica (National Metrology Institute)
ITU International Telecommunication Unit (a United Nations Agency)
JPA Josephson Parametric Amplifier
JTWPA Josephson Traveling Wave Parametric Amplifier
NR Noise radar
PAPR Peak-to-average power ratio
PRN Pseudorandom number
PSL Peak sidelobe level
QI Quantum illumination
QR Quantum radar
QTMS Quantum two-mode squeezed
RCS Radar cross-section
SMR Surface movements radar
SNR Signal-to-noise ratio
SWaP Size, weight, and power
TMN Two-mode noise
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