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ABSTRACT: The COVID-19 pandemic made clear how our
society requires quickly available tools to address emerging
healthcare issues. Diagnostic assays and devices are used every
day to screen for COVID-19 positive patients, with the aim to
decide the appropriate treatment and containment measures. In
this context, we would have expected to see the use of the most
recent diagnostic technologies worldwide, including the
advanced ones such as nano-biosensors capable to provide
faster, more sensitive, cheaper, and high-throughput results
than the standard polymerase chain reaction and lateral flow
assays. Here we discuss why that has not been the case and why
all the exciting diagnostic strategies published on a daily basis in
peer-reviewed journals are not yet successful in reaching the
market and being implemented in the clinical practice.
KEYWORDS: COVID-19, SARS-CoV-2, nanodiagnostics, biosensors, bottlenecks, outbreaks, testing methods, phases of test development

During the last decades and even more specifically
during the last few months, we all became familiar
with the term “diagnostics”, which includes devices

and methods used for identifying a particular disease.
Diagnostic devices and assays are now routinely used by
medical doctors as a valuable aid for the diagnosis of the
patient. In fact, once we analyze what it would take to perform
a diagnosis without a diagnostic device, we find many variables
to take into account, making an accurate diagnosis far from
being simple. For example, with the coronavirus 2019
(COVID-19) pandemic, medical doctors have to diagnose a
patient that shows influenza-like symptoms. For this, they
would have to consider factors such as the prevalence of a
specific disease during that time of the year (i.e., flu season or
not), the severity of the symptoms, the overall status of that
specific patient, chronic or seasonal conditions (i.e., allergies),
general patient behavior (i.e., travels, vaccinations), etc.
Performing this type of assessment for each patient takes
time (which may be limited during a pandemic or in busy
hospitals), and, above all, it is heavily subjective. On one hand,

the doctor needs to rely on the answers of the patient, which
may differ from individual to individual experiencing the same
symptoms. On the other hand, even the best doctors can
diverge in the diagnosis of the same individual. In this context,
diagnostic tests reveal themselves as great tools to help medical
doctors to precisely diagnose patients at the first visit, without
additional examinations.
Imagine what can be done with a portable, low-cost sensing

device that could be able to rapidly detect in a single step any
arbitrary infectious agent in a biological fluid. Such a
technology would revolutionize our current approach for
handling infectious diseases, because it could enable nearly
real-time detection of a pathogen at the population level. This
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would have multiple positive repercussions: (1) it would allow
decreasing the number of undetected cases; (2) it would
improve our knowledge of the epidemiology of the disease; (3)
we could make timely decisions on the treatment of infected
patients, maximizing their chances of recovery; (4) we could
more effectively control the propagation of the disease. As a
result, this could dramatically impact the public health system
and economy of whole countries via more granular and timely
measures such as lockdowns and border closings. In this
manuscript, taking COVID-19 diagnostic as model, we analyze
every step (from the definition of the idea to the market
placement) that can stop or slow down the development of a
diagnostic device.

THE SARS-COV-2 PANDEMIC AND OTHER RECENT
OUTBREAKS

SARS-CoV-2 is a human-pathogenic strain of coronavirus that
was discovered in Wuhan (Hubei Province, China) at the end
of 2019.1 SARS-CoV-2 stands for severe acute respiratory
syndrome-related coronavirus 2 and is responsible for the
COVID-19 disease, which causes from mild to severe
respiratory symptoms in humans.2 By October 27th of 2021,
SARS-CoV-2 has officially infected more than 243 million
people and killed 4 953 246 people worldwide.3,4 The high
infectivity of the virus is due to its ability to be transmitted
through the direct contact with droplets produced by sneezes
or coughs of infected people (thus involving airborne
transmission, more probable in closed spaces) and indirectly
through contact with contaminated surfaces (World Health
Organization - WHO indications). The reproduction number
(R0) gives a measure of the infectivity of a virus, representing
the expected number of new cases in a community directly
generated by an infected person. Initially, the R0 of SARS-
CoV-2 was estimated between 1.4 and 3.9.5 However, with the
emergence of the Delta variant this value increased almost to
7.6,7 While the first steps for containing an outbreak are to
identify transmission pathways and estimate the R0, the
management of a pandemic also requires knowing the

infectious agent structure and genome in order to develop
effective diagnostic tools in the shortest possible time.
For diagnostic purposes, in support of the clinical

examinations, the first step is the identification of a specific
biomarker, the concentration of which should vary sensitively
and concurrently in the presence of the infection. In the case of
SARS-CoV-2, as for other viruses, we can identify two major
classes of viral biomarkers: nucleic acids and proteins.
Regarding the former, as for all coronaviruses, SARS-CoV-2
has a positive-sense single-stranded RNA (+ssRNA) that
allows for a direct translation of the viral genetic material into
viral proteins within the cytoplasm of the infected cells.5,8

Regarding the latter, SARS-CoV-2 displays four structural
proteins, named as the spike protein (S protein), the envelope
protein (E protein), the membrane protein (M protein), and
the nucleoprotein (N protein).9 The S, E, and M proteins are
actually glycoproteins present on the outer membrane of the
virus, whereas the N protein holds the genome within the viral
particle. The S protein is composed of two subunits named S1
and S2. During the infection, the subunit S1 enables the
attachment of the virus to the host cell, whereas the subunit S2
triggers the internalization of the virus within the cell.10,11

Then, the E protein, which is the smallest structural protein of
SARS-CoV-2, helps the dissemination and replication within
the host cell.12 Next, the M protein is the main structural
protein of the viral membrane and determines the shape and
size of the virion, stabilizing the nucleocapsid and promoting
the overall assembly.5 Eventually, the N protein is involved in
the viral replication and triggers the cellular immune response
of the host against the virus.13 Because of the ability of the
virus to spread and circulate throughout the body, these
biomarkers have been found in several biological fluids,
including saliva, blood, stool, feces, and semen of infected
people.14,15

Looking back to other viruses’ outbreaks, we can observe
many efforts done to improve the time required for the
development of diagnostic approaches. Indeed, if we compare
the 2003 SARS-CoV, 2009 A/H1N1, 2014 Ebola, and 2019

Figure 1. Visual description of the duration of the phases required to develop a rapid test for previous outbreaks (the dates refer to each
phase thanks to a color code) (a) and of the current SARS-CoV-2 detection technologies (b). PCR, antigen, and serological tests with the
respective criteria for results interpretation (T = test line, C = control line). The bottom plot gives an outlook of the infection progression
and the phases in which each test result is more effective.
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SARS-CoV-2 outbreaks, we can observe a reduction in the
reaction time toward the monitoring and estimation of infected
cases during the epidemics (Figure 1a). This quicker response
is mainly due to the technological advances achieved over the
last 20 years on DNA sequencing, which have allowed us to
save time in the identification of clinically relevant biomarkers
as well as to improve the performance of molecular kits based
on the nucleic acid detection (e.g., polymerase chain reaction
(PCR) and isothermal amplification techniques). Although
there are several factors involved in the spreading of an
epidemic, such as the mortality of the pathogen, the
geographical impact, or the economic resources of the affected
countries, the use of these molecular diagnostic tools allowed
the World Health Organization (WHO) and the other national
agencies to agree in the implementation of the same guidelines
to control the pandemics. More specifically, these actions are
based on the achievement of frequent testing: pathogen
isolation/identification, pathogen sequencing, the design and
release of a PCR protocol (namely, molecular kits), and the
development of rapid tests.
The ability to sequence the viral genome influenced deeply

also the discovery of protein biomarkers. Indeed, thanks to
current molecular biology techniques, we can now mass-
produce virtually any protein as soon as its sequence is
identified. This allows the selection of suitable bioreceptors
(e.g., antibodies and aptamers) for the development of several
laboratory-based assays (e.g. enzyme-linked immunosorbent
assay (ELISA) and western blots) and point-of-care (POC)
systems (e.g., lateral flow assay (LFA), electrochemical sensors,
and microfluidic devices).16−18 For example, only 43 d after
the publication of the SARS-CoV-2 genome, two different
LFAs for the detection of SARS-CoV-2-specific antibodies
were being distributed in China under an Emergency Use
Approval (EUA) authorization.19 Thanks to their low cost,
easy operation, and fast response compared with PCR, the use
of LFAs has allowed the decentralized high-frequency testing
of millions of individuals leading to an effective containment of
the virus spread.20

Despite the COVID-19 outbreak having been faced with the
quickest global response, regarding diagnostic devices, much
still needs to be done if we want to prevent the damage caused
by future pandemics. Specifically, current techniques for the
detection of a nucleic acid are still too slow (∼1 h),
cumbersome (multistep), and expensive (requiring costly
equipment) to be effectively deployed at the point of care.21

Instead, antigenic POC tests based on the detection of protein
biomarkers (i.e., antigens and antibodies) are now widely used
and deployed in order to highlight a positive case and thus
limit virus transmission.22,23 Fortunately, during the last
decades, researchers have been publishing exciting methods
and technologies that address those issues, and their further
development into commercial products could revolutionize the
way we diagnose diseases.24,25

CURRENT TESTING METHODS
The diagnosis of COVID-19 currently relies on the detection
of two viral biomarkers (i.e., viral RNA and antigens) and one
host biomarker (i.e., SARS-CoV-2-specific antibodies). Each
target can provide different information about the clinical
status of the patient. Generally, the SARS-CoV-2 virus
clinically relevant concentrations are between 102 and 1011

viral particles per milliliter in saliva.26,27 The virus RNA is
indirectly detected by means of molecular techniques, with the

quantitative reverse transcription polymerase chain reaction
(qRT-PCR) being the most used. As depicted in Figure 1b,
with this technique, RNA is converted into a complementary
DNA chain by an RNA-dependent DNA polymerase (reverse
transcriptase) and is subsequently amplified by a DNA
polymerase following thermal cycles. Primers (i.e., nucleic
acids used for the initiation of the DNA synthesis), probes, and
the transcribed DNA are required to perform qRT-PCR;
therefore, it is necessary to know the genome sequence
beforehand. The SARS-CoV-2 genome sequence was reported
10 d after announcement of the outbreak in China,28,29 and the
first PCR tests were produced and distributed after less than
two weeks.30 The main disadvantages of qRT-PCR tests are
the turnaround time required to obtain a result (not shorter
than 1 h, with commercial assays such as GenXpert or
Filmarray)31 and the need for skilled personnel and expensive
laboratory equipment.32

Rapid antigen tests, such as LFA, represent one of the most
recognized diagnostic tools used during this pandemic to
perform a fast screening. Basically, they are based on the same
sampling method used for PCR, but the swab is introduced in
the LFA with the use of a working solution, which let the
sample flow through a paper membrane. When the solution
comes in contact with the sample pad, the viral particles are
recognized by nano- or microparticles (e.g., gold nanoparticles
(AuNPs), latex beads) functionalized with specific antibodies
that recognize the proteins of the virus membrane. The
AuNPs-virus complexes are then trapped by secondary SARS-
CoV-2 binding antibodies immobilized on the test line, and
their accumulation generates a visible color (positive test). The
unbound AuNPs are recognized by the control line, which
permits the test administrator to distinguish a negative test
(only control line present) from an unsuccessful test where, for
example, the solution did not flow properly (no line present).
Although a rapid antigen test can provide results in a few
minutes, they are less sensitive than PCR, often leading to
false-negative results. Information about the analytical perform-
ance of such devices based on LFA technology can be found in
the FIND database, as highlighted at the end of this section.
Rapid tests for measuring the immune response of patients

are also mostly based on LFAs. These tests, often referred to as
serological tests, permit a determination of the presence and
type (mostly IgA, IgG, or IgM) of SARS-CoV-2-specific
antibodies.32 The sensing mechanism is similar to those of
antigen-based LFA; however, the targets of the test are not the
viral particles but the IgG and IgM antibodies, and the sample
used can either be a drop of blood (for IgG and IgM, with two
test lines) or saliva (for IgA and IgG). Although a serological
test cannot be used for an early diagnostic, because the
immune system requires several days to develop an immune
response strong enough to be accurately measured, they can
provide complementary diagnostic information on patients
having symptoms and negative rRT-PCR results,33 and they
are particularly useful to monitor the patient’s immunity
acquired either via an infection or vaccination.
Because each biomarker can describe a different phase of the

infection process, the estimation and relative concentrations of
biomarkers strongly depend on the time chosen for the test, as
highlighted in Figure 1b. More specifically, PCR testing is
effective in detecting the virus 10 d after the infection occurred
and until the sixth week after it. Antigen tests are usually
effective in detecting it between the second and the fifth week,
while serological tests can detect the infection only three to
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four weeks after the infection started.34 Generally, there are
two main parameters used to define the performance of a
diagnostic test: sensitivity and specificity. They refer to the
proportion of true positives or true negatives when being
compared to a standard technique (here PCR), respec-
tively.35,36 Thus, a final interpretation of a diagnostic test is
not just given by its operating features but also for the
prevalence or pretest probability of disease.31

Recently, the Foundation for Innovative New Diagnostics
(FIND) set up a database of the commercially available
COVID19 diagnostic devices, which is updated on a regular
basis. Of the current 544 diagnostic devices available (data
updated May 2nd, 2021), 158 are based on RNA detection and
276 on antigen detection, and 101 are serological. FIND also
conducts the independent evaluation of these commercially
available technologies, comparing them analytically by their
effective specificity, sensitivity, and response time and giving
many additional information such as the type of sample used,
the connectivity, etc. Both the database and the results
comparison are publicly available in the FIND Web site.37

THE NANODIAGNOSTIC DEVICES SCENARIO

The ideal characteristics of a POC test for antigen detection
are described and summarized by the REASSURED criteria
coined by Land and Peeling et al.38 Specifically, it states that a
sensor should provide (i) real-time connectivity, (ii) ease of
specimen collection, with all the required protocols or sample
treatment steps integrated in the device. The device should
also be (iii) affordable, (iv) sensitive, (v) user-friendly, (vi)
rapid and robust, (vii) equipment-free, and (viii) deliverable to
end-users. Important efforts are currently directed to the
improvement of these diagnostic devices. Furthermore,
research groups from all over the world are proposing
innovative solutions based on nanomaterials to radically

decrease the minimum detectable antigen concentrations and
thus the time gap between infection and diagnosis.
The peculiar characteristics of nanomaterials (materials with

features of 100 nm or smaller) have the potential to
dramatically improve the performance of the diagnostic device
toward achieving the REASSURED characteristics.39 In fact,
nanomaterials have properties that differ from those of the
same materials at the macroscopic scale, showing phenomena
such as quantum confinement, electromagnetic field enhance-
ment, and signal amplification. Consequently, these can be
harnessed to include signaling and recognition phenomena in
diagnostic devices, such as narrow emission band fluorescence,
surface plasmon resonance, and conductivity.40,41 The nano-
meter size enables the performance of analytical measurements
with high functionality and sensitivity.42 For example, zero-
dimensional (0D) nanomaterials such as nanoparticles are the
basis of LFAs, transducing the color change of the test and
control lines in the presence of the analyte.43 Furthermore,
nanoparticles allow the increase of electrochemical sensors
surface area and the control of their functionalization with
bioreceptors such as DNA, aptamers, and antibodies.44,45 Two-
dimensional (2D) nanomaterials such as graphene permit the
fabrication of ultrasensitive semiconductors functionalized with
bioreceptors for the specific detection of small molecules,
proteins, and DNA.45−48

Besides nanomaterials, another key nanoscience area with a
huge potential to improve the performance of diagnostic test is
nano-biotechnology. For example, the selection of more
effective bioreceptors (e.g., nanoswitching DNA fragments,
aptamers, nanobodies) can contribute enormously to the
enhancement of sensing performances;49−51 this can be seen
very well in the recent work of Idili et al.,51 in which the
authors showed the development of an electrochemical
aptamer-based (EAB) sensor able to achieve the rapid,
reagentless, and quantitative measurement of the SARS-CoV-

Table 1. Comparison of Some of the Most Promising Results Available Currently in the Scientific Literature for Nanomaterial-
Based Diagnostic Devices

analyte receptor nanomaterial transduction LoD resp time ref

Nucleocapsid phospho-
protein (N gene)

DNA Graphene paper-based device
decorated with AuNPs

Electrochemical
interdigitated
electrodes

6.9 cP/μL 5 min Figure
4A52

S1 Spike glycoprotein N-acetyl neuraminic
acid

Glyco-gold nanoparticles Colorimetric with
lateral flow assay

5 μg/mL 30 min Figure
4B53

IgG, IgM and antigen Antibodies AuNPs Fluorescence 15 min 54
S1 Spike glycoprotein Membrane

engineered
mammalian cells

Membrane modified cells Bioelectric recognition
assay

1 fg/mL 3 min 55

Nucleocapsid phospho-
protein (N gene)

Antisense oligo-
nucleotides

AuNPs Optical colorimetric
(plasmonic)

0.18 ng/μL 10 min Figure
4C56

Membrane, Nucleocapsid
and spike protein genes

DNA 2D gold nanoislands Plasmonic
photothermal effect

0.22 pM Figure
4D57

S1 Spike glycoprotein Antibody Graphene FET-based detection 1 fg/mL (S1) 2.42e2
cP/ml (virus)

Real time Figure
4E58

S1 Spike glycoprotein and
Nucleocapsid protein

Antibody Semiconductor single walled
carbon nanotubes (sc-
SWCNTs)

FET-based detection 0.55 fg/mL(S1) and
0.016 fg/mL(N)

2 min 59

Nucleocapsid protein, IgG,
IgM, C-reactive protein

Antibodies Laser engraved graphene Electrochemical 1 min Figure
4F60

Viral RNA DNA Graphene and AuNPs Electrochemical 200 cP/ml 3 h 61
ORF1ab, N gene DNA/Antibodies AuNPs LAMP lateral flow

assay
12 cP/reaction 1 h 62

Volatile organic compounds
(VOC)

Organicligands AuNPs Chemiresistors−
breath sensor

Accur. 95% 19 s 63

Two viral RNA target sites Cas12a enzyme none Fluorescence 5 cP/reaction 20−40
min

Figure
4G64
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Figure 2. Examples of nano-biosensors for the detection of the SARS-CoV-2 virus and published in 2020. (A) Electrochemical paper-based
interdigitated device for N gene detection using graphene and AuNPs.52 Adapted with permission from ref 52. Copyright © 2020 American
Chemical Society. (B) Spike protein lateral flow device using AuNPs and glycan anchors.53 Adapted with permission from ref 53. Copyright
© 2020 American Chemical Society. (C) Colorimetric (plasmonic) viral RNA detection method with the use of DNA-functionalized
AuNPs.56 Adapted with permission from ref 56. Copyright © 2020 American Chemical Society. (D) Thermoplasmonic device for the
detection of membrane, spike, and nucleocapsid protein genes with DNA immobilized on 2D nanoislands.57 Adapted with permission from
ref 57. Copyright © 2020 American Chemical Society. (E) Graphene-based FET for real-time immune-based spike protein detection.58

Adapted with permission from ref 58. Copyright © 2020 American Chemical Society. (F) Multiplexed electrochemical detection on laser-
engraved graphene electrodes.60 Adapted with permission from ref 60. Copyright © 2020 Elsevier. (G) CRISPR-based ultrasensitive
fluorescent detection of two sites of the viral RNA genome.64 Adapted with permission under a Creative Commons Attribution 4.0
International License from ref 64. Copyright © 2020 Springer Nature.
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2 spike protein. These technologies are well-understood from a
theoretical and proof-of-concept level and need now to be
adapted for a more practical sampling and ensure a specific
detection, quantitative and portable measurement and analysis,
rapid response time, and high reliability. In Table 1 we report
some of the latest and most promising nanotechnological
devices for SARS-CoV-2 detection, illustrating in Figure 2
some of the respective detection mechanisms.

THE PHASES OF DIAGNOSTIC DEVICES
DEVELOPMENT

The complete development of a diagnostic device, from its
conception to the market, takes, on average, from 3 to 5
years.65 Despite a faster time compared to the commercializa-
tion of a drug (normally taking from 12 to 15 years) due to the
need of less preclinical and clinical data for the regulatory
aspects, safety and performance validation remain key
milestones in every diagnostic device development. The
recently coined Technology Readiness Level (TRL) defines a
score system identifying the key milestones during the
development of a diagnostic device. TRL incrementally ranges
from 1 (observation of the fundamental principles of the device
technology) to 9 (real system tested in operative environ-
ment).
Typically, the research and the development of a diagnostic

device takes slightly different ways with respect to which type
of entity is developing it. In fact, even with some exceptions,
business-related entities (e.g., spin-off, small and medium-sized
enterprises (SMEs), and/or big companies in the sector) are
more focused on the innovation related to the application. In
this case, even a slight improvement with respect to the
previously available technologies is considered relevant having
a potentially strong economic impact. Conversely, academic
research entities but also parts of the research and develop-
ment (R&D) divisions of big companies in the sector are more
interested in the discovery of novel detection mechanisms and
mainly pursue the reduction of the detection limits of the
currently available diagnostic devices. Although these look like
opposite directions, they are actually two faces of the same
coin, and they both represent innovation.
The phases of the development of a diagnostic device, both

from the business and research points of view, are summarized

in Figure 3, accompanied by their respective TRLs and
discussed in the following paragraphs.

Conception and Design. The first action to be taken to
develop a diagnostic device is a precise definition of the
problem that will be solved through this sensing technology.
The problem must have specific and quantifiable character-
istics, such as impacting the lives of a significant number of
people, represent a new or severe disease, which early diagnosis
is essential to improve the recovery rate of patients, be a
disease with a high transmission rate, etc.24 The design of a
diagnostic device should meet the needs of the end-users
(clinicians and patients) in a specific context. On the basis of
that, different types of transducers (electrochemical, optical,
piezoelectric, etc.), platforms (paper, plastic, silicon dioxide,
etc.), fabrication technologies (microfabrication in clean room,
printing, laser scribing, etc.), and bioreceptors types (antibod-
ies, aptamers, enzymes, etc.) can be selected and explored. The
output of this process is the definition of the type of diagnostic
device required, spacing from a low-cost disposable naked-eye
device (such as an LFA) to a reusable precision benchtop
system (such as a fluorescence, interferometric, or SPR test).
Both the definition of the problem and of the user needs with
the appropriate choice of all the future diagnostic device
components strongly benefit from interdisciplinary teams and
collaborative environments, being a key point for a good
diagnostic device conception and design.

Laboratory Testing. In practice, the first step in
developing a diagnostic device is to demonstrate its feasibility
or its ability to detect the target analyte in ideal conditions,
such as the pure analyte in a buffer solution and in
commercially available biological fluids (artificial saliva and
urine, serum, blood, etc.). This proof-of-concept system is
usually bulky and laboratory-based, working only in a
controlled environment and under very specific conditions.
Nevertheless, this stage for a biosensor is crucial, and its related
work is often under-appreciated: work in this stage is rarely
covered by funding through public project calls and rarely
published in leading journals unless the underlying technology
is extremely innovative. The link between innovation and the
social utility of the related diagnostic test is not always evident.
Many of the technologies published in high-impact journals
never reach the market, and a few, marginally innovative
technologies are broadly used in the clinics having a strong

Figure 3. Current development process of diagnostic devices with the phases from conception to the market launch and corresponding
TRLs.
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impact on the life of millions of patients. If the proof-of-
concept system is working, the following phase consists in the
determination of analytical metrics such as analytical
sensitivity, the limit of detection (LoD), analytical selectivity,
trueness, and precision of these devices in biological fluids.36

Extensive and time-consuming studies are performed to define
the best combination of a system’s parameters to achieve a
sufficiently high performance for its specific application. This is
typically the stage at which patenting is considered and
assessed.
Clinical Trials. After the device has been successfully

characterized and tested in a laboratory setting, the next step is
its clinical validation using real clinical samples, in the
conditions of the intended use. Even clinical entities
sometimes have difficulties to find clinically relevant speci-
mens, depending on the type of biological sample to be
collected, required storage conditions, and the number of
patients related to a particular type of infection. Ebola samples,
for example, are difficult to find, since there are only few cases
in the world, but even influenza samples have become difficult
to find, since it became very rare after the COVID-19
pandemic. For a nonclinical entity, things are even more
complicated. The three main obstacles that nonclinical entities
must face are (1) the inadequacy of the developer infra-
structure to deal with patient samples with a level of biosafety
(BSL) above 1, which requires dedicated areas and facilities,55

(2) the ethical issues to obtain and work with such samples
and the ethical committee approval related costs,66,67 and (3)
the unavoidable worsening of the analytical performance of the
test moving from in vitro conditions to the complexity and
patient-to-patient variability of body fluid samples. Collabo-
ration with clinical partners is the best solution to the first two
obstacles, using appropriate spaces and harnessing ongoing or
past clinical trials samples, already approved for research
purposes. Alternatively, it is possible to purchase validated
samples from companies, which takes care of both the sample
collection and the ethical aspects, with the related costs in
terms of money and time. The last critical obstacle is to avoid
sample preprocessing steps, if possible. The technologies able
to avoid it typically required many years of R&D to reach that
goal.
Regulatory Review. Regulatory agencies evaluate in vitro

diagnostics (IVDs) and medical devices. Each country has its
regulatory agency that should ensure that all the IVDs available
on the market have been adequately assessed for analytical and
clinical validity.68 Additionally, the regulatory agencies
contribute to the control of the IVDs in the premarket step
and in the postmarket surveillance, to ensure that the IVDs
that are used remain safe and effective for the final users.69 In
Europe, most IVDs can still be placed on the market by their
manufacturers solely based on an EC Declaration of
Conformity (known as “Self-Certification”).70 This applies to
all CE-marked IVD kits for COVID-19 testing, regardless of
their underlying technology and operating principle and of
their use environment.71 This current lack of regulatory
oversight for IVDs is even more striking, as these kits will be
considered of the highest-risk class under the new Regulation
EU/2017/746 for IVDs (IVDR) and therefore subject to a
stringent conformity assessment procedure for CE certification,
with involvement of third parties, including Notified Bodies
and EU Reference Laboratories.72 The IVDR will be applicable
in one year (May 26th, 2022), and in the meantime several

initiatives have been launched to provide a minimum assurance
of reliability for such tests.
In the United States, a temporary Emergency Use

Authorization (EUA) from the Food and Drug Administration
(FDA) can be sought by manufacturers and laboratories for
IVDs for the detection and/or diagnosis of SARS-CoV-2.
Unlike the more restrictive EU approach, developers of tests
based on other technologies are encouraged to discuss with the
FDA the most suitable approach to obtain the corresponding
EUA. In addition, in the U.S. the so-called laboratory-
developed tests (or LDT) are much more widespread and
accepted than the in-house test concept in the EU, and the
FDA considers them appropriate for COVID-19 testing when
based on molecular assays and performed in accredited,
Clinical Laboratory Improvement Amendments (CLIA)-
certified laboratories.73,74

Scaleup and Market Launch. Although scaleup might be
the last item on the agenda, plans to bring the technology to
market should be considered and well-defined from the initial
stages. It is critical to consider from the beginning the
scalability of the proposed fabrication and functionalization
technology. In this way, the scale-up phase time could be
drastically reduced, producing a market-winning product. As
scientists, the know-how of planning a scale-up is very
daunting, so usually this is outsourced to pilot plants, or ad-
hoc spin-offs are created with this purpose. These partners will
work closely with the (scientific) development team to ensure
that the design protocols and resources adhere to manufactur-
ing principles (Good Manufacturing Practices (GMP))75 and
that the target quantities can meet the anticipated volumes for
the pilot launch. Furthermore, having a comprehensive, yet
adaptable, quality assurance/control (QA/QC) plan is very
important for the scaleup. This mitigates any unforeseeable
situations, that is, amounts or costs of resources, and ensures
that the pilot launch will not be delayed.

THE BOTTLENECKS
Efficient diagnostic devices are one of the most sought-after
elements in a pandemic situation, as seen in the ongoing
COVID-19 case.76 Given the surge in demand, it is of utmost
importance to do a thorough study of the process of
development and production of diagnostic tests in order to
elucidate its bottlenecks, both in terms of time and funding.
Each stage of the process is characterized by limitations related
to the different stakeholders involved. These stakeholders
include patients, clinicians, researchers, companies, investors,
and policy makers.77

Bottlenecks in Research Stages. A major bottleneck in
the early stages of the development of diagnostic tests in
pandemic situations is the availability of information regarding
the etiological agent (i.e., the agent causing the disease).
Indeed, it is not possible to develop a diagnostic device
without knowing either the etiological agent’s genome78 or
antigens79 or the elicited immunological response.80 Addition-
ally, access to materials and supplies necessary for the regular
development of research can be compromised if the supply
chain is interrupted either by the severity of the pandemic or
because of the policies followed to halt its expansion.81

In the conception and design phase it is fundamental to
define the type of biological sample that is going to be
analyzed, the clinical range that needs to be reached, the
techniques or molecules that are going to be used to perform
the detection, the platform used, the user’s needs, etc. The
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initial idea of the device needs to be carefully described,
justified, and classified according to the corresponding
regulatory entity rules in order to, eventually, expedite the
process of approval of the device.82 Any difficulty to have
access to this information can potentially cause a significant
delay of the overall process. Even worse, if this information is
imprecise or wrong the process could be conducted toward a
wrong direction resulting in the complete failure of the
development process of the diagnostic test.
Prototyping, or preclinical research stage, also entails certain

bottlenecks. It is during this stage that users’ expectations and
usability as well as a future scaleup of the product should be
addressed to avoid future redesigns of the device, which may
cause important delays due to unnecessary iterations and extra
costs. Appearance and user-friendliness of the device, supply
chain limitations, and a simple and optimal industrial
fabrication guide all need to be considered. Experience in
similar endeavors by researchers and engineers is key to
address all these possible sources of future complications
sooner rather than later, minimizing the unnecessary iterations.
In this regard, a smooth interdisciplinary communication
between researchers and clinicians is necessary to approach the
final users’ preferences, and communication between research-
ers and the industry is important to avoid setbacks.83

Clinical trials with the developed diagnostic tests involve
testing real samples, whether directly from patients or using
samples collected by a healthcare center. In this and the
previous phase, the highest obstacle usually is specificity (i.e.,
interference by other molecules in the sample of interest and
variability of their concentrations in samples collected in
different moments from different individuals). Facing this
obstacle can lead to a severe prolongation of the development
period. After the clinical trials, diagnostic tests undergo
scrutiny from the pertinent regulatory authority. For a fluent
process, all requirements from the authority should have been
accounted for in all previous stages before presenting the
device.84

Bottlenecks in Market Stages. Once a diagnostic test
enters the market, a lot of work is still required to improve the
device’s performance and guarantee its success. User feedback,
particularly from clinical personnel, and refinement are
essential for improving the accuracy of the diagnostic device.
Over- or under-confidence on a diagnostic test can lead to a
misdiagnosis and its undesirable side effects.85 Aside from lab-
tested and validated performance aspects, such as accuracy,
repeatability, sensitivity, and meeting clinical requirements, the
translation of a POC technology to a large-scale production is
not always as straightforward as it seems. Planning for the
success of a diagnostic product also includes an understanding
of the demands of production and extensive market research.
For example, unlike in lab settings, mass production can mean
the consumption of materials and reagents 100 times faster
with rigid and unforgiving deadlines. Moreover, the adapt-
ability of production should also be considered especially in
terms of variability between batches of raw materialwill a
change part way through affect the device performance?
Although in theory, all batches should be the same and be of
high quality and purity, in practice, this does not happen in all
the cases. Assay performances may also vary batch-to-batch, as
many biological reagents are sold in terms of purity without an
assessment of their reactivity. Mass production is also a critical
point for diagnostic tests involving nanomaterials. The large-
scale production of some nanomaterials still poses a challenge

with respect to controlling the size, defects, and stability of the
nanomaterials during a large-scale production. In addition, the
synthesis methods should ideally be low-cost. Protocols that
integrate the nanomaterials into the diagnostic devices during a
large-scale production must preserve the outstanding proper-
ties of the nanomaterials. Another challenge is the
biofunctionalization of nanomaterials at scale and with high
reproducibility. The shelf life and storage should be assessed
early on and can be critical for POC diagnostics including
biological reagents and materials (polymeric housing, metallic
electrodes, adhesives). Exposure to heat or moisture can
degrade both materials and reagents.

Regulatory Bottlenecks. The regulatory aspects have a
central role in the introduction of a POC device. In the case of
the current pandemic, the WHO has established the
Emergency Use Listing (EUL) procedure for IVDs to detect
SARS-CoV-2 in order to determine their eligibility through a
procurement process by the WHO or its partners. In this
procedure, data pertaining to the quality, safety, and perform-
ance of IVDs are critically assessed by the WHO, and upon
review a recommendation for EUL to the assessed product is
eventually granted.78,86 The European Commission recently
published a working document to establish proposed perform-
ance criteria for COVID-19 tests, which includes molecular-
and immunologic-based methods. Despite this effort, such a
document highlights the difficulty in establishing a clear link
between validation data and specific commercial devices or in
defining the reliability of the identified performance data, often
not validated by third parties.87 Beyond performance criteria,
other aspects may be critical for the certification of the devices,
especially if intended to be developed as tests for lay users
(known as “self-tests”).
When it comes to the development of IVDs based on

nanomaterials, regulatory aspects become even more challeng-
ing. A representative class of nanomaterials that is explored in
academic research for the development of IVDs still does not
have its biosafety level fully understood and its use regulated.
Even though there have been some advances, such as the
publication of ISO/TR 10993-22:2017,88 which describes
considerations for the biological evaluation of medical devices
that are composed of or contain nanomaterials, we still have a
lack of international regulatory guidelines for evaluating the
safety of different types of nanomaterials integrated into IVDs.

Privacy Issues. The widespread usage of mobile
technologies generates clear synergies with diagnostic tests,
but it also brings ethical issues concerning the privacy of
patients.89,90 Coupling diagnostic devices to contact-tracing
apps might not receive trust from users who may fear that the
collected data regarding their location might be used for non-
COVID-19 related purposes. Many questions must be
answered in order to understand to what extent contact-
tracing apps are ethically justifiable.91 Although the purpose of
surveillance testing is not ultimately that of returning a
diagnostic result to an individual but to obtain information at a
population level,92 public authorities must remain aware that
trust from citizens is earned but not enforced. This is common
in different organizational environments.93 In this regard, it is
possible to implement nonmandatory contact-tracing apps that
preserve privacy, thus balancing the needs and goals of users,
policy makers, and developers. Ideally, this should be the case
when the values of each stakeholder are aligned.94 Moreover, a
transparent and clear communication with the user is

ACS Nano www.acsnano.org Review

https://doi.org/10.1021/acsnano.1c06839
ACS Nano 2021, 15, 17137−17149

17144

www.acsnano.org?ref=pdf
https://doi.org/10.1021/acsnano.1c06839?urlappend=%3Fref%3DPDF&jav=VoR&rel=cite-as


fundamental to gain their trust and successfully implement the
adoption of these advantageous technologies.

IMPROVEMENTS FOR FACING FUTURE PANDEMICS

There is no doubt that high-performance and reliable devices
need high-quality research efforts and time for their develop-
ment. However, on the basis of our analysis of the bottlenecks
during the development process, and from our direct
experience in the preclinical and clinical stages, we have
suggestions for the minimization of unnecessary time loss and
for the improvement of the preparedness for the next
pandemics.
The first concept we think should be explored is the “a test

for each purpose” paradigm. Currently, we pursue the
development of a sensor with very high performance/
manufacturability and low cost to be used as a valid alternative
to the gold standard molecular testing. As we have seen, this
takes time, but more importantly, that performance may not be
needed for every testing purpose.
Models of the infection spreading could in fact give a “score”

to different places and events on the basis of their frequency,
prevalence in the area, and of the potential consequences of a
false positive, for example, with a color scale. Accordingly,
different diagnostic tests designed for that color code may be
employed, each with an optimized performance/cost/response
time for the respective color code. It is evident that testing in
an airport before an international flight would need a higher
sensitivity with respect to a daily test in a small school.
To make this paradigm possible and the development

process lean and faster, we think that the consolidation of a
reduced set of technologies for the rapid targeting, monitoring,
and tracking of new pathogens should be prioritized. The
concept is to have an “outbreak nanodiagnostic survival kit”,
that is, a minimum set of already-verified materials, techniques,
and methods for the fast production and scaling of a first
screening tool. Many nanomaterials and nanotechnological
methods are good candidates to be included in the kit due to
the astonishing properties they confer to the diagnostic
devices, but it is fundamental to set up routes for their scale-
up. As we have seen, critical data about new pathogens can be
obtained and communicated in fast times; thus, such a kit
would ensure its rapid and proper use minimizing the
development process risks and times.
Driving the scientific community in these directions may be

easier if the implementation research and advancements at the
highest TRLs may be better considered by high-impact
journals, encouraging them.
Another issue that could be faced is the one related to

statistical illiteracy. Most of the people are not confident about
the implications and effects of different sensitivity and accuracy
values that characterize the performance of each diagnostic
test. First, these should be certified by independent entities and
available to the user (e.g., on a public downloadable database,
such as the FIND one). Second, their meaning should be made
clear for everybody and enter in the common culture.
In all these approaches to the future pandemics a transversal

factor, which makes the difference, is interdisciplinary research
teams and tight collaborations between all the actors involved
in the development process. The collaboration of these actors
as a unique unit and not as a chain of independent black boxes
would allow a drastic optimization of the time and effort
needed for the development of a nanodiagnostic device.

Finally, the last innovation we envision is the establishment
of international biobanks containing verified patient samples.
Having access to those samples could be either related to
specific grants or by an employment of strict criteria, such as
proven high-enough TRLs. Potentially the biobanks may also
provide laboratory spaces with BSL 2 and 3, which are
generally difficult to find and even more difficult to get access
into. This would allow research groups even with limited
collaborations with clinicians to get access to readily available
samples and facilities to perform the development of diagnostic
devices. We understand this is far from being simple and
straightforward, but we believe it is worth pursuing.
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VOCABULARY
SARS-CoV-2, The acronym given to the severe acute
respiratory syndrome coronavirus 2, causing the coronavirus
disease (COVID-19); Nanodiagnostics, A term intended to

indicate diagnostic devices that include a nanotechnological
component (e.g., nanoparticles, 2D nanomaterials, quantum
dots, etc.) to perform the detection. Most often the
nanocomponent increases the sensitivity with respect to
standard diagnostic devices; Molecular test, This refers to a
PCR-based test to diagnose COVID-19 by analyzing the RNA
present in an oral sample of the patient; Antigenic test, This
refers to a diagnostic test to analyze an oral sample detecting
the presence of the antigens (proteins) of the SARS-CoV-2
virus, typically through a protein-antibody interaction;
Serological test, This refers to a diagnostic test for the
detection of specific anti-SARS-CoV-2 antibodies in a blood
sample of the patient, with the aim to check for his/her
immunization against SARS-CoV-2; TRL, This stands for
Technology Readiness Level, and it is a score to define the
level of advancement of a new technological product/idea. It is
used to classify research projects, starting levels, and advance-
ments but also business ideas and plans.
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