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Abstract: Industry 4.0 and Industry 5.0 have introduced a lot of innovative technologies in industrial
plants, transforming them into complex digital systems. On the other hand, the importance of Energy
Management Systems in industrial plants is growing for both sustainability and economic reasons,
but the opportunity of Industry 4.0/5.0 technologies in enhancing energy management systems is
not fully understood. Thus, this paper analyzes how Industry 4.0/5.0 technologies can be applied
to meet the requirements of Energy Management Systems, focusing on each aspect such as design,
monitoring, control, and budget planning. It identifies additional opportunities that arise with
different levels of technological implementation, suggesting organic implementation steps. The final
aim is to provide a comprehensive framework for fostering a strategic and conscious implementation
approach of these tools in the Energy Management Systems of industrial plants, giving clear and
comprehensive suggestions.

Keywords: Energy Management Systems; Industry 4.0; Industry 5.0; ISO 50001

1. Introduction

In today’s world, managing energy efficiently is not just a way to cut costs; it is a
crucial strategy for any organization aiming for economic stability and environmental
sustainability. It has strategic value as a source of competitive advantage and flexibility
in the global market, ensuring a reduction in production costs and compliance with other
constraints on quality and delivery times [1–3]. Also, considering that industries are major
energy consumers and, as a result, significant contributors to greenhouse gas emissions, it
is clear that focusing on energy management is essential for sustainable progress [4,5].

On the other hand, the advent of Industry 4.0 and its evolution into Industry 5.0 has
brought about a new era of technological progress in the fields of wireless connection, data
analytics, and automation [6]. As a result, industrial plants are changing their appearance
and becoming increasingly complex digital systems [7]. The technologies and, consequently,
the new opportunities of innovation arising from the Industry 4.0/5.0 era are various
and quite different. Nevertheless, some disadvantages and drawbacks related to the
introduction of Industry 4.0/5.0 technologies are present such as significant investments in
terms of hardware, software, and staff training and resistance to change. Digitalization and
advanced automation require robust IT infrastructure, data centers, sensors, and connected
devices that operate continuously, which can also lead to a significant increase in energy
needs. Therefore, when engaging in the assessment and implementation of these new
technologies, it is crucial to carefully weigh the opportunities against the costs to keep a
balanced approach.

In order to guide this change in a conscious and effective way, it is important to acquire
a clear comprehension of the scenario available.
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Furthermore, the impact of innovation depends strongly on the specific aspect of the
industrial environment examined, and while there is a rising body of scientific literature
exploring the connection between Industry 4.0/5.0 technologies and various aspects of
energy management and production (e.g., IoT applications in energy, renewables, and
smart grids, artificial intelligence for performance monitoring and optimization, etc.), the
broader implications of these technologies for energy management systems have yet to be
fully explored, identifying in a comprehensive way the opportunities now available and
providing suggestions about the steps to guide a successful implementation.

In a recent work, Tesch da Silva et al. identified technologies used to monitor, manage,
and predict energy consumption, highlighting the limitations in the implementation of
energy efficiency strategies caused by a lack of adequate monitoring systems and resources,
both technical and human, for efficiently gaining knowledge from collected data [8].

Hasan and Trianni focused on highlighting the role of Industry 4.0 technologies in
boosting the impacts on production resources and operational performances in relation to
the selection of energy efficiency measures [9].

Acknowledging the contributions of these studies, our research aims to provide a
comprehensive analysis of the potential applications of Industry 4.0 and 5.0 technologies
within an energy management system (EMS). We intend to systematically explore the
impact of these technologies on EMS, offering a structured overview of the emerging
opportunities for all the key aspects of an EMS (e.g., design, monitoring and control,
budgetary planning and control, etc.). To the best of our knowledge, this is the first paper
that focuses on providing a clear overall framework of the opportunities deriving from
these new tools in the specific context of a transformation of the energy management system
of an industrial plant towards the paradigms of 4.0 and 5.0.

The paper seeks to answer the following research questions:

1. How can Industry 4.0 and 5.0 technologies be integrated into an energy management
system (EMS)?

2. What steps should be followed to support the successful implementation of the
different technologies in EMS?

The paper is structured as follows: Section 2 describes the background of the problem,
discussing the various aspects of an energy management system and the key technologies
that characterize the paradigms of “Industry 4.0” and “Industry 5.0”. Section 3 provides a
description of the methodology adopted for the analysis and the definition of a comprehen-
sive framework for the implementation of 4.0/5.0 technologies in an EMS, while Section 4
shows the proposed framework. Finally, Section 5 concludes the article, presenting the
main conclusions and possible developments of the study.

2. Background
2.1. Energy Management Systems (EMS)

The objective of energy management is to provide energy to the organization in the
most efficient and effective way possible, both in terms of supply and utilization by the final
users [10,11]. To guarantee those objectives, energy management requires a systematic and
continuous approach, as described by the International Standard for Energy Management
System, the ISO 50001 [10,12].

Energy is a transversal aspect in the management of an industrial production plant,
just like quality, safety, and sustainability. According to ISO 50001, an Energy Management
System is a “set of interrelated or interacting elements to establish an energy policy and
energy objectives, and processes and procedures to achieve those objectives” [12]. The key
aspects of an energy management system can be highlighted following the structure of the
international standard ISO 50001 [12].

First, starting from an energy policy, through the definition of objectives, the organization
shall translate the policy at all relevant functions and levels. Furthermore, the objectives must
explain themselves in specific energy targets, which are continuously monitored.
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To do so, it is important to define energy performance indicators (EnPIs) and the
corresponding energy performance baselines (EnB). These indicators can be of different
typologies. The simplest ones, represented by single absolute values of energy consumption
or ratios between them and relevant factors, are more commonly used. Moreover, they can
be derived from either the Energy Intensity (EI) ratio or the Specific Energy Consumption
(SEC) ratio. In addition, to take into account influential drivers, statistical and engineering
models can be used to create more complex indicators [13,14].

After their definition, the indicators must be monitored in order to not only rapidly
identify possible anomalies in the energy performance but also compare their value with
the ones planned in the final energy review at the end of the year.

Another important activity in the energy management system is the definition of the
energy budget and the consequent analysis of the variance between the prediction and
actual values [15,16]. This kind of analysis is necessary in carrying out budgetary control
and enabling top management to identify the reasons behind the occurrence and assign
responsibility to different cost/responsibility centers [2].

Data collection and monitoring are fundamental to leading all the activities mentioned above.
Furthermore, as for all management systems, the implementation of suitable and

effective communication and documentation management is critical: all methods and
criteria used to develop the energy review, energy indicators, evaluations of the action plan,
its status, and energy management opportunities (EMOs), and all the general internal and
external communication must be retained in the system [12].

Regarding operational activities, according to ISO 50001 (2018), “the organization shall
plan, implement and control the processes, related to its Significant Energy Uses to meet
requirements and to implement the actions determined”. This means that the organization
must set operational criteria for all relevant processes and activities such as the maintenance
of significant equipment and systems.

Moreover, design and procurement are also important aspects in the energy man-
agement system. Regarding the first, the organization has to consider and evaluate the
opportunity of an energy performance improvement when designing new or modified
facilities, equipment, systems, and energy-using processes. Regarding the latter, the organi-
zation must define evaluation criteria and specifications for the energy performance of the
equipment and services and for the purchase of energy [12].

2.2. Industry 4.0/5.0 and Key Technologies

Intelligence is a key element for the future development of manufacturing and is set
to affect the business globally, at different levels, with the aim of providing the flexibility
necessary to change in response to production rapidly [17].

The concept of “Industry 4.0” was introduced in 2011 by the initiative of the German
federal government and refers to the “4th industrial revolution”—the last, still ongoing,
transformation in the industry environment after the previous three, characterized, respec-
tively, by the steam machine, the use of electricity in industrial processes, and the utilization
of ICT (Information and Communications Technology) and industrial automation [6,18,19].

As a result of the increasing advances in IT and electronics, the paradigm of Industry
4.0 is connected to the concept of advanced or “Smart” manufacturing and is founded
on the integration of organizations, equipment, humans, and products and the contin-
uous communication between them in order to establish an efficient, collaborative, and
sustainable industrial production [17,20].

To summarize the main aspects of the technological innovation described in the
paradigm “Industry 4.0”, nine key technologies have been identified in the scientific
literature [19,21]:

• Internet of Things (IoT);
• Big Data and Analytics;
• Simulation;
• Cloud;
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• System Integration: Horizontal and Vertical System Integration;
• Augmented Reality;
• Autonomous Robots;
• Additive manufacturing;
• Cyber security.

The Internet of Things (IoT) paradigm is defined as an integrated system of intercon-
nected and intelligent devices that connect objects, people, and places [19].

In this context, a smart object is an object that has self-awareness, the capacity for
self-diagnosis, and location awareness; it can interact with other smart objects and the
surrounding environment (e.g., actuators) and possesses some capacities of data processing.
In the manufacturing industry, the IoT uses wireless devices such as RFID and wireless
sensor networks to acquire information from the shop floor (such as the machine status,
inventory levels, energy consumption, etc.). [22].

As a consequence, to gain value from all the new data now available, new algorithms,
based on machine learning, have been developed to carry out data mining and analytics. Four
different types of machine learning algorithms (unsupervised learning, supervised learning,
semi-supervised learning, and reinforcement learning) are used in manufacturing to analyze
data both offline and online for various purposes (such as trend analysis, process monitoring,
fault diagnosis, fault classification, online soft sensing, quality prediction, etc.) [7].

Moreover, simulation is a technique that can be used to predict the behavior of real
complex systems in industrial plants. In doing so, simulation can provide the knowledge
necessary to support manufacturing decisions, such as designing factory layouts, supply
chain interoperations, developing production plans, and evaluating the benefits and risks
of strategies [23].

Cloud-based IT platforms are used by organizations to increase their capacity for data
sharing across the sites and companies [19]. Moreover, progress in cloud computing can
provide access to larger datasets and to clusters of remote processors, allowing the user to
achieve a modeling performance that he would not have obtained otherwise [24].

A key concept of “Industry 4.0” is to improve the manufacturing environment to make
data available for all the relevant actors. The paradigm stretches in three directions of
integration [25]:

• horizontal integration across the entire value creation network;
• vertical integration and networked manufacturing systems;
• end-to-end engineering across the entire product life cycle.

Moreover, augmented reality (AR) is a term used to describe an enhanced version of
reality where the view of the physical world (live or not) is augmented with superimposed
images, generated by a computer. This technology could be used to improve both the
design process and the real operations [24,26]. As for robots, they are becoming increasingly
more autonomous, flexible, and cooperative, beginning to interact with one another as well
as the environment, and working safely near humans [19,24].

In order to fulfil the need for mass customization, new nontraditional manufacturing
methods are being developed. Additive manufacturing is capable of satisfying this request,
since it can create objects with advanced attributes (new materials, complex shapes) and
enable delocalized production, reducing transport distances and the need for stock [19,27].

Additionally, cyber security is a critical issue in the new industrial scenario generated
by this rapid innovation in data storage and IT devices. Various properties, such as
confidentiality, integrity, authentication, authorization, non-repudiation, availability, and
privacy, must be guaranteed in order to provide security for the IoT systems [28].

Recently, the concept of “Industry 5.0” has been introduced—in particular, after the
publishing of the policy paper “Industry 5.0, a transformative vision for Europe—Governing
systemic transformations towards a sustainable industry” in 2021 [29]. This document,
drawn up by the ESIR (Expert group on the economic and societal impact of research
and innovation—a high-level expert group that provides evidence-based policy advice
to the European Commission on how to develop transformative research and innovation



Energies 2024, 17, 1222 5 of 16

policy), argues that the industrial model based predominantly on technology and growth
orientation (i.e., Industry 4.0) is not sufficient to achieve the European objectives for 2030
and 2050.

Thus, Industry 5.0 builds on Industry 4.0’s foundation of smart technologies and
automation but places a greater focus on personalization, sustainability, and the collabora-
tion between humans and machines. It seeks to achieve a balance between technological
advancements and the enhancement of human creativity and well-being, with the goal of
more resilient, sustainable, and customized production processes. This approach not only
aims to increase efficiency and productivity but also to ensure that technological progress
benefits society as a whole, addressing ethical, environmental, and social concerns in the
industrial sector [30,31].

The EU Commission identified six enabling technologies of Industry 5.0 [32]:

• Individualized human–machine interaction (HMI);
• Bioinspired technologies and smart materials;
• Digital twins and simulation;
• Data transmission, storage, and analysis technologies;
• Artificial Intelligence (AI);
• Technologies for energy efficiency, renewables, storage, and autonomy.

Individualized HMI comprises various technologies for aiding humans in both phys-
ical and cognitive tasks such as multilingual speech and gesture recognition, tracking
technologies designed to monitor the mental and physical strain and stress levels of em-
ployees, robotics, including collaborative robots (“cobots”) that cooperate with humans
and provide assistance, augmented, virtual, or mixed reality technologies, and tools for
enhancing physical human capabilities—exoskeletons, bioinspired working gear, and safety
equipment—or cognitive human capabilities. The concept of Virtual Reality (VR) as “im-
mersing users in an artificially created reality” existed before Augmented Reality was
considered. Although there are some exceptions, such as VR caves, VR has historically
been centered on applications that involve wearing headsets—head-mounted systems that
block out the real world and replace it with a virtual environment for the user [33–35]. XR,
often standing for “extended reality”, is commonly used as a general term encompassing
various related concepts—primarily, Augmented Reality and Virtual Reality [33,35].

Furthermore, bioinspired technologies and smart materials address the integration
of properties, such as self-healing or self-repairing capabilities, a lightweight composition,
recyclability, or the generation of raw materials from waste, and the incorporation of living
materials and embedded sensor technologies and biosensors, as well as materials with
intrinsic traceability [32].

Digital Twins (DT) are virtual representations or digital counterparts of a physical
entity (object, system, or process). Both physical and digital twins require network devices
to ensure uninterrupted connectivity and the constant exchange of data. This exchange
can occur through direct physical communication or indirect cloud-based connections.
This continuous connection allows the digital twin to receive real-time physical twin data,
reflecting the physical twin’s current status and its evolution over its lifecycle. Additionally,
it receives dynamic environment data, providing insights into the surrounding conditions.
Furthermore, DT continuously transmits predictions and recommendations for system
maintenance and performance optimization to its physical twin, domain experts, and other
digital twins within the environment [36–39].

Within the category “data transmission, storage, and analysis technologies”, instead,
several technological innovations are identified: from network sensors and edge comput-
ing to cybersecurity and traceability. Fog Computing (FC) is a system-level architecture
developed to bridge the gap between IoT and cloud computing by distributing resources
and services across the spectrum from the Cloud to the IoT [40]. Similarly, Edge Computing
(EC) aims to bring computational resources closer to the data source. In this case, EC
enables data processing at the network edge, reducing latency, communication costs, and
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enhancing data security and privacy. Thus, EC is crucial for real-time applications such as
remote patient monitoring, autonomous vehicles, and Unmanned Aerial Vehicles [30,41].

It is also important to note that while IoT, right now, uses different wireless tech-
nologies such as 2G, 3G, 4G, Bluetooth, and Wi-Fi, these technologies are not fully suited
for IoT, which demands low power and lower data rates. This is leading to a shift from
various wireless technologies toward the development of 5G and 6G [41]. 6G is the fu-
ture radio infrastructure that aims to provide added value services with better latency,
support for high-quality services, and an extensive IoT infrastructure integrated with AI
capabilities [30].

Artificial Intelligence has been defined as “a system’s ability to correctly interpret
external data, to learn from such data, and to use those learnings to achieve specific goals
and tasks through flexible adaptation” [42]. An interesting subset of AI is generative AI. It
is used to create new content (e.g., images, text, etc.) and is developed through training on
huge amounts of data in order to create outputs based on user prompts [43]

Finally, given the high energy demands of most of the mentioned technologies, the fol-
lowing measures and properties are considered crucial by the EU Commission in obtaining
sustainable progress: renewable energy sources, hydrogen and Power-to-X (PtX) technolo-
gies, smart dust and energy autonomous sensors, energy-efficient data transmission, and
data analysis methods. PtX technologies refer to a group of processes that convert electrical
power into various forms of energy carriers or chemical products. These technologies are
usually used to store excess electricity from renewable sources, such as wind or solar energy,
and convert it into more versatile and storable energy forms or valuable chemicals [44].

3. Methodology for Framework Design
3.1. Introduction

Figure 1 presents the methodology for the design of the framework. First, both key
aspects of an energy management system and key Industry 4.0/5.0 technologies have been
identified. Then, using the two lists as a starting point, each item of the former list has been
evaluated in relation to each item of the latter to identify specific applications.
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Then, after the definition of key implementation steps for introducing and devel-
oping technological innovations in EMS, a comprehensive and logical framework of
the applications of Industry 4.0/5.0 technologies in an energy management system has
been developed.
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3.2. Identification of Key EMS Aspects

From the overview provided in Section 2.1, the key aspects of an energy management
system have been identified as follows:

1. Energy Policy (Clause 5.2): Sets the foundation for defining EnPIs and the energy
baseline, crucial for establishing energy performance goals.

2. Energy Planning (Clause 6.1): Includes identifying legal and other requirements
essential for defining and analyzing the energy budget and its variance.

3. Energy Objectives, Targets, and Action Plans (Clause 6.2): Setting and meeting energy
targets critical for monitoring compliance and performance.

4. Energy Review (Clause 6.3): Focuses on identifying significant energy uses and oppor-
tunities for improvement, aiding in the analysis of energy management opportunities,
and the identification of anomalies in energy performance.

5. Energy Performance Indicators (EnPIs) (Clause 6.4): Essential for the definition,
monitoring, and control of compliance with energy targets.

6. Energy Baseline (Clause 6.5): Establishes a reference for the comparison of perfor-
mance over time, integral to the definition of EnPIs.

7. Competence, Training, and Awareness (Clause 7.2–3): Ensures staff are aware of their
role in the energy management system, supporting effective communication and
documentation management.

8. Communication (Clause 7.4): Developing internal and external communication pro-
cesses about EnMS.

9. Documentation and Records (Clause 7.5): Maintaining documents and records for ef-
fective implementation, crucial for communication and documentation management.

10. Operational Control (Clause 8.1): Establishing procedures for significant energy
uses, including the optimization of process/equipment set points, maintenance, and
set-up operations.

11. Design (Clause 8.2): Considering energy performance in design, relevant to evaluating
alternatives in purchasing and design.

12. Procurement of Energy Services, Products, and Equipment (Clause 8.3): Integrating
energy performance considerations into procurement practices.

13. Monitoring, Measurement, and Analysis (Clause 9.1): Key for data collection, monitoring,
the control of compliance with EnPIs, and identifying anomalies in energy performance.

14. Evaluation of Legal Compliance (Clause 9.1.2): Regular evaluations ensure adherence
to legal requirements, impacting the energy budget and its variance.

15. Internal Audit (Clause 9.2): Ensuring the EnMS conforms to planned arrangements
and is effectively implemented and maintained.

16. Management Review (Clause 9.3): Ensuring the continuing suitability, adequacy, and
effectiveness of the EnMS.

17. Nonconformity, Corrective and Preventive Actions (Clause 10.1): Addressing noncon-
formities and taking corrective actions.

18. Continuous Improvement (Clause 10.2): The overarching goal encompassing all
aspects of the EnMS, including the analysis of energy management opportunities and
optimization processes.

3.3. Identification of Relevant Industry 4.0/5.0 Technologies

As for the nature of Industry 4.0 and Industry 5.0 paradigms, there is a clear overlap
between the relevant enabling technologies.

To create a more direct framework, technologies have been grouped into six categories,
as described in Table 1.
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Table 1. Categories of Industry 4.0 and Industry 5.0 technologies.

Category Technologies Associated

Advanced Computing
Infrastructure

IoT
Fog computing
Edge computing
RFID
5/6G
Cybersecurity
Cloud and cloud computing
System Integration: Horizontal and Vertical
System Integration
Blockchain

Artificial Intelligence

Business analytics
Machine learning
Deep Learning
Generative AI

Digital Twin and Simulation Digital Twin
Simulation

Extended Reality Augmented Reality
Virtual Reality

Advanced Manufacturing and Robotics Additive Manufacturing
Robotics and Collaborative Robots

Emerging and Sustainable Technologies
Bioinspired technologies and smart materials
and technologies for energy efficiency,
renewables, storage, and autonomy

3.4. Assosiations’ Analysis

In order to identify how the “Industry 4.0” and “Industry 5.0” technologies identified
in Table 1 could be applied to the key aspects of an energy management system (described
previously), the authors have searched the scientific literature elements to argue for the
existence of the specific intersection and describe the methods and practices found to
implement it.

Applications of the specific technology in other fields for similar purposes (e.g., main-
tenance, optimization, etc.), which are not explicitly found in the literature in reference to
energy management systems, have also been included to give a comprehensive outlook of
all opportunities of improvement.

Finally, the ensemble of identified practices has been revised including inputs from
practitioners and technologies experts using interviews and an exploratory technology
review of existing technologies.

3.5. Design

In order to create a comprehensive and logical framework, the design comprises two steps:

• Identify specific applications
• Define the key implementation steps for introducing and developing technological

innovations in the EMS

First, to identify specific applications, each item of the list of the Energy Management
System’s (EMS) key aspects and the list of relevant “Industry 4.0/5.0” key technologies
selected has been intersected. For every intersection, the authors have searched the sci-
entific literature and industry practices elements to argue for the existence of the specific
intersection and describe the methods and practices needed to implement it.

The result of this first analysis is then further examined to identify how the different
technologies can be implemented on a progressive path. Thus, attention has been focused
on defining implementation steps to associate with each intersection.
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The implementation steps have been defined as follows:

1. Preliminary Introductions

These should be the first actions, as they lay the foundation for further implementations.

2. Basic Implementations

Once the foundation is established, these steps can be taken to begin seeing tangible
improvements.

3. Optimization and Integration

Once the basic systems are in place and the staff are trained, you can move on
to optimization.

4. Innovations and Scalability

These steps focus on expansion and continuous innovation.

5. Maintenance and Continuous Improvement

Finally, this step regards the maintenance and continuous improvement of the tech-
nologies implemented.

4. Results
4.1. Association EMS Aspect-I 4.0/5.0 Technology

Table 2 reports how all relevant “Industry 4.0/5.0” key technologies can be associated
with the key aspects of the Energy Management System (EMS), as identified following the
“Associations’ analysis” step in the methodology.

Table 2. Association of key aspects of ISO 50001 and Industry 4.0/5.0 technologies.

ISO 50001 Key Aspect I 4.0/5.0 Technology Description

Energy Policy (Clause 5.2) Advanced Computing Infrastructure Secure cloud-based platforms enable the dissemination and revision
of energy policy.

Energy Planning (Clause 6.1)

Advanced Computing Infrastructure The presence of an intelligent infrastructure (IoT and edge
computing) enables data collection for energy planning.

Artificial Intelligence AI models can predict future energy needs and identify
efficiency opportunities.

Digital Twin and Simulation Digital twin’ technology can be used to model energy systems for
efficiency improvements and define energy targets.

Energy Objectives, Targets, and Action Plans
(Clause 6.2) Advanced Computing Infrastructure Cybersecurity measures protect the integrity of energy objectives

and data from the action plan.

Energy Review (Clause 6.3)

Advanced Computing Infrastructure The IoT infrastructure collects and monitors energy
consumption data.

Artificial Intelligence Machine learning analyzes energy data to highlight
improvement areas.

Digital Twin and Simulation Simulation tools identify and visualize energy flow and wastes.

Energy Performance Indicators (Clause 6.4)

Advanced Computing Infrastructure Advanced analytics and AI integrate with IoT for dynamic
EnPIs tracking.

Artificial Intelligence AI enables the adaptive and predictive management of EnPIs.

Emerging and Sustainable Technologies Renewables and efficiency technologies underpin sustainable
energy targets.

Energy Baseline (Clause 6.5)
Advanced Computing Infrastructure The presence of cloud computing enables the use of more complex

models (better capacity for data storage and elaboration).

Artificial Intelligence The AI tools forecast energy baselines based on historical data.

Competence, Training, and Awareness
(Clause 7.2–3)

Advanced Computing Infrastructure E-learning (Cloud Computing): providing online training resources.

Artificial Intelligence Generative AI can be used to assist in onboarding and provide a
virtual assistant to support daily activities.

Extended Reality

VR and AR for immersive training on energy management
practices. Technicians can operate with no prior knowledge, using
information gathered in real time from available data, and can be
directed in a manual and remotely.
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Table 2. Cont.

ISO 50001 Key Aspect I 4.0/5.0 Technology Description

Communication (Clause 7.4)

Advanced Computing Infrastructure

Cloud-based platforms facilitate timely and widespread
communication. The presence of an intelligent infrastructure
enables the sharing of real-time energy performance data
between departments.

Advanced Computing Infrastructure
Blockchain can create a transparent trail of energy data and
communications accessible to all stakeholders, fostering trust
and transparency.

Artificial Intelligence
Generative AI can be used to generate reports using updated data
and help the energy team gain instant insights (if connected to a
real-time database).

Extended Reality AR facilitates interactive demonstrations of energy systems.

Documentation and Records (Clause 7.5) Advanced Computing Infrastructure Cloud computing supports efficient documentation management
and secure record keeping.

Operational Control
(Clause 8.1)

Advanced Computing Infrastructure

The presence of cloud computing enables the use of more complex
models in order to change the setting of the assets (better capacity
of data storage and elaboration).
The presence of mobile devices can help the supervision of
operations, thus allowing setup operators to work more efficiently.
Fog and edge computing support the real-time control and
optimization of energy usage.

Artificial Intelligence

AI and machine learning optimize energy consumption in real time.
The optimal set points for equipment and processes can be
identified through the use of optimization algorithms.
Through the use of machine learning models, it is possible to detect
failures in assets and operate a diagnostic control.
Generative AI can support operators by providing technical
information (e.g., from manuals)

Digital Twin and Simulation

Digital twins for the real-time monitoring and control of energy
systems. The optimal set points for equipment and processes can be
identified through the use of a simulation model to test different
operational choices.

Extended Reality
AR allows for remotely connecting a skilled operator in a control
room with an unskilled one located where the maintenance task has
to be performed.

Advanced Manufacturing and Robotics

Autonomous robot can help during operations in order to increase
the safety of the operators and reduce the duration of the
operations. The use of robots can also optimize the process
execution, increasing the production speed and quality.
Additive manufacturing can be used to create spare parts to reduce
the downtime of the machine.

Design (Clause 8.2)

Advanced Computing Infrastructure The presence of cloud computing capacities enables the use of more
complex models in order to solve various optimization problems.

Digital Twin and Simulation
The use of simulation can help in the analysis of different scenarios,
evaluating them and therefore identifying the best opportunities in
terms of design and purchase.

Extended Reality VR can support virtual prototyping.

Advanced Manufacturing and Robotics Additive manufacturing promotes energy-efficient design.

Emerging and Sustainable Technologies Bioinspired and smart materials enhance energy efficiency in
new designs.

Procurement of Energy Services, Products,
and Equipment (Clause 8.3)

Advanced Computing Infrastructure
Blockchain supports the implementation of smart contracts to
automate performance control, rule-based activation, and
reliable payments.

Artificial Intelligence Through the use of different models, it is possible to evaluate the
best purchase contract for the specific situation.

Digital Twin and Simulation
The use of simulation can help in the analysis of different scenarios,
evaluating them, and therefore identifying the best opportunities
for procurement.

Advanced Manufacturing and Robotics Robotics solutions prioritized in procurement for energy efficiency.

Emerging and Sustainable Technologies Focus on acquiring sustainable and energy-efficient technologies.

Monitoring, Measurement, and Analysis
(Clause 9.1)

Advanced Computing Infrastructure IoT devices provide detailed energy usage data for monitoring
and analysis.

Artificial Intelligence AI supports advanced analytics for energy data and
performance insights.

Digital Twin and Simulation

The use of simulation can help in the comparison between the
baseline and the energy target identified.
In addition, the development of Digital Twins can support real-time
performance monitoring.
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Table 2. Cont.

ISO 50001 Key Aspect I 4.0/5.0 Technology Description

Evaluation of Compliance (Clause 9.1.2) Advanced Computing Infrastructure Advanced computing and AI enable streamlined compliance
monitoring and reporting.

Internal Audit (Clause 9.2)

Advanced Computing Infrastructure IoT supports the auditing process, enabling real-time insight into
energy performance and a documentation review.

Artificial Intelligence AI tools facilitate thorough internal audits by analyzing compliance
and performance data.

Extended Reality AR devices can support internal auditing processes.

Management Review (Clause 9.3)

Advanced Computing Infrastructure Intelligent cloud infrastructure provides insights for energy
performance management reviews on energy performance.

Artificial Intelligence AI analytics can support deeper insights for management reviews
on energy performance.

Nonconformity, Corrective and Preventive
Actions (Clause 10.1)

Advanced Computing Infrastructure The IoT infrastructure supports the identification and management
of nonconformities and actions.

Artificial Intelligence AI tools can support the identification of nonconformities and track
the progress of corrective actions.

Continuous Improvement (Clause 10.2)

Advanced Computing Infrastructure Cloud-based platforms facilitate the collection of
suggestions (kaizen).

Emerging and Sustainable Technologies Evaluating the introduction of sustainable and
energy-efficient technologies.

The innovative tools provided by Industry 4.0/5.0 can have multiple benefits for the
various aspects of an energy management system.

Internet of Things (IoT), big data and analytics, the cloud, and simulation are key
technologies showing the diverse possibilities of applications inside an energy manage-
ment system. In fact, the definition of energy performance baselines (EnB) and energy
performance indicators (EnPIs) can benefit from the presence of an IoT-based intelligent
infrastructure that allows for the monitoring and collection of large amounts of complex
data that could be used as the input for machine learning or simulation models.

When used to define EnPIs, this kind of model can take into account the influence
of operational parameters and ambient conditions, as well as non-linear behavior. These
baseline models provide greater reliability and efficiency in controlling compliance with
the energy targets and in detecting anomalies in the energy behavior of the system. In
fact, they can provide a better estimation of the baseline behavior of the system. The
deviation between the energy consumption calculated with the model and the actual
energy consumption could be statistically analyzed to evaluate its significance and thus
allow for a more sensitive control system [7,22,23,45–51].

Moreover, simulation and Digital Twins can be implemented to promote several
applications such as design, operational control, maintenance, performance monitoring,
and prediction [52].

Furthermore, the wireless and real-time data acquisition provided by IoT increases
the ability of operators to act in a timely manner in regard to anomalous deviations in the
energy consumption [7,22,46,48,49].

Additionally, energy accounting procedures can be supported by data analytics. Com-
plex models can be used to predict future energy consumption and consequently define the
energy budget. Moreover, these techniques enable the evaluation of the variance between
the predicted energy budget and the actual energy cost, identifying and correctly directing
the cause to the right responsibility/cost center [2,16].

At the same time, through the use of different machine learning models, it is possible
to evaluate the best purchasing contract according to the specific need of the organization.
In fact, due to the heterogeneous nature of the different contract proposals for services
and equipment, it is generally quite difficult to distinguish the best alternative. Moreover,
different scenarios can also be tested through simulation to identify the best opportunity in
terms of design or purchase. (e.g., choice among different hourly tariffs, the dimensioning
and selection of equipment, set point optimization, etc.) [23,51,53].
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Even maintenance processes might benefit from the use of more complex modeling,
such as machine learning in an attempt to improve the maintenance policy and decrease
the downtime. Indeed, depending on the complexity of the evolution of the failure, the
availability of data and the technique used, it is not only possible to detect failures in assets but
also to operate a diagnostic control, identifying the cause of the failure [49,54,55]. Moreover,
generative AI can be used to improve training and continually support and improve
knowledge transfer, enhancing onboarding and daily tasks through virtual assistance [56].

On the other hand, the execution of activities such as set-up and maintenance inter-
ventions could be greatly improved by the utilization of augmented reality or autonomous
robots in order to support the operators and improve their safety—for example, providing
guidance from a more skilled operator through a remote connection [26,57,58] The use of
robots might also optimize the execution of the specific activity, increasing its speed and
quality [24]. Additionally, these activities could gain efficiency and effectiveness through
the use of mobile devices that can provide the operator with additional data, information,
and specifics for performing the task in a better way [59,60]. Additive manufacturing can
also be useful for the maintenance process, creating spare parts in order to reduce the
downtime of the machines affected [61].

Furthermore, almost every task that requires the use of analytics or the handling
of enormous amounts of data could benefit from the use of cloud platforms and cloud
computing. Continuous progress in terms of storage capacity and development power is
critical to the implementation of a real-time management system [7,19,24]. Similarly, the use
of fog and edge computing can foster the better real-time control and optimization of energy
usage [8,62,63]. The presence of real-time information sharing also supports the continuous
collection of improvement suggestions (kaizen) to drive continuous improvement.

Finally, the system integration has the potential to make the communication manage-
ment more flexible and controlled, connecting all the relevant actors of the management
system in order to foster the achievement of the energy targets [25]. Data and information
shared among stakeholders need to be protected by effective cybersecurity practices. To
further secure critical information, blockchain can play an important role by providing a
transparent, immutable record of energy transactions and communications, fostering trust
inside the organization [64,65].

4.2. Proposed Framework of I 4.0/5.0 Technologies in ISO 50001

Figure 2 represents the proposed framework. For each implementation step, relevant
“Industry 4.0/5.0” technologies are identified to support an organic introduction in the
Energy Management System.

In the first implementation step “Preliminary Introductions”, the technologies useful
to any modern energy management system are to be implemented, such as IoT, cloud
platforms, and smart sensors. They enable real-time data collection and analysis. This
is critical for understanding the current energy use (Energy Review, Clause 6.3) and for
setting the basis for effective monitoring, measurement, and analysis (Clause 9.1).

Then, in the next step “Basic implementations”, AI and cloud computing can be
introduced to analyze data collected via IoT and sensors and identify patterns, thus gaining
insights that could escape human analysis, supporting energy planning (Clause 6.1 and
Clause 6.2), establishing an energy baseline (Clause 6.5), and defining key performance
indicators (Clause 6.4). At the same time, it is important to start to pay attention to
implementing an effective cybersecurity to protect the integrity and confidentiality of data
collected and analyzed, especially for sensitive information about the objectives and action
plan data (Clause 6.2).

The “Optimization and Integration” step concerns the introduction of other technolo-
gies, such as simulation and robotics. These technologies are used to improve operational
control (Clause 8.1) and support design decisions (Clause 8.2), leading to greater energy
efficiency and waste reduction, reducing human errors, and increasing efficiency.
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In the next step “Innovations and Scalability”, simulation technologies are improved
to create Digital Twins for real-time monitoring (Clause 8.1) and scenario analysis (Clause
8.2). Similarly, AR and VR technologies are introduced to improve training (Clause 7.2–3),
communication (Clause 7.4), and operational control (Clause 8.1). Emerging technologies
begin to be investigated, promoting continuous improvement (Clause 10.12).

Finally, the last implementation step, “Maintenance and Continuous Improvement”,
expects the continuous use of AI and cloud computing for data analysis, supporting internal
audits, management reviews, and the identification of areas for improvement. Leveraging
generative AI for training can ensure that staff remain up to date (Clause 7.2–3), promoting
a culture of continuous improvement (Clause 10.2).

5. Conclusions

In this paper, a comprehensive analysis has been presented in order to highlight
the new opportunities arising from the “Industry 4.0”and “Industry 5.0” paradigms in
reference to the energy management system.

In the Section 4, two main outputs are proposed: a clear analysis of how relevant
“Industry 4.0/5.0” technologies can be applied for the key aspects of ISO 50001 and an
implementation framework that defines five implementation steps of “Industry 4.0/5.0”
technologies in the energy management systems.

The framework provides new insights into the integration process of Industry 4.0/5.0
technologies in the energy management system, highlighting how key technologies can
be used to improve the system itself, with specific potential benefits. Defining five imple-
mentation steps offers practical applications for businesses and energy managers, clearly
suggesting how Industry 4.0/5.0 technologies can be effectively implemented to foster the
EMS improvement.

Indeed, the proposed framework aims to be a new tool in supporting the decision-
making process of energy managers that want to lead their industrial plant towards the
paradigm of 4.0/5.0 but are not yet conscious of what methods and technologies can be
applied to their energy management system to achieve that objective.

These advancements, while promising, are not without their challenges and drawbacks.
Among them, there are not only the economic investments required for the acquisition
of new technology, which are often energy-intensive, but also the necessity of new skills
from the workforce, alongside potential resistance to change from within organizations.
In the process of assimilating technologies from Industry 4.0 and 5.0 into their operations,
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organizations must prioritize a balanced methodology, and the proposal of this framework
aims to support organizations in doing so.

Future investigations could explore the role of organizational culture in facilitating
or hindering technology integration, providing deeper insights. In addition, comparative
studies across different industries could help evaluate differences in adoption, highlighting
challenges and benefits.

Finally, further developments of this work could focus on the application of the de-
scribed framework to specific case studies in order to evaluate the impact of the achievable
benefits as well as the possible drawbacks that an implementation of the new technologies
could provoke.
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