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Chapter 1

Introduction to complex

networks

This chapter aims to provide an overview on complex networks, trying to in-
vestigate what apparently different kinds of networks have in common. Sys-
tems belonging to different branches of science, such as metabolic pathways
and ecosystems, the Internet and propagation of HIV infection share similar
network architectures. Many systems in the real-world can be modeled as net-
works. For example, the patterns of connections between economic agents form
a social network, since often partners are chosen not on economic grounds but
for social reasons. It is clear that the structure of such networks affects the
pattern of economic transactions. In the last years, researchers have con-
ducted extensive investigations of networks in economics, mathematics, soci-
ology and several other fields, trying to understand and explain network effects
[93]. Inspired by empirical studies of networked control systems such as the
Internet, social networks and biological networks, researchers have developed
a variety of techniques and models to help us understand or predict the be-
havior of these systems [92]. The content of this chapter is mainly based on
[12, 20, 74, 91, 92, 95, 126]. My research results are presented in Sec. 1.6,
Chap. 2 and Chap. 3.
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1.1 Introduction

A network is a set of items, called vertices or sometimes nodes, with connec-

tions between them, called edges (Fig. 1.1). Examples of systems taking the

Figure 1.1: A small example network with eight vertices and ten edges [92].

form of networks (also called graphs in much of the mathematical literature)
are ubiquitous in the real-world: the Internet, the World Wide Web, social
networks of acquaintance or other connections between individuals, neural net-
works, metabolic networks, food webs, networks of citations between papers,
etc (Fig. 1.2).

The first proof in theory of networks is probably the Euler’s solution of
the Konigsberg bridge problem. Networks have been studied extensively in
the social sciences: in particular, typical social network studies address issues
of centrality (which individuals are best connected to others or have most
influence) and connectivity (wether and how individuals are connected to one
another through the network).

Recently, thanks to the availability of computers and communication net-
works, the focus of network research is shifting away from the analysis of
single small graphs and the properties of individual vertices or edges within
such graphs to consideration of large-scale statistical properties of graphs.
This change of scale implies a corresponding change in our analytic approach.
For example, with reference to a network containing millions of vertices, it
has little meaning asking which vertex would prove most crucial to the net-
work connectivity if it were removed. On the other hand, it is meaningful

asking what percentage of vertices need to be removed to substantially affect
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Figure 1.2: Three examples of real-world networks. (a) A visualization of the
network structure of the Internet at the level of “autonomous systems” — local
groups of computers each representing hundreds or thousands of machines.
Picture by Hal Burch and Bill Cheswick (b) A social network, in this case of
sexual contacts, redrawn from the HIV data of Potterat et al. [101]. (c) A
food web of predator-prey interactions between species in a freshwater lake
[81].
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network connectivity. Moreover, the analysis of large networks must necessar-
ily abstract from their graphical representation: the role played in the past
by the human eye is now played by the statistical methods, which permit
to investigate the structure and properties of very large networks. In fact,
for networks of tens or hundreds of vertices, it is a relatively straightforward
matter to draw a picture of the network with actual points and lines, and to
answer specific questions about network structure by examining this picture.
This has been one of the primary methods of network analysts since the field

began (Fig. 1.3). The human eye is an analytic tool of remarkable power, and

Figure 1.3: An early hand-drawn social network from 1934 representing friend-

ships between school children. After Moreno [85].

eyeballing pictures of networks is an excellent way to gain an understanding
of their structure. With a network of a million or a billion vertices, however,
this approach is useless. (Fig. 1.2a shows an example of a network that lies at
the upper limit of what can usefully be drawn on a piece of paper or computer
screen.)

Researchers have got important results on the characterization and mod-
eling of network structure, while a lot of work still remains to do for under-
standing the effects of structure on system behavior.

A network can be mathematically represented by a graph [116] in which
vertices represent systems and edges represent the relationships between them.

There can be more than one type of vertex or edge and vertices or edges may
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have a variety of properties associated with them. Graphs can be weighted or
unweighted, directed or undirected; directed graphs (or digraphs, for short)
can be cyclic or acyclic, etc (Fig. 1.4). Graphs containing hyperedges (edges

Figure 1.4: Examples of various types of networks [92]: (a) an undirected
network with only a single type of vertex and a single type of edge; (b) a
network with a number of discrete vertex and edge types; (c¢) a network with
varying vertex and edge weights; (d) a directed network in which each edge

has a direction.

joining more than two vertices together) are called hypergraphs. Graphs that
contain vertices of two distinct types, with edges running only between unlike
types, are called bipartite graphs (Fig. 1.5). An example of bipartite graph are
the affiliation (or collaboration) networks, in which people are joined together
by common membership of groups, the two types of vertices representing the
people and the groups. An example of such networks is the network of col-
laborations of movie actors: in this case, the two types of vertices are movies
and actors, and the network can be represented as a graph with edges run-
ning between each movie and the actors that appear in it. Researchers have
also considered the projection of this graph onto the unipartite space of actors
only, also called a one-mode network [123] (Fig. 1.5). In such a projection two
actors are considered connected if they have appeared in a movie together.

The construction of the one-mode network however involves discarding some
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Figure 1.5: A schematic representation (top) of a bipartite graph, such as the
graph of movies and the actors who have appeared in them. In this small
graph there are four movies, labeled 1 to 4, and eleven actors, labeled A to K,
with edges joining each movie to the actors in its cast. The lower part of the

picture shows the one-mode projection of the graph for the eleven actors [95].

of the information contained in the original bipartite network, and for this
reason it is more desirable to model collaboration networks using the full bi-
partite structure. Moreover, graphs may evolve over time, with vertices or
edges appearing or disappearing, or values defined on those vertices and edges
changing.

The jargon of the study of networks is unfortunately confused by differing
usages among investigators from different fields. To avoid (or at least reduce)

confusion, a short glossary of terms as they are used in this thesis is provided:

e Vertex (pl. vertices): The fundamental unit of a network, also called a

site (physics), a node (computer science), or an actor (sociology).

e Edge: The line connecting two vertices. Also called a bond (physics), a

link (computer science), or a tie (sociology).

e Directed/undirected: An edge is directed if it runs in only one direction
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(such as a one-way road between two points), and undirected if it runs
in both directions. Directed edges, which are sometimes called arcs, can
be thought of as sporting arrows indicating their orientation. A graph
is directed if all of its edges are directed. An undirected graph can be
represented by a directed one having two edges between each pair of

connected vertices, one in each direction.

e Degree: The number of edges connected to a vertex. Note that the
degree is not necessarily equal to the number of vertices adjacent to a
vertex, since there may be more than one edge between any two vertices.
In a few recent articles, the degree is referred to as the “connectivity” of
a vertex, but here this usage is avoided because the word connectivity
already has another meaning in graph theory. A directed graph has both
an in-degree and an out-degree for each vertex, which are the numbers

of incoming and outgoing edges respectively.

e Component: The component to which a vertex belongs is that set of
vertices that can be reached from it by paths running along edges of the
graph. In a directed graph a vertex has both an in-component and an
out-component, which are the sets of vertices from which the vertex can

be reached and which can be reached from it.

e Geodesic path: A geodesic path is the shortest path through the network
from one vertex to another. Note that there may be and often is more

than one geodesic path between two vertices.

e Diameter: The diameter of a network is the length (in number of edges)
of the longest geodesic path between any two vertices. A few authors
have also used this term to mean the average geodesic distance in a

graph, although strictly the two quantities are quite distinct.
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1.2 Real-world networks

A social network is a set of people or groups of people with some pattern of
contacts or interactions between them [107, 123] (Fig. 1.2b). The first theorist
to stress the importance of the degree distribution (i.e., the probability with
which a vertex has a certain number of edges connected to it) in networks of
all kinds was probably Anatol Rapoport [102], whose mathematical models
are of particular note. Another important set of experiments are the famous
“small-world” experiments of Milgram [82, 119], which probed the distribution
of path lengths in an acquaintance network by asking participants to pass a
letter to one of their first-name acquaintances in an attempt to get it to an
assigned target individual. Most of the letters in the experiment were lost, but
about a quarter reached the target and passed on average through the hands
of only about six people in doing so. This experiment was the origin of the
popular concept of the “six degrees of separation”, although that phrase did
not appear in Milgram’s writing, being coined some decades later by Guare
[54].

Traditional social network studies often suffer from problems of inaccu-
racy, subjectivity and small sample size. Because of these problems, many
researchers have turned to other methods for probing social networks. One
source of copious and relatively reliable data is collaboration networks. These
are typically affiliation networks in which participants collaborate in groups
of one kind or another and links between pairs of individuals are established
by common group membership. Examples of such networks are the collab-
oration network of film actors, networks of company directors, networks of
coauthorship among academics, etc.

The classic example of an information network is the network of citations
between academic papers [44]. These citations form a network in which the
vertices are articles and a directed edge from article A to article B indicates
that A cites B (Fig. 1.6). Citation networks are acyclic because papers can

only cite other papers that have already been written, not those that have yet
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citation network World-Wide Web

Figure 1.6: The two best studied information networks [92]. Left: the citation
network of academic papers in which the vertices are papers and the directed
edges are citations of one paper by another. Since papers can only cite those
that came before them (lower down in the figure) the graph is acyclic — it
has no closed loops. Right: the World Wide Web, a network of text pages
accessible over the Internet, in which the vertices are pages and the directed
edges are hyperlinks. There are no constraints on the Web that forbid cycles

and hence it is in general cyclic.
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to be written. In 1926 Alfred Lotka discovered the so-called Law of Scientific
Productivity, which states that the distribution of the numbers of papers writ-
ten by individual scientists follows a power law: the number of scientists who
have written k papers falls off as k™% for some constant «. An interesting de-
velopment in the study of citation patterns has been the arrival of automatic

citation “crawlers” that construct citation networks from online papers.

Another important example of an information network is the World Wide
Web, which is a network of Web pages containing information, linked together
by hyperlinks from one page to another [56] (Fig. 1.6). The Web should
not be confused with the Internet, which is a physical network of computers
linked together by optical fibre and other data connections. Unlike a citation
network, the World Wide Web is cyclic: there is no natural ordering of sites
and no constraints that prevent the appearance of closed loops. The Web is
a directed network and appears to have power-law distributions for both in-
and out-degree. Data about the Web come from “crawls” of the network, in
which Web pages are found by following hyperlinks from other pages [24]. The
obtained picture of the network structure of the World Wide Web is therefore
necessarily biased: crawls usually cover only a part of the Web, thus pages are

more likely to be found the more other pages point to them [76].

Preference networks provide an example of a bipartite information network.
A preference network is a network with two kinds of vertices representing
individuals and the objects of their preference, such as books or films, with
an edge connecting each individual to the books or films they like. Preference
networks can be weighted to indicate strength of likes or dislikes and can also
be thought of as social networks, linking not only people to objects, but also
people to other people with similar preferences. Networks of this kind form the
basis for collaborative filtering algorithms and recommender systems, which
are techniques for predicting new likes or dislikes based on comparison of
individuals’ preferences with those of others. Collaborative filtering has found

considerable commercial success for product recommendation and targeted
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advertising particularly with online retailers.

Technological networks are man-made networks designed typically for dis-
tribution of some commodity or resource, such as electricity or information.
Examples of distribution networks are the electric power grid [14, 124, 126],
the network of airline routes [14], and networks of roads [64], railways [73, 109]

and pedestrian traffic [28].

Another widely studied technological network is the Internet, i.e., the net-
work of physical connections between computers. Since there is a large and
ever-changing number of computers on the Internet, the structure of the net-
work is usually examined at a coarse-grained level, either the level of routers,
special-purpose computers on the network that control the movement of data,
or autonomous systems, which are groups of computers within which network-
ing is handled locally, but between which data flows over the public Internet
(Fig. 1.2a). Traceroute programs can report the sequence of network nodes
that a data packet passes through when traveling between two points and are

therefore used to reconstruct the physical structure of the network.

The classic example of a biological network is probably the network of
metabolic pathways, which is a representation of metabolic substrates and
products with directed edges joining them if a known metabolic reaction ex-
ists that acts on a given substrate and produces a given product. A separate
network is the network of mechanistic physical interactions between proteins
(as opposed to chemical reactions among metabolites), which is usually re-

ferred to as a protein interaction network.

Another example of a biological network is the food web (Fig. 1.2¢), in
which the vertices represent species in an ecosystem and a directed edge from
species A to species B indicates that A preys on B. Sometimes the relationship
is drawn the other way around, because ecologists tend to think in terms of
energy or carbon flows through food webs; a predator-prey interaction is thus
drawn as an arrow pointing from prey to predator, indicating energy flow from

prey to predator when the prey is eaten. Neural networks, blood vessels and
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the equivalent vascular networks in plants are other examples of biological

networks.

1.3 Properties of networks

The famous experiments carried out by Stanley Milgram in the 1960s, de-
scribed in Sec. 1.2, are one of the first direct demonstrations of the small-world
effect, the fact that most pairs of vertices in most networks seem to be con-
nected by a short path through the network. The existence of the small-world
effect had been speculated upon before Milgram’s work, notably in a remark-
able 1929 short story by the Hungarian writer Frigyes Karinthy [65] and more
rigorously in the mathematical work of Pool and Kochen [36] which, although
published after Milgram’s studies, was in circulation in preprint form for a

decade before Milgram took up the problem.

1.3.1 Characteristic path length and clustering coefficient

For an undirected and unweighted (topological) network, the average distance

between vertex pairs (characteristic path length) is defined as [72, 74]

1
L=§3mw—1 ;dij’

where N is the number of nodes and d;; is the geodesic (shortest) distance
from vertex ¢ to vertex j. In other words, L is the number of edges in the
shortest path between two vertices, averaged over all pairs of vertices. It has
been shown that many real-world networks exhibit small values of L, much
smaller than the number N of vertices.

If the graph is not connected, there exist vertex pairs that have no connect-
ing path or, equivalently, whose geodesic distance is infinite and, accordingly, L
becomes infinite. To avoid this problem, L is usually defined on such networks

to be the mean geodesic distance between all pairs that have a connecting
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path. Pairs that fall in two different components (maximal subsets of ver-
tices that are connected by paths through the network) are excluded from the
average.

The small-world effect has obvious implications for the dynamics of pro-
cesses taking place on networks, as for example the spread of information
across a network, and also underlies some well-known parlor games, particu-
larly the calculation of Erdés numbers [35] and Bacon numbers.

On the other hand, the small-world effect is also mathematically obvious:
in fact, if the number n of vertices within a distance r of a typical central vertex
grows exponentially with r — and this is true of many networks, including the
random graph — then the value of L will increase as In V:

d
2

nxe=Nxe*2=>dxInN=LxInN,

where « is a positive real constant and d is the diameter of the network, that
is, the length (in number of edges) of the longest geodesic path between any
two vertices. Networks are said to show the small-world effect if the value
of L scales logarithmically or slower with network size for fixed mean degree
[92]. Logarithmic scaling has been observed in various real-world networks
[9, 88, 89].

In many networks it is found that if vertex A is connected to vertex B and
vertex B to vertex C, then there is a heightened probability that vertex A will
also be connected to vertex C. In the language of social networks, the friend
of your friend is likely also to be your friend. This property is called network
transitivity. In terms of network topology, transitivity means the presence of
a heightened number of triangles in the network — sets of three vertices each
of which is connected to each of the others. It can be quantified by defining a

clustering coefficient C' thus:

3 x number of triangles in the network

= , 1.1
number of connected triples of vertices (1.1)

where a “connected triple” means a single vertex with edges running to an

unordered pair of others (Fig. 1.7). In effect, C' measures the fraction of
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triples that have their third edge filled in to complete the triangle. The factor
of three in the numerator accounts for the fact that each triangle contributes
to three triples and ensures that C' lies in the range 0 < C' < 1. In simple
terms, C' is the mean probability that two vertices that are network neighbors
of the same other vertex will themselves be neighbors.

An alternative definition of the clustering coefficient has been given by

Watts and Strogatz [126], who proposed defining a local value

number of triangles connected to vertex 4

Ci =

1.2
number of triples centered on vertex i (12)

For vertices with degree 0 or 1, for which both numerator and denominator are

zero, C; := 0. The clustering coefficient for the whole network is the average
C=- e (1.3)
=y 2. .
7

The quantities in (1.2) and (1.3) can also be computed in the following way.
If the generic vertex i has k; neighbors, then at most k;(k; — 1)/2 edges can
exist between them (this occurs when every neighbor of i is connected to every
other neighbor of i); C; is the fraction of these allowable edges that actually

exist and C' is the average of C; over all i. Fig. 1.7 illustrates the difference

Figure 1.7: Illustration of the definition of the clustering coefficient C' (1.1)

[92]. This network has one triangle and eight connected triples, and therefore

has a clustering coefficient of 3 x 1/8 = %. The individual vertices have

local clustering coefficients (1.2) of 1, 1, ¢, 0 and 0, for a mean value (1.3) of
c=1
30 -

between the two definitions of the clustering coefficient.
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The clustering coefficient measures the density of triangles in a network.
An obvious generalization is to ask about the density of longer loops also:
loops of length four and above. If more than one edge is permitted between
a pair of vertices, then there is also a lower order clustering coefficient that
describes the density of loops of length two. This coefficient is particularly
important in directed graphs where the two edges in question can point in
opposite directions. The probability that two vertices in a directed network
point to each other is called the reciprocity and is often measured in directed
social networks [107, 123].

1.3.2 Networks between regularity and randomness

Ordinarily, the connection topology of several network models is assumed to be
either completely regular or completely random. But many biological, techno-
logical and social networks lie somewhere between these two extremes. In [126],
the authors explore simple models of networks that can be tuned through this
middle ground: regular networks ‘rewired’ to introduce increasing amounts
of disorder. They find that these systems can be highly clustered, like reg-
ular lattices, yet have small characteristic path lengths, like random graphs.
They call them ‘small-world’ networks, by analogy with the small-world phe-
nomenon [54, 70, 82]. The neural network of the worm Caenorhabditis elegans,
the power grid of the western United States and the collaboration graph of
film actors are examples of small-world networks.

To interpolate between regular and random networks, the following random
rewiring procedure is considered (Fig. 1.8). Starting from a ring lattice with NV
vertices and k edges per vertex, each edge is randomly rewired with probability
p. This construction allow to ‘tune’ the graph between regularity (p = 0) and
disorder (p = 1), and thereby to probe the intermediate region 0 < p < 1,
about which little is known. A vertex and the edge that connects it to its
nearest neighbor are chosen in a clockwise sense. The edge is reconnected

with probability p to a vertex chosen uniformly at random over the entire
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Regular Small-world Random

Increasing randomness

Figure 1.8: Random rewiring procedure for interpolating between a regular
ring lattice and a random network, without altering the number of vertices or

edges in the graph (N = 20, k = 4) [126].

ring, with duplicate edges forbidden; otherwise the edge is left in place. This
process is repeated by moving clockwise around the ring, considering each
vertex in turn until one lap is completed. Next, the edges that connect vertices
to their second-nearest neighbors are considered clockwise. As before, each of
these edges is randomly rewired with probability p, and this process continues,
circulating around the ring and proceeding outwards to more distant neighbors
after each lap, until each edge in the original lattice has been considered once.
(As there are Nk/2 edges in the entire graph, the rewiring process stops after
k/2 laps.)

Three realizations of this process are shown in Fig. 1.8, for different values
of p. For p = 0, the original ring is unchanged; as p increases, the graph be-
comes increasingly disordered until for p = 1 all edges are rewired randomly.
For intermediate values of p, the graph is a small-world network: highly clus-
tered like a regular graph, yet with small characteristic path length, like a
random graph (Fig. 1.9). The structural properties of these graphs are quan-
tified by their characteristic path length L(p) and clustering coefficient C(p).
In particular, L(p) measures the typical separation between two vertices in the
graph (a global property), whereas C'(p) measures the cliquishness of a typical
neighborhood (a local property). The considered networks have many vertices

with sparse connections, but not so sparse that the graph is in danger of be-
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1 i o o® g o gt o .
os[ ° C(p)/ C(0) ®© ]
.
o
0.6 | 4
.
0.4 . o i
.
ool HPLO) . 1
0 1 1 1
0.0001 0.001 0.01 0.1 1
p

Figure 1.9: Characteristic path length L(p) and clustering coefficient C(p) for
the family of randomly rewired graphs described in Fig. 1.8 [126].

coming disconnected. Specifically, the authors require N > k > InN > 1,
where k£ > In N guarantees that a random graph will be connected [23]. In
this regime, it is found that L ~ N/2k > 1 and C' ~ 3/4 as p — 0, while
L =~ Lygndom ~ InN/Ink and C = Crandom ~ k/N < 1 as p — 1. Thus
the regular lattice at p = 0 is a highly clustered, large world where L grows
linearly with NV, whereas the random network at p = 1 is a poorly clustered,
small world where L grows only logarithmically with N. These limiting cases
might lead one to suspect that large C' is always associated with large L, and
small C' with small L. On the contrary, Fig. 1.9 reveals that there is a broad in-
terval of p over which L(p) is almost as small as L,qndom yet C(p) > Crandom.-
These small-world networks result from the immediate drop in L(p) caused
by the introduction of a few long-range edges. Such ‘short cuts’ connect ver-
tices that would otherwise be much farther apart than L,q,d4om. For small p,
each short cut has a highly nonlinear effect on L, contracting the distance not
just between the pair of vertices that it connects, but between their immedi-
ate neighborhoods, neighborhoods of neighborhoods and so on. By contrast,
an edge removed from a clustered neighborhood to make a short cut has, at
most, a linear effect on C; hence C(p) remains practically unchanged for small
p even though L(p) drops rapidly. The important implication here is that at

the local level (as reflected by C(p)), the transition to a small world is almost
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undetectable. To check the robustness of these results, the authors have tested
many different types of initial regular graphs, as well as different algorithms
for random rewiring, and all give qualitatively similar results. The only re-
quirement is that the rewired edges must typically connect vertices that would

otherwise be much farther apart than L,qnq40m-

The idealized construction above reveals the key role of short cuts. It sug-
gests that the small-world phenomenon might be common in sparse networks
with many vertices, as even a tiny fraction of short cuts would suffice. To test
this idea, the authors computed L and C for the collaboration graph of actors
in feature films, the electrical power grid of the western United States and the
neural network of the nematode worm Caenorhabditis elegans [1]. All three
graphs are of scientific interest. The graph of film actors is a surrogate for a
social network [123], with the advantage of being much more easily specified.
It is also akin to the graph of mathematical collaborations centered, tradition-
ally, on P. Erdés. The graph of the power grid is relevant to the efficiency
and robustness of power networks [99] and C. elegans is the sole example of a

completely mapped neural network.

For friendship networks, the characteristic path length and the clustering
coefficient have intuitive meanings: L is the average number of friendships
in the shortest chain connecting two people; C; reflects the extent to which
friends of i are also friends of each other; and thus C measures the cliquishness
of a typical friendship circle. The data shown in Fig. 1.9 are averages over
20 random realizations of the rewiring process described in Fig. 1.8, and have
been normalized by the values L(0), C'(0) for a regular lattice. All the graphs
have N = 1000 vertices and an average degree of k£ = 10 edges per vertex. A
logarithmic horizontal scale has been used to resolve the rapid drop in L(p),
corresponding to the onset of the small-world phenomenon. During this drop,
C(p) remains almost constant at its value for the regular lattice, indicating

that the transition to a small world is almost undetectable at the local level.

The graphs considered in Table 1.1 are defined as follows [126]. Two actors
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Table 1.1: Empirical examples of small-world networks [126].

Loctual  Lrandom  Cactual  Crandom
Film actors  3.65 2.99 0.79 0.00027
Power grid  18.7 12.4 0.080  0.005
C. elegans 2.65 2.25 0.28 0.05

are joined by an edge if they have acted in a film together. The attention is
restricted to the giant connected component [23] of this graph, which includes
~ 90% of all actors listed in the Internet Movie Database, as of April 1997.
For the power grid, vertices represent generators, transformers and substa-
tions, and edges represent high voltage transmission lines between them. For
C. elegans, an edge joins two neurons if they are connected by either a synapse
or a gap junction. All edges are treated as undirected and unweighted, and
all vertices as identical, though these are crude approximations. All three
networks show the small-world phenomenon: L 2 L,undom but C > Crandom-
These examples were not hand-picked; they were chosen because of their in-
herent interest and because complete wiring diagrams were available. Thus
the small-world phenomenon is not merely a curiosity of social networks nor
an artefact of an idealized model — it is probably generic for many large, sparse
networks found in nature.

In [126] the functional significance of small-world connectivity for dynam-
ical systems is also investigated. The considered test case is a deliberately
simplified model for the spread of an infectious disease. The population struc-
ture is modeled by the family of graphs described in Fig. 1.8. At time t =0, a
single infective individual is introduced into an otherwise healthy population.
Infective individuals are removed permanently (by immunity or death) after
a period of sickness that lasts one unit of dimensionless time. During this
time, each infective individual can infect each of its healthy neighbors with
probability r. On subsequent time steps, the disease spreads along the edges

of the graph until it either infects the entire population, or it dies out, having
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infected some fraction of the population in the process.

Two results emerge. First, the critical infectiousness 744¢, at which the
disease infects half the population, decreases rapidly for small p (Fig. 1.10a).
Second, for a disease that is sufficiently infectious to infect the entire popu-
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Figure 1.10: The community structure is given by one realization of the family
of randomly rewired graphs used in in Fig. 1.8. a, Critical infectiousness
Thalf, at which the disease infects half the population, decreases with p. b,
The time T'(p) required for a maximally infectious disease (r = 1) to spread
throughout the entire population has essentially the same functional form as
the characteristic path length L(p). Even if only a few per cent of the edges in
the original lattice are randomly rewired, the time to global infection is nearly

as short as for a random graph [126].

lation regardless of its structure, the time 7'(p) required for global infection
resembles the L(p) curve (Fig. 1.10b). Thus, infectious diseases are predicted

to spread much more easily and quickly in a small world; the alarming and
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less obvious point is how few short cuts are needed to make the world small.

1.3.3 Global and local efficiency

The approach of Watts and Strogatz described in Sec. 1.3.2 can be used when
the only information retained of a real network is about the existence or the
absence of a link, nothing is known about the physical length of the link
(or more generically the weight associated with the link, i.e., the graph is
unweighted) and multiple edges between the same couple of nodes are not
allowed (i.e., the graph is simple). Moreover, the assumption of connectedness
is necessary because otherwise the quantity L would diverge.

Of course, a generalization of the approach of Watts and Strogatz to
weighted networks would allow a more detailed analysis of real networks and
would extend the range of applications. For example, with reference to the
same three real networks studied in [126], the analysis of the network of film
actors must be restrained to only a part of the system, the giant connected
component of the graph, in order to avoid the divergence of L. Moreover,
the topological approximation only provides whether actors participated in
some movie together or if they did not at all. In reality there are, instead,
various degrees of correlation: two actors that have done ten movies together
are in a much stricter relation than two actors that have acted together only
once. It is possible to better shape this different degree of friendship by us-
ing a non-simple graph or by using a weighted network: if two actors have
acted together, a weight is associated with their connection by saying that the
length of the connection, instead of being always equal to one, is equal to the
inverse of the number of movies they did together. In the case of the neural
network of the C. elegans, Watts and Strogatz define an edge in the graph
when two vertices are connected by either a synapse or a gap junction. This
is only a first approximation of the real network. Neurons are different one
from the other and some of them are in much stricter relation than others:

the number of junctions connecting a couple of neurons can vary a lot, up to
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a maximum of 72 in the case of the C. elegans. As in the case of film actors,
a weighted network is more suited to describe such a system and can be de-
fined by setting the length of the connection 7 — j as equal to the minimum
between 1 and the inverse of the number of junctions between ¢ and j. The
last network studied in [126], the electrical power grid of the western United
States, is clearly a network where the geographical distances play a fundamen-
tal role. Any of the high voltage transmission lines connecting two stations of
the network has a length, and the topological approximation, which neglects
such lengths, is a poor description of the system. Of course, a generalization
of the analysis to weighted networks would also extend the application of the
small-world concept to a realm of new networks. A very significative exam-
ple is that of transportation system: public transportation (bus, subway and
trains), highways, airplane connections.

In [74] the authors present a way to extend the small-world analysis from
topological to weighted networks. A weighted network can be characterized by
introducing the variable efficiency F, which measures how efficiently the nodes
exchange information. The definition of small-world behavior can be formu-
lated in terms of the efficiency: this single measure evaluated on a global and
on a local scale plays in turn the role of L and C'. Small-world networks result
as systems that are both globally and locally efficient [72]. The formalism is
valid both for weighted and unweighted (topological) networks. In the case
of topological networks, the measures introduced in [74] do not coincide ex-
actly with those given by Watts and Strogatz. For example, the measures
introduced in [74] also work in the case of unconnected graphs. An impor-
tant quantity, previously not considered, is the cost of a network. Often high
(global and local) efficiency implies a high cost of the network.

A weighted and possibly even non-connected and non-sparse graph is con-

sidered. A weighted graph needs two matrices to be described:

e The adjacency matriz |a;;], containing the information about the exis-

tence or not existence of a link, and defined as for the topological graph
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as a set of numbers a;; = 1 when there is an edge joining ¢ to j, and

a;; = 0 otherwise;

e A matrix of the weights associated with each link. This matrix [wj;]
is named the matriz of physical distances because the number w;; can
be imagined as the space distance between 7 and j. Moreover, w;; is
assumed to be known even if in the graph there is no edge between ¢ and
j-

To make a few concrete examples: w;; can be identified with the geograph-
ical distance between stations ¢ and j both in the case of the electrical power
grid of the western United States studied by Watts and Strogatz and in the
case of other transportation systems considered in [74]. In such a situation
w;; satisfy the triangular inequality, though in general this is not a necessary
assumption. The presence of multiple edges, typical of the neural network of
the C. elegans and of social systems like the network of film actors, can be
included in the same framework by setting w;; equal to the minimum between
1 and the inverse of the number of edges between i and j (respectively, the
inverse of the number of junctions between two neurons or the inverse of the
number of movies two actors did together). This allows to remove the hypoth-
esis of simple network and to consider also non-simple systems as weighted
networks. The resulting weighted network is, of course, a case in which the
triangular inequality is not satisfied. For a computer network or Internet, w;;
can be assumed to be proportional to the time needed to exchange a unitary
packet of information between ¢ and j through a direct link. Or as 1/v;j,
the inverse of the velocity of a chemical reaction along a direct connection
in a metabolic network. Of course, in the particular case of an unweighted
(topological) graph w;; = 1Vi # j.

In a weighted graph the definition of the shortest path length d;; between
two generic points ¢ and j is different from the definition used for an unweighted
graph. In this case the shortest path length d;; is in fact defined as the smallest
sum of the physical distances throughout all the possible paths in the graph
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from ¢ to j. Again, when w;; = 1 Vi # j, i.e., in the particular case of an
unweighted graph, d;; reduces to the minimum number of edges traversed to
get from i to j. The matrix of the shortest path lengths [d;;] is therefore
calculated by using the information contained both in matrix [a;;] and in
matrix [w;;] (for example, by using Dijkstra’s algorithm (O(N?log N)). It is
supposed that every vertex sends information along the network through its
edges and that the efficiency ¢;; in the communication between vertices ¢ and
Jj is inversely proportional to the shortest distance: €;; = 1/d;; V4, j. This is a
reasonable approximation in general, but sometimes other relationships might
be used, especially when justified by a more specific knowledge about the
system. By assuming €;; = 1/d;;, when there is no path in the graph between
¢ and j the shortest path length between them is d;; = oo and consistently
€;j = 0. Consequently, the average efficiency of the graph can be defined as
[112]
Zi;ﬁj €ij 1 1

E= NN T NN 2 (14)

If the graph is undirected, i.e., there is no associated direction with the links,
both [w;;] and [d;;] are symmetric matrices and therefore the quantity £ can

be defined simply by using only half of the matrix as

2 1
E N(N—l);dij'
Anyway the more general definition (1.4) allows to easily apply the presented
formalism to directed graphs as well.

Formula (1.4) gives a value of E that can vary in the range [0,00]. It
would be more practical to have E normalized to be in the interval [0,1]. E
can be normalized by considering the ideal case in which the graph has all
the N(N — 1)/2 possible edges. In such a case the information is propagated
in the most efficient way and E assumes its maximum value. The efficiency
FE considered in the following is always normalized: 0 < E < 1. Though the

maximum value E = 1 is typically reached only when there is an edge between
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each couple of vertices (in networks in which the triangular inequality holds),

real networks can nevertheless assume high values of F.

One of the advantages of the efficiency-based formalism is that a single
measure, the efficiency E (instead of the two different measures L and C used
in the Watts Strogatz (WS) formalism) is sufficient to define the small-world
behavior. In fact, on one hand, the quantity defined in (1.4) can be evaluated
as it is for the whole graph to characterize the global efficiency of the graph;
in this case, it is denoted by Egy .. Being the efficiency in communication
between two generic vertices, Fg,, plays a role similar to the inverse of the
characteristic path length L. In fact, L is the mean of d;;, while Eg is the
average of 1/d;;, i.e., the inverse of the harmonic mean of [d;;]. Nowadays the
harmonic mean finds extensive applications in a variety of different fields: in
particular it is used to calculate the average performance of computer systems
[86, 112], parallel processors [57] and communication devices (for example,
modems and Ethernets [59]). In all such cases, where a mean flow-rate of
information has to be computed, the simple arithmetic mean gives the wrong
result. In some cases 1/L gives a good approximation of Egyep, although Egjop
is the real variable to be considered to characterize the efficiency of a system
transporting information in parallel. In the particular case of a disconnected
graph the difference between the two quantities is evident because L = oo

while Eg,, is a finite number.

On the other hand the same measure, the efficiency, can be evaluated for
any subgraph of the graph and therefore it can be used also to characterize the
local properties of the graph itself. In the WS formalism it is not possible to
use the characteristic path length for quantifying both the global and the local
properties of the graph simply because L cannot be calculated locally, most
of the subgraphs of the neighbors of a generic vertex ¢ being disconnected.
Since E is defined also for a disconnected graph, it is possible to characterize
the local properties of the graph by evaluating for each vertex i the efficiency

of the subgraph of the neighbors of i. The local efficiency Ej,. is defined as
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the average of the IV values obtained in this way. Here, for each vertex i, the
normalization factor is the the efficiency of the ideal case in which the subgraph
has all the k;(k; — 1)/2 possible edges, where k; is the number of neighbors of
vertex 1. Ej,. plays a role similar to the clustering coefficient C': since vertex
i does not belong to the relative subgraph, the local efficiency Fj,. tells how
much the system is fault tolerant, thus how efficient is the communication
between the first neighbors of ¢ when i is removed. This concept of fault
tolerance is different from that adopted in [11, 29, 33], where the authors
consider the response of the entire network to the removal of a node i. Here
the response of the subgraph of first neighbors of i to the removal of i is
considered.

A new, generalizing, definition of small world can be introduced, built in
terms of the characteristics of information flow at global and local level: a
small-world network is a network with high Eg,, and Ej,, i.e., very efficient
both in global and local communication [74]. This definition is valid both for
unweighted and for weighted graphs, and can also be applied to disconnected

graphs and/or non-sparse graphs.

1.3.4 Comparison between Eyq, Fj,c and L, C

In [74] the authors also study the correspondence between their measures and
the quantities L and C defined in [126] (or, correspondingly, 1/L and C).
The fundamental difference is that 1/L measures the efficiency of a sequential
system, that is to say, of a system where there is only one packet of information
going along the network. On the other hand, E,, measures the efficiency for
parallel systems, where all the nodes in the network concurrently exchange
packets of information. This can explain why L works reasonably: it can
be seen that 1/L is a reasonable approximation of Ey,, when there are not
huge differences among the distances in the graph, and so considering just
one packet in the system is more or less equivalent to the case where multiple

packets are present. This is the case for all the networks presented in [126],



1.3. Properties of networks 29

and this effect is strengthened even more by the fact that the topology only is

considered.

Having explained why L behaves relatively well in some case, it is also
worth noticing that, like every approximation, it fails to properly deal with all
cases. For example, the sequentiality of the measure 1/L explains why many
limitations have to be introduced, like connectedness, that are present just in
order to make the formulas valid. Consider the limit case where a node is
isolated from the system. In the case of a neural network, this corresponds for
example to the death of a neuron. In this case, 1/L drops to zero (L = o),
which is of course not the overall efficiency of the system: in fact, the brain
continues to work, as all the other neurons continue to exchange information;
only, the efficiency is just slightly diminished, as now there is one neuron less

and, correctly, this is properly taken into account using Egjop.

Even without dropping the connectedness assumption, another example
can show how in the limit case, the approximation given by 1/L diverges
from the real efficiency measure. Fig. 1.11 shows the addition of a new node
to the Internet (which already had N nodes), with efficiency ¢, that can be
seen as the speed of the connection. This happens every time the Internet
is augmented with a new computer and every time a computer is turned on.
A situation like this occurs daily in the order of the millions. How does it
globally affect the Internet, according to L and Egy.,? It can be proved that
L augments by approximately m This means that if for any reason, the
connection speed is particularly slow (or becomes such, for example due to a
congestion, or the computer gets low in resources), L of the whole Internet
is heavily affected and can rapidly become enormous. Even, whenever the
computer blocks (or it is shut down), L diverges to infinity (like, so to say, if the
Internet had collapsed). On the other hand, the efficiency Egp, has a relative
decrement of approximately NLH, which means that in practice, as IV is quite

large, the particular behavior of the new computer affects the Internet in a

negligible way. Summing up, having one or few computers with an extremely
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Figure 1.11: A new computer is attached to the Internet (which already had
N nodes) with a connection represented by a small efficiency . Having one
(or few) computer with an extremely slow connection, does not mean that the
whole Internet diminishes by far its efficiency: in practice, the presence of such
slow computer goes unnoticed, because the other thousands of computers are
exchanging packets among them in a very efficient way. L fails to properly
capture the global behavior of systems like the Internet, unlike Eg,, that
perfectly matches the observed behavior [74].
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slow connection, does not mean that the whole Internet diminishes by far
its efficiency: in practice, the presence of such few very slow computers goes
unnoticed, because the other thousands of computers are exchanging packets
among them in a very efficient way. Therefore, L fails to properly capture
the global behavior of systems like the Internet (1/L would give a number
very close to zero, because it measures the average efficiency in case a single
packet is active through the Internet), unlike Eg0p, that perfectly matches the
observed behavior.

The crucial point here is the following: all the networks considered in [126]
to justify the definition of small worlds (and, in fact, most of the networks that
model complex systems) are parallel systems, where all the nodes interact in
parallel (Internet, World Wide Web, social networks, neural systems and so
on). With this assumption, Eg., measures the real efficiency of the system,
and 1/L is just a first rough approximation, as it deals with the sequential
case only. As for C' and Ej,., it can be shown that C, in the case of undirected
topological graphs, is always a reasonable approximation of Ej,.. Therefore,
the seemingly ad hoc nature of C' in the WS formalism now finds a new
meaning in the general notion of efficiency. There are not two different kinds of
properties to consider when analyzing a network on the local and on the global
scale, but just one unifying concept: the efficiency to transport information

[74].

1.3.5 The cost of a network

An important variable to take into account, especially when weighted networks
are considered and when different real systems have to be analyzed and com-
pared, is the cost of a network. In fact, the efficiency of a graph is expected
to be higher as the number of edges in the graph increases. As a counterpart,
in any real network there is a price to pay for number and length (weight) of
edges. In particular the ‘short cuts’, i.e., the rewired edges that produce the

rapid drop of L and the onset of the small-world behavior in the WS model
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(Sec. 1.3.2), connect at no cost vertices that would otherwise be much farther
apart.

It is therefore crucial to consider weighted networks and to define a variable
to quantify the cost of a network. In order to do so, in [74] the authors define

the cost of a graph as:

> iz @ij V(wij)

Cost =
Zi;ﬁj ¥ (wis)

(1.5)

Here, v is the so-called cost evaluator function, which calculates the cost
needed to build up a connection with a given length. Of course, v could
be equivalently defined on efficiencies rather than distances (so, indicating in
a sense the cost to set up a communication channel with the given efficiency).
The cost of the ideal graph (in which all the possible edges are present) is
already included in the denominator of this definition. Because of such a
normalization, the v function needs only to be defined up to a multiplicative
constant, and the quantity Cost is defined in the interval [0, 1], assuming the
maximum value 1 for the ideal graph, i.e., when all the edges are present in the
graph. Denoting by K the number of edges in the graph, in the case of an un-
weighted graph (for example, the WS model) Cost reduces to the normalized
number of edges 2K /(N(N — 1)).

Unless otherwise specified, in the following it is assumed that « is defined
as the identity function: «y(x) = z. In fact, such a cost evaluator works for
unweighted networks and also for most of the real networks, those where the
cost of a connection is proportional to its length (to the Euclidean distance,
for example): in all such cases the definition of the cost reduces to Cost =
(Dizj @ijwij) /(3225 wij). A different definition of the cost evaluator function
will be used instead when networks with multiple edges are represented as
weighted graphs (for example in the weighted C. elegans and in the weighted
movie actors).

With the formalism based on the two efficiencies Ego, and Ej,., and on

the variable Cost, all defined in the range from 0 to 1, it is possible to study
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in an unified way unweighted (topological) and weighted networks. Therefore,
the following key notion can be defined: a network is called economic if it has
a low Cost; then, an economic small world is a network having high Eg,, and

Ejoe, and low Cost (i.e., both economic and small-world) [74].

1.3.6 The economic small-world behavior

It is now possible to illustrate the three quantities Eg.p, Ejo. and Cost at work
in some practical examples. Starting from the original WS model (Sec. 1.3.2),
and proceeding with different models, it will be shown how these three quanti-
ties behave in a dynamic environment where the network changes, have some
nontrivial interaction among each other, and give birth to small worlds [74].

Throughout the models and all the real networks presented here and in
the next section, the matrix [d;;] is computed by using two different meth-
ods: the Floyd-Warshall algorithm (O(N?)) [51] and the Dijkstra’s algorithm
(O(N?10g(N)) [35].

Model 1 (the WS model) is a procedure to construct a family of unweighted
networks with a fixed cost. Model 2 is a way to construct unweighted networks,
this time with increasing cost. Model 3 and model 4 are two examples of
weighted networks. In particular in model 4 the length of the edge connecting
two nodes is the Euclidean distance between the nodes.

Model 1) The original WS model is unweighted (topological): this means
it is possible to set w;; = 1 Vi # j, and the quantities d;; reduce to the
minimum number of edges to get from ¢ to j. The dynamic changes of the
network consist in rewirings: since the weight is the same for all edges, also
for rewired edges, this means that the Cost (that is proportional to the total
number of edges K) does not change with the rewiring probability p.

Fig. 1.12 refers to a regular lattice with N = 1000 and three different
values of k (kK = 6,10,20), corresponding to networks with different (low)
cost (respectively Cost = 0.006,0.01,0.02); the efficiencies Ego, and Ej,. are

reported as functions of p. For p = 0 the system is expected to be inefficient on
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Figure 1.12: Global and local efficiency for model 1 (the WS model), the class
of topological graphs considered by Watts and Strogatz. A regular lattice
with N = 1000 and k edges per node is rewired with probability p. The
logarithmic horizontal scale is used to resolve the rapid increase in Egy,, due
to the presence of short cuts and corresponding to the onset of the small
world. During this increase, Ej,. remains large and almost equal to the value
for the regular lattice. Small worlds have high Fg,, and Ej,.. Three different
values k = 6, 10,20 corresponding respectively to Cost = 0.006,0.01,0.02 are
considered. Here and in the following figures the efficiency and the cost are

dimensionless quantities normalized to the values of the ideal graph [74].
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a global scale (an analytical estimate gives Egop ~ k/N log(N/K)), but locally
efficient. The situation is inverted for random graphs. In fact, for example in
the case & = 20, at p = 1 Eg, assumes a maximum value of 0.4, meaning
40% of the efficiency of the ideal graph with an edge between each couple
of vertices. This happens at the expenses of the fault tolerance (Ej,. ~ 0).
The (economic) small-world behavior appears for intermediate values of p. It
results from the fast increase of F,;, caused by the introduction of only a few
rewired edges (short cuts), which on the other hand do not affect Ej,.. For
the case k = 20, at p ~ 0.1 Eyop has almost reached the maximum value of
0.4, though Ej,. has only diminished by very little from the maximum value
of 0.82.

For such an unweighted case the description in terms of network efficiency

is similar to that given by Watts and Strogatz. In Fig. 1.13 it is shown that if
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Figure 1.13: Model 1 (the WS model). A regular lattice with NV = 1000 and
k = 10 edges per node is rewired with probability p. Reporting the quantities
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respectively to % and % [74].

as functions of p, the two curves show a behavior similar

the quantities 1/Ey05(p) and Ej,.(p) are reported, and a normalization sim-
ilar to that adopted by Watts and Strogatz is used, i.e., Egop(0)/Egiop(p)
and Ejoe(p)/Eioc(0), curves with qualitatively the same behavior of the curves
L(p)/L(0) and C(p)/C(0) are obtained (compare with Fig. 1.9).
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Model 2) The above model has proved successful in order to produce
small worlds, i.e., networks with high E ., and high Ej,.. However, if that
is the goal, then there are much simpler procedures that can output a small
world, even starting from an arbitrary configuration. For example, Fig. 1.14

refers to a model where, starting from a configuration with NV = 100 nodes and
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Figure 1.14: Model 2. A network is created by adding links randomly to an
initial configuration with N = 100 nodes and no links. Eg, and Ej,. are
plotted as functions of the C'ost. The identity curve Cost is also reported to

help the reader since a logarithmic horizontal scale is used [74].

no links, new links are added randomly, until a completely connected network
is obtained. This model is unweighted as model 1. Contrarily to the case of
model 1, the network changes by adding links, then the cost is not a fixed
quantity but varies in a monotonic way, increasing every time a new link is
added. For Cost ~ 0.5 — 0.6, a small-world network with Fg,, = Ejo. = 0.8 is
obtained. So, if this trivial method manages to produce small worlds, why is
it so hard to find many small worlds like these in nature? The obvious answer
is that here, a small world is obtained at the expense of the cost: with rich
resources (high cost), the small-world behavior always appears. In fact, in
the limit of the completely connected network (Cost = 1), Egop = Ejoe = 1.
But what also matters in nature is economy of a network, and in fact a trivial

technique like this fails to produce economic small worlds.
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The relationship of the variable cost with respect to the other two variables
is not that trivial. Even in the very simple and rigid “monotonic” setting
dictated by this model, an interesting behavior of the variables Eg,, and Ej,.
as functions of C'ost can be observed. In particular, Ej,. rapidly rises when
the cost increases from 0.1 to 0.2. This means that moving from Cost = 0.1 to
Cost = 0.2, the local efficiency of the network can be increased from Ej,. = 0.1
to Ejpe = 0.6. A network with 60% of the efficiency of the ideal network both
on a global and local scale is therefore obtained, with only 20% of the cost: this
is an example of an economic small-world network. The observed effect has an
higher probability to happen in the mid-area in between the areas of low cost
and high cost, and it is a first sign that complex interactions do occur, but
not with very low cost or with very high cost (where economic small worlds

cannot be found).

Model 3) In this third model, features of the previous models 1 and 2
are combined: rewiring as in model 1, monotonic increase of the cost as in
model 2. So, while in model 1 the short cuts connect at no cost (because
w;j = 1 Vi # j) vertices that would otherwise be much farther apart (which is
a rather unrealistic assumption for real networks), in this model each rewiring

has a cost.

In Fig. 1.15 a random rewiring, in which the length of each rewired edge
is set to change from 1 to 3, is implemented. Note that this model, unlike the
previous two, is weighted. The figure shows that the small-world behavior is
still present even when the length of the rewired edges is larger than the orig-
inal one. For p around the value 0.1, Ey,, has almost reached the maximum
value 0.18 (18% of the global efficiency of the ideal graph with all couples of
nodes directly connected with edges of length equal to 1) while Ej,. has not
changed too much from the maximum value 0.8 (assumed at p = 0). The only
difference with respect to model 1 is that the behavior of Ey,y, is not simply
monotonic increasing. Of course in this model the variable Cost increases with

p. It is interesting to notice that the curve Cost as a function of p, plotted in
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Figure 1.15: The three quantities Eg.p, Ejo. and C'ost are reported as functions
of p in model 3. Starting with a regular lattice with N = 1000 and k& = 10, the
same rewiring procedure as in the WS model is implemented, with the only
difference that the length of the rewired edge is set to change from the value 1

to the value 3. The economic small-world behavior shows up for p ~ 0.1 [74].
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the bottom of the figure, is specular to the curve Ej,. as a function of p. This
means that in the small-world situation, the network is also economic, in fact
the Cost stays very close to the minimum possible value (assumed of course
in the regular case p = 0).

The robustness of the obtained results has been checked by increasing even
more the length of the rewired edges. Therefore, this model shows that to some
extent, the structure of a network plays a relevant role in the economy. Also,
note that in this more complex (weighted) model, the behaviors of Ej,. and
Eg10p become more complex as well: now, Eg,, is not a monotonic function of
the cost any more, and Fj,. is monotonic, but decreasing. So, the introduction
of the weighted model further shows how the relative behavior of the three
variables Egiop, Ejoe and Cost is far from simple.

Model 4) This example is builded on model 3, grounding it more in reality
using a real geometry, in order to further investigate whether the above effects
can also appear in real networks which are not just mathematical possibilities.
In this weighted model, the length of the edge connecting two nodes is the
Euclidean distance between the nodes. The nodes can be placed with different
geometries. Here the case in which the N nodes are placed on a circle, as in
the WS model, is considered. Now the geometry is important because the
physical distance between nodes i and j (i,j = 1,...,N) is defined as the
FEuclidean distance between ¢ and j. In the case of nodes on a circle,

in(|i — j|m/N
- S
In this formula, the length of the edge between two neighbors is set to be
equal to 1, i.e., w;; = 1 when |i — j| = 1. The radius of the circle is then
R =1/2 sin(n/2)/sin(w/N).

Fig. 1.16 shows the results obtained by implementing a rewiring procedure
similar to that considered in the previous models. The only difference with
respect to the previous case is that now it is not possible to start from a
lattice with N = 1000, & = 10. Such a network, in fact, when considered
with the metrics in (1.6) would have K = 5000 edges and a too high global
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Figure 1.16: The three quantities Egjop, Ejo. and Cost are reported as func-
tions of p in model 4. Starting with a regular lattice with N = 1000 and a
total number of edges K = 1507, the rewiring procedure with probability p is

implemented. The economic small-world behavior shows up for p ~ 0.02—0.04
[74].
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efficiency, about 99% of the ideal graph. On the other hand, considering as a
starting network a lattice with k = 2 would affect the local efficiency. Then the
procedure is as follows. A regular network with N = 1000 and k = 6 is created
and then 50% of the 3000 edges are randomly eliminated to decrease the global
efficiency: in the random realization reported in figure K = 1507 edges are left.
At this point, the usual rewiring process can be implemented on this network.
For p ~ 0.02 — 0.04, Egp has almost reached its maximum value 0.62 while
Ejoc has not changed much from the maximum value 0.2 (assumed at p = 0).
As in model 3, the behavior of gy is not simply monotonic decreasing and
as in model 3 the small-world network is also an economic network, i.e., the
Cost stays very close to the minimum possible value (assumed of course for
p=0).

So, this model and model 3 suggest that the economic small-world behavior
is not only an effect of the topological abstraction but can also be found in
all the weighted networks where the physical distance is important and the
rewiring has a cost (and show how intricate the relative behavior of Egop, Ejoe

and Cost can be).

1.3.7 Efficiency and cost of real-world networks

With the formalism based on the three quantities Fg.,, Ejo. and Cost, all
defined in the range from 0 to 1, it is possible to study in a unified way un-
weighted (topological) and weighted networks, also considering some empirical

examples. In [74] the authors present a study of:

1. Neural networks (two examples of networks of cortico-cortical connec-
tions and an example of a nervous system at the level of connections

between neurons);
2. Social networks (the collaboration network of movie actors);
3. Communication networks (the World Wide Web and the Internet);

4. Transportation systems (the Boston urban transportation systems).
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Neural networks

The brain is the most complex and fascinating information transportation
system. Its staggering complexity is the evolutionary result of adaptivity,
functionality and economy. The brain complexity is already reflected in the
complexity of its structure [69]. Of course neural structures can be studied
at several levels of scale. In fact, thanks to recent experiments, a wealth of
neuroanatomical data ranging from the fine structure of connectivity between
single neurons to pathways linking different areas of the cerebral cortex is
now available. The authors focus first on the analysis of the neuroanatomical
structure of cerebral cortex and then on a simple nervous system at the level

of wirings between neurons.

1) Networks of cortico-cortical connections. The anatomical connec-
tions between cortical areas and groups of cortical neurons are of particular
importance because they are considered to have an intricate relationship with

the functional connectivity of the cerebral cortex [114].

Two databases of cortico-cortical connections in the macaque and in the
cat are analyzed [105]. The databases consist of the wiring diagrams of the
two systems and there is no information about the weights associated with the
links: therefore, these systems will be studied as unweighted networks. The
macaque database contains N = 69 cortical areas and K = 413 connections
([130], cortical parcellation after [50], except auditory areas which follow [97]).
The cat database has instead N = 55 cortical areas (including hippocampus,
amygdala, entorhinal cortex and subiculum) and K = 564 connections (revised
database and cortical parcellation from [106]).

The results in the first two lines of Table 1.2 indicate that the two networks
are economic small worlds: they have high global efficiency (respectively 52%
and 69% of the efficiency of the ideal graph) and high local efficiency (70%
and 83% of the ideal graph), i.e., high fault tolerance [110] with only 18%
and 38% of the wirings. Moreover, Eg, is similar to the value for random

graphs, while Fj,. is larger than Efjcndom. These results indicate that in neural
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Table 1.2: The macaque and cat cortico-cortical connections [105] are two
unweighted networks with respectively N = 69 and N = 55 nodes, K =
413 and K = 564 connections. Global efficiency, local efficiency and cost
are reported in the first two lines of the table. The results are compared
with the efficiency of random graphs. The random graphs used as a null
model are created by distributing the K connections between randomly chosen
couples of nodes [23]. The estimated E;”%})dom and E7anom are averages over
several realizations. The nervous system of C. elegans is better described by
a weighted network: the network consists of N = 282 nodes and K = 2462
edges which can be of two different kinds, either synaptic connections or gap
junctions. In the third line of the table the result for the C. elegans considered
as unweighted (to compare with cortico-cortical networks) is reported, while
in the fourth line the weights are considered. All these systems are examples

of economic small worlds [74].

Unweighted:  Egop Erandom @, Ef(fcndom Cost

glob
Macaque 0.52  0.57 0.70 0.35 0.18
Cat 0.69 0.69 0.83 0.67 0.38
C. elegans 0.46  0.48 0.47 0.12 0.06

Weighted: Ego, Ejoe Cost
C. elegans 0.35 0.34 0.18
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cortex each region is intermingled with the others and has grown following a
perfect balance between cost, local necessities (fault tolerance) and wide-scope

interactions.

2) A network of connections between neurons. As a second example,
the neural network of C. elegans is considered; it is the only case of a nervous
system completely mapped at the level of neurons and chemical synapses [127].
The database studied here is the same considered by Watts and Strogatz and

is taken from [1].

As already discussed in Sec. 1.3.3, the nervous system of C. elegans is better
described by a weighted network. In fact, the C. elegans is a multiple edges
system, i.e., there can be more than one edge (up to 72 edges) between the same
couple of nodes 7 and j. The presence of multiple edges can be expressed in the
weighted networks formalism described in Sec. 1.3.3 by considering a simple
but weighted graph, and setting w;; equal to the inverse of the number of edges
between ¢ and j. In this way, a weighted network consisting of N = 282 nodes
and K = 2462 edges is obtained (an edge i — j is defined by the presence of
at least one synaptic connection or gap junction). Doing this choice to weight
the system implies to define appropriately the cost evaluator function v (which
cannot be the identity any more): the correct choice is to set y(z) = 1/z, that
is to say, the cost of a connection is the number of synaptic connections and

gap junctions that make it.

In order to compare the C. elegans with the two cortico-cortical connec-
tions networks, it is first considered as an unweighted network neglecting the
information contained in [w;;] (as if w;; = 1 Vi # j). Similarly to the two
cortico-cortical connections networks, the unweighted C. elegans is also an
economic small-world network. The third line of Table 1.2 shows that with a
relative low cost (6% of the wirings), C. elegans achieves about 50% of both
the global and local efficiency of the ideal graph (see also the comparison with
the random graph). Moreover, the value of Egyy, is similar to Ej,.. This is

a difference from cortex databases, where fault tolerance is slightly privileged
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with respect to global communication.

Finally, the C. elegans can be considered in all its completeness, i.e., as a
weighted graph. Of course in this case the random graph does not give any
more the best approximation for Ey.,. Nevertheless the values of Egiop, Eoc
and Cost have a meaning by themselves, being normalized to the case of the
ideal graph. The fourth line of Table 1.2 shows that the C. elegans is also an
economic small world when considered as a weighted network with about 35%
of the global and local efficiency of the ideal graph, obtained with a cost of
18%. It is interesting to notice that, as in the unweighted case, the system has
similar values of Eg,, and Ej,. (that is, it behaves globally in the same way
as it behaves locally).

The connectivity structure of the three neural networks studied reflects
a long evolutionary process driven by the need to maximize global efficiency
and to develop a robust response to defect failure (fault tolerance). All this at
a relatively low cost, i.e., with a small number of edges, or with a minimum

amount of the length of the wirings.

Social networks

As an example of social networks, in [74] the authors study the collaboration
network of movie actors extracted from the Internet Movie Database, as of
July 1999. The graph considered has N = 277336 nodes and K = 8721428
edges, and is not a connected graph.

The approach of Watts and Strogatz cannot be applied directly and they
have to restrict their analysis to the giant connected component of the graph
[126]. Here the authors apply their small-world analysis directly to the whole
graph, without any restriction. Moreover, the unweighted case only provides
whether actors participated in some movie together, or if they did not at all.

Of course, in reality there are instead various degrees of correlation: two
actors that have done ten movies together are in a much stricter relation rather

than two actors that have acted together only once. As in the case of the C.
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elegans, this different degree of friendship can be better shaped by using a
weighted network: the distance w;; between two actors ¢ and j is set as the

inverse of the number of movies they did together.

As in the case of the C. elegans, together with this choice to weight the
system, the cost evaluator function « has to be defined appropriately: the cor-
rect choice is (again) to set y(z) = 1/x, that is to say, the cost of a connection

between two persons is the number of movies they did together.

The numerical values in Table 1.3 indicate that both the unweighted and

Table 1.3: The collaboration network of movie actors (extracted from the
Internet Movie Database, http://www.imdb.com) can be described by an un-
weighted or a weighted graph with N = 277336 nodes and K = 8721428
edges [74].

Unweighted: — Egiop Eglz%dom Ejoe E[O‘Z”dom Cost
Movie actors 0.37 0.41 0.67 0.00026 0.0002

Weighted: Egop  Eoe Cost
Movie actors 0.29 0.52 0.0005

the weighted network show the economic small-world phenomenon. In both
cases, cost comes out as a leading principle: this is due somehow to physical
limitations, as it is not easy for actors to perform in a huge number of movies,
and for most of them their career is in any case limited in time, while the

database spans all the temporal age.

Of course other social systems can be studied by means of this formalism:
for example, the collaboration network of physicists [87, 88], the collaboration
network of Marvel comics characters [8], or some other databases of social

communities [14, 52].
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Communication networks

Communication networks are ubiquitous nowadays: the so-called “information
society” heavily relies on such networks to rapidly exchange information in a
distributed fashion, all over the world.

In [74] the authors consider the two most important large-scale commu-
nication networks present nowadays: the World Wide Web and the Internet.
Note that despite these two networks are often confused and identified, they
are fundamentally different: the World Wide Web (WWW) network is based
on information abstraction, via the fundamental concept of URI (Uniform Re-
source Identifier); so, it is not a physical structure, but an abstract structure.
On the other hand, the Internet is a physical communication network, where
each link and node have a physical representation in space. So, despite these
two communication networks share lot of commonalities (last but not least,
the fact the WWW essentially relies on the Internet structure to work), they
are bottom-down deeply different: one network (WWW) is purely conceptual,
the other one (the Internet) is physical.

The authors have studied a database of the World Wide Web with N =
325729 documents and K = 1090108 links, and a network of Internet with
N = 6474 nodes and K = 12572 links. Both networks are considered as
unweighted graphs.

Table 1.4 reports the result of the efficiency-cost analysis of the two net-
works. They have relatively high values of Eg,, (slightly smaller than the best
possible values obtained for random graphs) and Ej,., together with a very
small cost: therefore, both of them are economic small worlds.

Observe that interestingly, despite the WWW is a virtual network and the
Internet is a physical network, at a global scale they transport information
essentially in the same way (as their Egqp’s are almost equal). At a local scale,
the larger Ej,. in the WWW case can be explained both by the tendency in
the WWW to create Web communities (where pages talking about the same
subject tend to link to each other), and by the fact that many pages within
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Table 1.4: Communication networks. Data on the World Wide Web
from http://www.nd.edu/ networks contains N = 325729 documents
and K = 1090108 links [10], while the Internet database is taken from
http://moat.nlanr.net and has N = 6474 nodes and K = 12572 links.
Both systems are studied as unweighted graphs and are examples of economic
small worlds [74].

Eyiob E;fggdom Ejpe  EJonem Cost
WWW  0.28 0.28 0.36  0.000001 0.00002
Internet 0.29  0.30 0.26  0.0005 0.006

the same site are often quickly connected to each other by some root or menu
page.

As far as the cost is concerned, it is striking to notice how economic these
networks are (for example, compare these data with the corresponding ones
for the cases of neural networks). This clearly indicates that economy is a

fundamental construction principle of the Internet and of the WWW.

Transportation networks

Another example of man-made networks are the transportation networks. As
a paradigmatic example of a system belonging to this class, in [74] the authors
consider the Boston public transportation system. Another transportation
network is the network of airplane and highway connections throughout the
world.

The Boston subway transportation system (MBTA) is the oldest subway
system in the US (the first electric streetcar line in Boston, which is now part
of the MBTA Green Line, began operation on January 1, 1889) and consists
of N = 124 stations and K = 124 tunnels (connecting couples of stations)
extending throughout Boston and the other cities of the Massachusetts Bay.

As some of the previous databases, this is another example of a network bet-



1.3. Properties of networks 49

ter described by a weighted graph: in this case the matrix [wy;] is given by
the Euclidean distance between ¢ and j, i.e., by the geographical distances
between stations. In this sense the MBTA is a weighted network more similar
to the electrical power grid of the western United States than to weighted
networks representing multiple edges systems like the neural network of the
C. elegans or the network of film actors. In fact, in the case of the MBTA
the quantities w;; satisfy the triangle inequality and the definition of the ideal
graph is straightforward since the spatial distance w;; between stations 7 and
j is perfectly defined, independently from the existence or not of the edge
i — j. In particular the matrix [w;;] has been calculated by using information
databases from the MBTA, from the Geographic Data Technology (GDT)
and the US National Mapping Division. The authors first study the system in
the unweighted approximation, illustrating how in this case L and C' do not
work, and they must use the efficiency-based formalism; they finally study the
efficiency of the MBTA in its completeness, as a weighted network [72, 73].

In the unweighted network approximation the information contained in
[wij] is not used (as if wy; = 1 Vi # j). Now, consider for example L:
applying to the MBTA the WS formalism presented in Sec. 1.3.2, valid for
unweighted (topological) networks, gives L = 15.55 (an average of 15 steps, or
15 stations to connect 2 generic stations). And now, to decide if the MBTA is
a small world the obtained L has to be compared with the respective values
for a random graph with the same N and K. But considering random graphs
gives rise to disconnected graphs and L = oco. So, it is not possible to draw
any conclusion. On the other hand, the same unweighted network can be
perfectly studied by using the efficiency formalism of Sec. 1.3.3. The problem
of the divergence of L is here avoided, because when there is no path in the
graph between ¢ and j, d;; = oo and consistently ¢;; = 0. The results are
reported in the first line of Table 1.5 and compared with the values obtained
for the random graph with same number of N and K (as said before, in the

unweighted case, the random graph provides the best value of Eyp). It is
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Table 1.5: The MBTA can be considered as a network of N = 124 nodes
and K = 124 links. The MBTA is first studied as an unweighted network
and then as a weighted network. Finally the weighted network consisting in
the underground transportation system plus the bus transportation system is
considered as a more complete transportation system. The matrix [w;;] has
been calculated by using databases from the MBTA (http://www.mbta.com)
and the US National Mapping Division [74].

Unweighted:  Egp, Ergndom [y, Erendom  Cogt

glob loc
MBTA 0.10 0.14 0.006 0.015 0.016
Weighted: Egop  Eioe Cost
MBTA 0.63 0.03 0.002

MBTA + bus 0.72 0.46 0.004

easy to see that the unweighted network is not a small world because the Ej,.

should be much larger than E7%"4°™ and is instead smaller than FJandom,

The second line of Table 1.5 reports the results for the weighted case, i.e.,
the case in which the link characteristics (lengths in this case) are properly
taken into account, and not flattened into their topological abstraction. As a
main difference from the unweighted case considered before, in a weighted case
the random graph does not give the estimate of the highest global efficiency. In
any case the quantities Fy, and Ej,. have a meaning by themselves because
of the adopted normalization: the numbers show MBTA is a very efficient
transportation system on a global scale but not at the local level. In fact,
Egi0p = 0.63 means that MBTA is only 37% less efficient than the ideal subway
with a direct tunnel from each station to the others. On the other hand,
Ej,. = 0.03 indicates a poor local efficiency: differently from a neural network
or from a social system, the MBTA is not fault tolerant and a damage in a
station will dramatically affect the efficiency in the connection between the

previous and the next station.
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To understand better the difference with respect to the other systems pre-
viously considered, few general considerations about the variable Cost and
the rationales in the construction principles have to be made. As said before,
in general the efficiency of a graph increases with the number of edges. As
a counterpart, in any real network there is a price to pay for number and
length (weight) of edges. The cost of the weighted MBTA is Cost = 0.002,
a value much smaller than those obtained for example for the three neural
networks considered, respectively Cost = 0.18, 0.38, 0.06 — 0.07. This means
that MBTA achieves the 63% of the efficiency of the ideal subway with a cost
of only the 0.2%. The price to pay for such low-cost high global efficiency
is the lack of fault tolerance. The difference with respect to neural networks
comes from different needs and priorities in the construction and evolution

mechanism.

A neural network is the result of perfect balance between global and local
efficiency. On the other hand, when a subway system has to be built, the
priority is given to the achievement of global efficiency at a relatively low cost,
and not to fault tolerance. In fact, a temporary problem in a station can be
solved in an economic way by other means: for example, walking, or taking
a bus from the previous to the next station. That is to say, the MBTA is
not a closed system: it can be considered, after all, as a subgraph of a wider
transportation network. This property is very often so understood that it
is not even noted (consider, for example, the case of the brains), but it is
nevertheless of fundamental importance for the analysis of a system: while
global efficiency is without doubt the major characteristic, it is closure that
somehow leads a system to have high local efficiency (without alternatives,

there should be high fault tolerance).

The MBTA is not a closed system, and thus this explains why, unlike in
the case of neural networks, fault tolerance is not a critical issue. Changing
the MBTA network to take into account, for example, the bus system, indeed,

this extended transportation system comes back to be an economic small-
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world network. In fact, the numbers in the third line of Table 1.5 indicate
that the extended transportation system achieves high global but also high
local efficiency (Egop = 0.72, Ejo. = 0.43), at a still low price (Cost has
only increased from 0.002 to 0.004). Qualitatively similar results have been

obtained for other underground systems.

Transportation systems can, of course, also be analyzed at different scales:
a similar analysis on a wider transportation system, consisting of all the main
airplane and highway connections throughout the world, shows a small-world
behavior. This can be explained by the fact that in such a system almost all the
reasonable transportation alternatives available at that scale are considered.
In this way the system is closed, i.e., there are no other reasonable routing
alternatives, and so fault tolerance comes back, after the cost, as a leading

construction principle.

1.3.8 Degree distributions

As said in Sec. 1.1, the degree of a vertex in a network is the number of edges
incident on (i.e., connected to) that vertex. Denoting by pj the fraction of
vertices in the network having degree k, i.e., the probability that a vertex
chosen uniformly at random has degree k, the degree distribution for the
network is the histogram of the degrees of vertices. In a random graph of
the type studied by Erdés and Rényi [45, 46, 47|, each edge is present or
absent with equal probability, and hence the degree distribution is binomial,
or Poisson in the limit of large graph size. Real-world networks are mostly
found to be very unlike the random graph in their degree distributions. Far
from having a Poisson distribution, the degrees of the vertices in most networks
are highly right-skewed, meaning that their distribution has a long right tail

of values that are far above the mean.

An alternative way of presenting degree data is to make a plot of the
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cumulative distribution function

[e.9]
Pe=> pw,
K=k

which is the probability that the degree is greater than or equal to k. Fig. 1.17
shows cumulative distributions of degree for a number of the networks de-
scribed in Sec. 1.2: it is easy to see that the distributions are indeed all
right-skewed. In particular, of these networks, three of them, (c), (d) and
(f), appear to have power-law degree distributions, as indicated by their ap-
proximately straight-line forms on the doubly logarithmic scales, and one (b)
has a power-law tail but deviates markedly from power-law behavior for small
degree. Network (e) has an exponential degree distribution (note the log-
linear scales used in this panel) and network (a) appears to have a truncated
power-law degree distribution of some type, or possibly two separate power-
law regimes with different exponents. Many of them follow power laws in
their tails: pi ~ k™ for some constant exponent «e. Note that such power-law
distributions show up as power laws in the cumulative distributions also, but

with exponent o — 1 rather than a:
o0
Py, ~ Z B k—(a—l) )
K=k

Some of the other distributions have exponential tails: py ~ e */%. These also

give exponentials in the cumulative distribution, but with the same exponent:
[e.e]
Py, ~ Z e—k’/n ~ e—k/ﬁ )
K=k

This makes power-law and exponential distributions particularly easy to spot
experimentally, by plotting the corresponding cumulative distributions on log-
arithmic scales (for power laws) or semi-logarithmic scales (for exponentials).

For other types of networks degree distributions can be more complicated.
For bipartite graphs (Sec. 1.1), for instance, there are two degree distribu-

tions, one for each type of vertex. For directed graphs each vertex has both an
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Figure 1.17: Cumulative degree distributions for six different networks. The
horizontal axis for each panel is vertex degree k (or in-degree for the citation
and Web networks, which are directed) and the vertical axis is the cumulative
probability distribution of degrees, i.e., the fraction of vertices that have degree
greater than or equal to k. The networks shown are: (a) the collaboration
network of mathematicians [53]; (b) citations between 1981 and 1997 to all
papers cataloged by the Institute for Scientific Information [103]; (c¢) a 300
million vertex subset of the World Wide Web, circa 1999 [24]; (d) the Internet
at the level of autonomous systems, April 1999 [26]; (e) the power grid of
the western United States [126]; (f) the interaction network of proteins in the

metabolism of the yeast S. Cerevisiae [61].
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in-degree and an out-degree, and the degree distribution therefore becomes a
function pj;, of two variables, representing the fraction of vertices that simul-
taneously have in-degree j and out-degree k. In empirical studies of directed
graphs like the Web, researchers have usually given only the individual dis-
tributions of in- and out-degree [10, 21, 24], i.e., the distributions derived by
summing p;i over one or other of its indices. This however discards much
of the information present in the joint distribution. It has been found that
in- and out-degrees are quite strongly correlated in some networks [94], which
suggests that there is more to be gleaned from the joint distribution than is

normally appreciated.

1.3.9 Network resilience

Related to degree distributions is the property of resilience of networks to
the removal of their vertices, which has been the subject of a good deal of
attention in the literature. Most of the considered networks rely for their
function on their connectivity, i.e., the existence of paths leading between pairs
of vertices. If vertices are removed from a network, the typical length of these
paths will increase, and ultimately vertex pairs will become disconnected and
communication between them through the network will become impossible.
Networks vary in their level of resilience to such vertex removal.

There are also a variety of different ways in which vertices can be re-
moved and different networks show varying degrees of resilience to these also.
For example, one could remove vertices at random from a network, or one
could target some specific class of vertices, such as those with the highest de-
grees. Network resilience is of particular importance in epidemiology, where
“removal” of vertices in a contact network might correspond for example to
vaccination of individuals against a disease. Because vaccination not only pre-
vents the vaccinated individuals from catching the disease but may also destroy
paths between other individuals by which the disease might have spread, it

can have a wider reaching effect than one might at first think, and careful
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consideration of the efficacy of different vaccination strategies could lead to
substantial advantages for public health.

Recent interest in network resilience has been sparked by the work of Albert
et al. [11], who studied the effect of vertex deletion in two example networks,
a 6000-vertex network representing the topology of the Internet at the level of
autonomous systems, and a 326 000-page subset of the World Wide Web. Both
of the Internet and the Web have been observed to have degree distributions
that are approximately power-law in form. The authors measured average
vertex-vertex distances as a function of number of vertices removed, both for
random removal and for progressive removal of the vertices with the highest
degrees.

Fig. 1.18 shows their results for the Internet. They found for both networks
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Figure 1.18: Mean vertex-vertex distance on a graph representation of the
Internet at the autonomous system level, as vertices are removed one by one.
If vertices are removed in random order (squares), distance increases only very
slightly, but if they are removed in order of their degrees, starting with the
highest degree vertices (circles), then distance increases sharply. After Albert

et al. [11].

that distance was almost entirely unaffected by random vertex removal, i.e.,
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the networks studied were highly resilient to this type of removal. This is
intuitively reasonable, since most of the vertices in these networks have low
degree and therefore lie on few paths between others; thus their removal rarely
affects communications substantially. On the other hand, when removal is
targeted at the highest degree vertices, it is found to have devastating effect.
Mean vertex-vertex distance increases very sharply with the fraction of vertices
removed, and typically only a few percent of vertices need be removed before
essentially all communication through the network is destroyed. Albert et al.
expressed their results in terms of failure or sabotage of network nodes. The
Internet (and the Web) they suggest, is highly resilient against the random
failure of vertices in the network, but highly vulnerable to deliberate attack

on its highest degree vertices.

Similar results to those of Albert et al. were found independently by Broder
et al. [24] for a much larger subset of the Web graph. Interestingly, however,
Broder et al. gave an entirely opposite interpretation of their results. They
found that in order to destroy connectivity in the Web one has to remove all
vertices with degree greater than five, which seems like a drastic attack on the
network, given that some vertices have degrees in the thousands. They thus
concluded that the network was very resilient against targeted attack. In fact,
however, there is not such a conflict between these results as at first appears.
Because of the highly skewed degree distribution of the Web, the fraction of

vertices with degree greater than five is only a small fraction of all vertices.

Following these studies, many authors have looked into the question of
resilience for other networks. In general the picture seems to be consistent
with that seen in the Internet and Web. Most networks are robust against
random vertex removal but considerably less robust to targeted removal of the
highest degree vertices. Jeong et al. [61] have looked at metabolic networks,
Dunne et al. [42, 43] at food webs, Newman et al. [94] at email networks,
and a variety of authors at resilience of model networks [11, 25, 29, 30, 55].

A particularly thorough study of the resilience of both real-world and model
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networks has been conducted by Holme et al. [55], who looked not only at
vertex removal but also at removal of edges, and considered some additional
strategies for selecting vertices based on so-called “betweenness” or “load”.
The edge (node) load is the number of shortest paths (over all pairs of nodes
of the network) passing through the edge (node) [34, 92]. In [34] the authors
use the global efficiency [72] to evaluate how well a system works before and

after the removal of a set of nodes.

1.3.10 Network navigation

Stanley Milgram’s famous small-world experiment (Sec. 1.2), in which letters
were passed from person to person in an attempt to get them to a desired
target individual, showed that there exist short paths through social networks
between apparently distant individuals. However, there is another conclusion
that can be drawn from this experiment which Milgram apparently failed to
notice; it was pointed out in 2000 by Kleinberg [67, 68]. Milgram’s results
demonstrate that there exist short paths in the network, but they also demon-
strate that ordinary people are good at finding them. This is, upon reflection,
perhaps an even more surprising result than the existence of the paths in the
first place. The participants in Milgram’s study had no special knowledge of
the network connecting them to the target person. Most people know only
who their friends are and perhaps a few of their friends’ friends. Nonetheless
it proved possible to get a message to a distant target in only a small number
of steps. This indicates that there is something quite special about the struc-
ture of the network. On a random graph for instance, as Kleinberg pointed
out, short paths between vertices exist but no one would be able to find them
given only the kind of information that people have in realistic situations. If it
were possible to construct artificial networks that were easy to navigate in the
same way that social networks appear to be, it has been suggested they could
be used to build efficient database structures or better peer-to-peer computer

networks [3, 4, 125].
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1.4 Random graphs

In a series of seminal papers in the 1950s and 1960s, Paul Erd6s and Alfréd
Rényi proposed and studied one of the earliest theoretical models of a network,
the random graph [45, 46, 47]. This minimal model consists of N nodes or
vertices, joined by links or edges which are placed between pairs of vertices

chosen uniformly at random (Fig. 1.19). Erd6s and Rényi gave a number of

Figure 1.19: (a) A schematic representation of a random graph, the circles
representing vertices and the lines edges. (b) A directed random graph, i.e.,

one in which each edge runs in only one direction [95].

versions of their model. The most commonly studied is the one denoted G,
in which each possible edge between two vertices is present with independent
probability p, and absent with probability 1 — p. Technically, in fact, Gy, is
the ensemble of graphs of N vertices in which each graph appears with the
probability appropriate to its number of edges: for a graph with N vertices
and K edges this probability is p’ (1 — p)Emes=K where K nap = %N(N —1).

Often one wishes to express properties of Gy, not in terms of p but in
terms of the average degree z of a vertex. The average number of edges on the
graph as a whole is %N (N — 1)p, and the average number of ends of edges is

twice this, since each edge has two ends. So the average degree of a vertex is

N(N -1

where the last approximate equality is good for large N. Thus, once N is
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known, any property that can be expressed in terms of p can also be expressed

in terms of z.

The Erdés—Rényi (ER) random graph has a number of desirable properties
as a model of a network. In particular it is found that many of its ensemble
average properties can be calculated exactly in the limit of large N [23, 60].
For example, one interesting feature, which was demonstrated in the original
papers by Erdos and Rényi, is that the model shows a phase transition with
increasing z at which a giant component forms. A component is a subset of
vertices in the graph each of which is reachable from the others by some path
through the network. For small values of z, when there are few edges in the
graph, it is not surprising to find that most vertices are disconnected from
one another, and components are small, having an average size that remains
constant as the graph becomes large. However, there is a critical value of z
above which the one largest component in the graph contains a finite fraction
S of the total number of vertices, i.e., its size N.S scales linearly with the
size of the whole graph. This largest component is the giant component. In
general there will be other components in addition to the giant component,
but these are still small, having an average size that remains constant as the
graph grows larger. The phase transition at which the giant component forms

occurs precisely at z = 1.

The formation of a giant component in the random graph is reminiscent
of the behavior of many real-world networks. One can imagine loose-knit net-
works for which there are so few edges that, presumably, the network has no
giant component, and all vertices are connected to only a few others. The
social network in which pairs of people are connected if they have had a con-
versation within the last 60 seconds, for example, is probably so sparse that it
has no giant component. The network in which people are connected if they
have ever had a conversation, on the other hand, is very densely connected

and certainly has a giant component.

Random graphs have been employed extensively as models of real-world
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networks of various types, particularly in epidemiology. The passage of a
disease through a community depends strongly on the pattern of contacts
between those infected with the disease and those susceptible to it. This pat-
tern can be depicted as a network, with individuals represented by vertices
and contacts capable of transmitting the disease by edges. The large class
of epidemiological models known as susceptible/infectious/recovered (or SIR)
models [15, 71, 104] makes frequent use of the so-called fully mixed approxi-
mation, which is the assumption that contacts are random and uncorrelated,

i.e., that they form a random graph.

However, the random graph differs from real-world networks in some funda-
mental ways also. Two differences in particular have been noted in the recent
literature [9, 115]. First, as pointed out by Watts and Strogatz [124, 126]
real-world networks show strong clustering or network transitivity, where ER
model does not. A network is said to show clustering if the probability of two
vertices being connected by an edge is higher when the vertices in question
have a common neighbor. That is, there is another vertex in the network to
which they are both attached. As described in Sec. 1.3.2, Watts and Strogatz
measured this clustering by defining a clustering coefficient C', which is the
average probability that two neighbors of a given vertex are also neighbors of

one another.

In many real-world networks the clustering coefficient is found to have a
high value, anywhere from a few percent to 50 percent or even more. In the
ER random graph, on the other hand, the probabilities of vertex pairs being
connected by edges are by definition independent, so that there is no greater
probability of two vertices being connected if they have a mutual neighbor than
if they do not. This means that the clustering coefficient for a random graph is
simply C' = p, or equivalently C' ~ z/N. In Table 1.6, clustering coefficients for
a number of real-world networks are compared with their values on a random
graph with the same number of vertices and edges. The graphs listed in the

table are:
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Table 1.6: Number of vertices N, mean degree z and clustering coefficient C

for a number of different networks [91].

clustering coefficient C

network N z | measured random graph
Internet (autonomous systems) [98] 6374 3.8 0.24 0.00060
World Wide Web (sites) [2] 153127 352 | 0.11 0.00023
power grid (sites) [126] 4941 2.7 | 0.080 0.00054
biology collaborations [87] 1520251  15.5 | 0.081 0.000010
mathematics collaborations [90] 253339 3.90.15 0.000015
film actor collaborations [95] 449913 113.4 | 0.20 0.00025
company directors [95] 7673 14.4 ] 0.59 0.0019
word co-occurrence [58] 460902 70.1 | 0.44 0.00015
neural network [126] 282 14.0]0.28 0.049
metabolic network [49] 315 283 | 0.59 0.090
food web [84] 134 8.7 1 0.22 0.065
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e Internet: a graph of the fibre optic connections that comprise the In-
ternet, at the level of so-called “autonomous systems”. Examples of
autonomous systems might be the computers at a company, a univer-

sity, or an Internet service provider.

e World Wide Web: a graph of sites on the World Wide Web in which
edges represent “hyperlinks” connecting one site to another. A site in
this case means a collection of pages residing on a server with a given
name. Although hyperlinks are directional, their direction has been

ignored in this calculation of the clustering coefficient.

e Power grid: a graph of the Western States electricity transmission grid
in the United States. Vertices represent stations and substations; edges

represent transmission lines.

e Biology collaborations: a graph of collaborations between researchers
working in biology and medicine. A collaboration between two scientists
is defined in this case as coauthorship of a paper that was catalogued in

the Medline bibliographic database between 1995 and 1999 inclusive.

e Mathematics collaborations: a similar collaboration graph for mathe-

maticians, derived from the archives of Mathematical Reviews.

e Film actor collaborations: a graph of collaborations between film ac-
tors, where a collaboration means that the two actors in question have
appeared in a film together. The data are from the Internet Movie

Database.

e Company directors: a collaboration graph of the directors of compa-
nies in the Fortune 1000 for 1999. (The Fortune 1000 is the 1000 US
companies with the highest revenues during the year in question.) Col-
laboration in this case means that two directors served on the board of

a Fortune 1000 company together.
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Word co-occurrences: a graph in which the vertices represent words in
the English language, and an edge signifies that the vertices it connects

frequently occur in adjacent positions in sentences.
Neural network: a graph of the neural network of the worm C. Elegans.

Metabolic network: a graph of interactions forming a part of the energy
generation and small building block synthesis metabolism of the bac-
terium E. Coli. Vertices represent substrates and products, and edges

represent interactions.

Food web: the food web of predator-prey interactions between species in
Ythan Estuary, a marine estuary near Aberdeen, Scotland. Like the links
in the World Wide Web graph, the directed nature of the interactions
in this food web have been neglected for the purposes of calculating the

clustering coefficient.

As the table shows, the agreement between the clustering coefficients in the

real networks and in the corresponding random graphs is not good. The real

and theoretical figures differ by as much as four orders of magnitude in some

cases. Clearly, the random graph does a poor job of capturing this particular

property of networks.

A second way in which random graphs differ from their real-world coun-

terparts is in their degree distributions, a point which has been emphasized

particularly in [10, 20]. The probability px that a vertex in an ER random

graph has degree exactly k is given by the binomial distribution:

N -1 e
pk=< N >p’“(1—p)N =k

In the limit where N > kz, this becomes

zke_

k'

z

Pr =

which is the well-known Poisson distribution. Both binomial and Poisson dis-

tributions are strongly peaked about the mean z, and have a large-k tail that
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decays rapidly as 1/k!. These predictions can be compared with the degree
distributions of real networks by constructing histograms of the degrees of ver-
tices in the real networks. Some examples, taken from the networks described
above, are shown in Fig. 1.20. As the figure shows, in most cases the degree
distribution of the real network is very different from the Poisson distribution.
Many of the networks, including Internet and World Wide Web graphs, ap-
pear to have power-law degree distributions [10, 24, 48], which means that a
small but non-negligible fraction of the vertices in these networks have very
large degree. This behavior is quite unlike the rapidly decaying Poisson de-
gree distribution and can have profound effects on the behavior of the network.
Other networks, particularly the collaboration graphs, appear to have power-
law degree distributions with an exponential cutoff at high degree [14, 87, 89],
while others still, such as the graph of company directors, seem to have degree
distributions with a purely exponential tail [95]. The power grid of Table 1.6
is another example of a network that has an exponential degree distribution
[14].

The random graph reproduces well one of the principal features of real-
world networks discussed in Sec. 1.3, namely the small-world effect. The mean
number of neighbors a distance d away from a vertex in a random graph is 2,
and hence the value of d needed to encompass the entire network is z ~ N.
Thus a typical distance through the network is L = log N/ log z, which satisfies

the definition of the small-world effect given in Sec. 1.3.1.

It is possible to generalize the ER random graph to mimic the clustering
and degree properties of real-world networks. In the last few years, an elegant
body of theory for the correction of the degree distribution has been devel-
oped. There exist also methods that allow to introduce clustering into random
graphs; however, work on this latter problem is significantly less far advanced
than work on degree distributions (at present, only a few preliminary results
have been obtained). Whether these results can be extended, and how, are

open questions.
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Figure 1.20: Measured degree distributions for a number of different networks.

(a) Physical connections between autonomous systems on the Internet, circa
1997 [48]. (b) A 200 million page subset of the World Wide Web, circa 1999
[24]. The figure shows the out-degree of pages, i.e., numbers of links point-

ing from those pages to other pages. (c¢) Collaborations between biomedical

scientists and between mathematicians [87, 90]. (d) Collaborations of film ac-

tors [14]. (e) Co-occurrence of words in the English language [58]. (f) Board

membership of directors of Fortune 1000 companies for year 1999 [95].
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1.5 Scale-free networks

Networks with power-law degree distributions have been the focus of a great
deal of attention in the literature [9, 40, 115]. They are sometimes referred to
as scale-free networks [20], although it is only their degree distributions that
are scale-free; one can and usually does have scales present in other network
properties. The earliest published example of a scale-free network is probably
Price’s network of citations between scientific papers [37]. He quoted a value
of a = 2.5 to 3 for the exponent of his network. In a later paper he quoted a
more accurate figure of @ = 3.04 [38]. He also found a power-law distribution
for the out-degree of the network (number of bibliography entries in each
paper), although later work has called this into question [120]. More recently,
power-law degree distributions have been observed in a host of other networks,
including notably other citation networks [103, 108], the World Wide Web
[10, 21, 24], the Internet [26, 48, 121], metabolic networks [61, 62], telephone
call graphs [5, 6] and the network of human sexual contacts [63, 78]. The
degree distributions of some of these networks are shown in Fig. 1.17.

Other common functional forms for the degree distribution are exponen-
tials, such as those seen in the power grid [14] and railway networks [109],
and power laws with exponential cutoffs, such as those seen in the network of
movie actors [14] and some collaboration networks [89].

In [20] the authors show that a common property of many large networks is
that the vertex degrees follow a scale-free power-law distribution. This feature

was found to be a consequence of two generic mechanisms:
1. Networks expand continuously by the addition of new vertices;

2. New vertices attach preferentially to sites that are already well connected

(the “rich-get-richer” phenomenon).

A model based on these two ingredients reproduces the observed stationary

scale-free distributions, which indicates that the development of large networks
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is governed by robust self-organizing phenomena that go beyond the partic-
ulars of the individual systems. Exploring several large databases describing
the topology of large networks that span fields as diverse as the WWW or
citation patterns in science, the authors show that, independent of the sys-
tem and the identity of its constituents, the probability py that a vertex in
the network interacts with k other vertices decays as a power law, following
pr ~ k~7. This result indicates that large networks self-organize into a scale-
free state, a feature unpredicted by all existing random network models. To
explain the origin of this scale invariance, they show that existing network
models fail to incorporate growth and preferential attachment, two key fea-
tures of real networks. Using a model incorporating these two ingredients, the
authors show that they are responsible for the power-law scaling observed in
real networks. Moreover, the authors also argue that these ingredients play
an easily identifiable and important role in the formation of many complex

systems.

A common feature of the ER and WS models is that the probability of
finding a high degree vertex (that is, with a large k) decreases exponentially
with k; thus, vertices with high degree are practically absent. In contrast, the
power-law tail characterizing p; for many real-world networks indicates that
high degree (large k) vertices have a large chance of occurring. There are two
generic aspects of real networks that are not incorporated in these models.
First, both models assume that one starts with a fixed number N of vertices
that are then randomly connected (ER model), or reconnected (WS model),
without modifying N. In contrast, most real-world networks are open and
they form by the continuous addition of new vertices to the system, thus the
number of vertices N increases throughout the lifetime of the network. For
example, the actor network grows by the addition of new actors to the system,
the WWW grows exponentially over time by the addition of new Web pages
[75, 76] and the research literature constantly grows by the publication of new

papers. Consequently, a common feature of these systems is that the network
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continuously expands by the addition of new vertices that are connected to

the vertices already present in the system.

Second, the random network models assume that the probability that two
vertices are connected is random and uniform. In contrast, most real networks
exhibit preferential connectivity. For example, a new actor is most likely to
be cast in a supporting role with more established and better-known actors.
Consequently, the probability that a new actor will be cast with an established
one is much higher than that the new actor will be cast with other less-known
actors. Similarly, a newly created Web page will be more likely to include
links to well-known popular documents with already-high connectivity, and a
new manuscript is more likely to cite a well-known and thus much-cited paper
than its less-cited and consequently less-known peer. These examples indicate
that the probability with which a new vertex connects to the existing vertices
is not uniform; there is a higher probability that it will be linked to a vertex

that already has a large number of connections.

Some networks evolve not only by adding new vertices but by adding
(and sometimes removing) connections between established vertices. Although
these and other system-specific features could modify the exponent ~, the
model proposed in [20] offers the first successful mechanism accounting for the
scale-invariant nature of real networks. Growth and preferential attachment
are mechanisms common to a number of complex systems, including business
networks [18], social networks (describing individuals or organizations), trans-
portation networks [19], etc. Scale-invariant state could be a generic property
of many complex networks. Possible scale-free features of genetic and signal-
ing networks, for example, could reflect the networks’ evolutionary history,
dominated by growth and aggregation of different constituents, leading from
simple molecules to complex organisms. Similar mechanisms could explain
the origin of the social and economic disparities governing competitive sys-
tems, because the scale-free inhomogeneities are the inevitable consequence of

self-organization due to the local decisions made by the individual vertices,
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based on information that is biased towards the more visible (richer) vertices,

irrespective of the nature and origin of this visibility.

1.6 A simulation tool for the analysis of complex

networks

A weighted random digraph is used as network model. The graph contains N
nodes; each edge is present with probability p and has weight wy, we or ws
with probability p.,, Pw, Or pw, respectively. The graph is represented by the
adjacency matrix [a;;] and the matrix of weights [w;;]; it is also assumed that
the graph cannot contain parallel edges nor self-loops. As for the cost evaluator
function, assuming that w;; represents the time a packet of information needs
to be transmitted from node i to node j along the link connecting them,
v(wij) = 1/w;;: the fastest links are also the most expensive ones. The
matrix of the shortest paths d;; is computed by using Dijkstra’s algorithm.
A source node is a vertex that has only outgoing edges, a sink node is a
vertex that has only incoming edges and an isolated node is a vertex that has no
edges at all. A directed graph is strongly connected if for each couple of vertices
i and j there exist at least a path from ¢ to j and at least a path from j toi. A
necessary (but not sufficient) condition for the strong connection property to
hold is that the graph has no source, sink or isolated vertices. If this property
does not hold, the strongly connected components are determined. A question
then arises as to which vertices play a fundamental role in graph connectivity.

The relevance of a node is evaluated using two different measures:

e The in- and out-degree of a node, i.e., the number of incoming and

outgoing edges respectively;

e The load of a node, i.e., the number of shortest paths — between all pairs

of nodes of the network — that pass through the node.

According to the nomenclature adopted in [34], failure is the removal of
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randomly selected nodes and attack is the targeted removal of the most im-
portant nodes (detected using one of the two previous quantities). In this
work, it is assumed that the network is only subject to failures and that the
probability of having two or more damaged nodes at the same time is negli-
gible. When a failure occurs, the efficiency of the resulting graph (containing
N — 1 nodes) is computed, so that it can be compared with the efficiency of
the graph before the failure occurred. It is clear that removing the vertex
with the highest load (and all its incoming and outgoing edges) could cause a
drastic efficiency reduction, eventually leading to the formation of two or more
components, making the communication between some pairs of nodes impos-

sible (Fig. 1.21). Similarly, one may be interested in determining the most

A T

Figure 1.21: The removal of node ¢ prevents the communication between the

nodes in the subgraph G and the nodes in the subgraph Gs.

important edges: removing the edge with the highest load may also cause a
large efficiency reduction, eventually leading to the formation of two or more
components, again making the communication between some pairs of nodes
difficult or even impossible.

Figs. 1.22-1.28 show the simulation results for a graph containing N =
100 nodes and characterized by the following probabilities: p = 0.1; py, =
0.6, pywy, = 0.3, pyy = 0.1, where w; = 1, wy = 2 and w3 = 3. Moreover, a
node failure occurs with probability 0.1. The statistical properties have been
computed considering ¢ = 100 realizations of the graph.

Fig. 1.22 shows the empirical values of p obtained in each realization of the
graph and its expected value. Fig. 1.23 is a synoptic picture providing several

information on graph topology. The legend for the y axis is:



72 Chapter 1. Introduction to complex networks

0.12

0.1151
0.11f o

L o o o
0.105 5 w © o

probability
o
[

o
0.09510 o oo

0.09} ©

O empirical values of p
0.085
expected value of p o

0.08 . . . .
0 20 40 60 80 100
realization

Figure 1.22: Empirical values of p obtained in each realization of the graph

and its expected value.

SCP: strong connection property (e holds, + does not hold)

SoN: source nodes (e none, + at least one)

SiN: sink nodes (e none, + at least one)

IsN: isolated nodes (e none, + at least one)

NF: node failures (e none, + a node failure occurred)

Fig. 1.23 allows to know if in a particular realization there were source nodes
and/or sink nodes and/or isolated nodes. In this case, for example, there were
20 realizations containing at least a source node, 24 realizations containing
at least a sink node and no realizations containing isolated nodes. It also
allows to find out if the graph was or not strongly connected and if a node
failure occurred; in particular, there were 38 realizations in which the graph
was not strongly connected and 13 node failures occurred. Fig. 1.24 completes
Fig. 1.23, providing further information such as the number of source, sink
and isolated nodes in each realization, respectively from top to bottom. In
this case, there were no isolated nodes and never more than two source/sink

nodes in each realization.
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Figure 1.23: A synoptic picture of graph topology.
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Figure 1.24: Number of source, sink and isolated nodes in each realization,

respectively from top to bottom.
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Figure 1.25: In-degree, out-degree and binomial probability distributions (pyin,

prout and py, respectively).

Fig. 1.25 shows the in-degree probability distribution (pyi» ), the out-degree
probability distribution (pgout) and the binomial distribution (pg): a generic
value pgin (Pgout) extracted from the in- (out-) degree distribution represents
the probability that a randomly chosen vertex has in- (out-) degree k" (k°%).
The resemblance between the three distributions appears evident from the
figure, as expected. The mean degree z (vertical dotted line) is also indicated,

along with its value.

Fig. 1.26a shows the joint probability distribution pj, i.e., the probability
to find a node with in-degree j and out-degree k. Fig. 1.26b contains the joint
probability binomial distribution, obtained assuming a binomial distribution
for both the in- and out- degree distributions. The resemblance with the

empirical distribution shown in Fig. 1.26a is quite evident.

Fig. 1.27a shows the node load distribution d,;, i.e., the probability to
find a node with a specified number of shortest paths passing through it.
This distribution is characterized by two “peaks”: the first one (~ 0.0162) is
the maximum value of the distribution and is centered in 0, the second one
(~ 0.0106) corresponds to a node load equal to 40. There are no vertices

having more than 482 shortest paths passing through them. Fig. 1.27b shows
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the edge load distribution d;, i.e., the probability to find an edge with a
certain number of shortest paths passing through it. Similarly to the node
load distribution, this distribution also presents two “peaks”: the first one
(~ 0.0162) is centered in 0, the second one (~ 0.0286) corresponds to an edge
load equal to 6 and is also the maximum value of the distribution. There are

no edges having more than 276 shortest paths passing through them.
Fig. 1.28 shows the shortest path distribution dsp, i.e., the probability with
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Figure 1.28: Shortest path distribution d, .

which two randomly chosen nodes are connected by a shortest path of a given
length. It is very likely to find shortest paths whose length is 3 or 4, while it is
very unlikely to find shortest paths of length greater than 6. Moreover, given
two randomly chosen nodes 7 and j, the probability with which there exists

no path from ¢ to j is 1 — 0.9898 = 0.0102.

Table 1.7 contains some statistical properties of the considered graph. The
diameter of the graph is the maximum number of edges in the shortest paths.
It is worth noting that, even if the probability of the graph being strongly
connected is 0.62 (since there were 38 realizations in which the graph was not
strongly connected), the probability that there is at least a path between two
randomly chosen nodes is 0.9898 and the probability that there is also at least
an inverse path is 0.9797.
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Table 1.7: Egop, Ejoc, Cost, diameter and other statistical properties of the

considered graph.

Number of node failures occurred 13
Global efficiency of the resulting graph after a node failure | 0.4264
Number of times the graph lost the strong connection

property after a node failure 1
Number of times the resulting graph

was strongly connected after a node failure 6
Probability with which two randomly chosen vertices

are connected by at least a path 0.9898
Probability with which two randomly chosen vertices are

connected by at least a path in both directions 0.9797
Diameter 6.1600
Egiob 0.4414
Ejoe 0.1079
Cost 0.0999
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1.7 Conclusions

The last few years have witnessed a tremendous activity devoted to the char-
acterization and understanding of networked systems. Indeed large complex
networks arise in a vast number of natural and artificial systems. Ecosys-
tems consist of species whose interdependency can be mapped into intricate
food webs. Social systems may be represented by graphs describing various
interactions among individuals. The Internet and the World Wide Web are
prototypical examples of self-organized networks emerging in the technological
world. Large infrastructures such as power grids and the air transportation
network are critical networked systems of our modern society. Finally, the
living cell is not an exception either, its organization and function being the
outcome of a complex web of interactions among genes, proteins and other
molecules.

For a long time all these systems have been considered as haphazard
set of points and connections, mathematically framed in the random graph
paradigm. This situation has radically changed in the last five years, dur-
ing which the study of complex networks has received a boost from the ever-
increasing availability of large data sets and the increasing computer power for
storage and manipulation. In particular, mapping projects of the World Wide
Web and the physical Internet offered the first chance to study the topology
of large complex networks. Gradually, other maps followed describing many
networks of practical interest in social science, critical infrastructures and bi-
ology. Researchers thus have started to have a systematic look at these large
data sets, searching for hidden regularities and patterns that can be considered
as manifestations of underlying laws governing the dynamics and evolution of
these complex systems. Indeed, when studying the structure of complex net-
works, one finds out that in spite of the apparent complexity and randomness
of the underlying systems, clear patterns and regularities emerge, which can
be expressed in mathematical and statistical fashion.

Specifically, many of these systems show the small-world property, which
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implies that in the network the average topological distance between the var-
ious nodes increases very slowly with the number of nodes (logarithmically or
even slower). A particularly important finding is the realization that many
networks are characterized by the statistical abundance of “hubs”, i.e., nodes
with a large number of connections to other elements. This feature has its
mathematical roots in the observation that the number of elements with &
links follows a power-law distribution, indicating the lack of any characteristic
scale. This has allowed the identification of the class of scale-free networks
whose topological features turn out to be extremely relevant in assessing the
physical properties of the system as a whole, such as its robustness to damages
or vulnerability to malicious attack.

The attempt to model and understand the origin of the observed topo-
logical properties of real networks has led to a radical change of perspective,
shifting the focus from static graphs, aiming to reproduce the structure of
the network in a certain moment, to modeling network evolution. This new
approach is the outcome of the realization that most complex networks are
the result of a growth process. As a result, networks are currently viewed as
dynamical systems that evolve through the subsequent addition and deletion
of vertices and edges. The set of dynamical rules defining these processes thus
outlines the dynamical theory required in order to understand the macroscopic
properties of networks. This methodology that is akin to the statistical physics
approach to complex phenomena appears as a revolutionary path in our un-
derstanding of networked systems and provides new techniques to approach
conceptual and practical problems in this field.

While in the past few years the advances in network research were truly
amazing, both in their impact on basic science and practical implications, they

have highlighted the incompleteness of our knowledge as well [12].
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Chapter 2

Identification of complex
networks by the method of

stages

In this chapter, a weighted directed random graph is used as network model.
The graph contains a fized number N of nodes and a variable number of edges:
in particular, each edge is present with probability p. Some statistical properties
(such as strong connection, global and local efficiency, cost, etc) are computed
and their reliance on probability p is studied. Some probability distributions
(such as shortest path, edge/node load) are also drawn and, by using the method
of stages, the best fitting curves are computed. Finally, the way as parameters
characterizing such curves change when p varies is investigated. The general
structure of the proposed fitting technique allows to model several aspects of
complex networks and makes possible its use in many different fields. For the
reader’s convenience, the introduction provides a short overview on complex
networks; moreover, the concepts of efficiency and cost of a network, illustrated
in Sec. 1.3.3 and Sec. 1.3.5 respectively, are briefly recalled. The content of
this chapter is based on [16].

81
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2.1 Introduction

A network can be mathematically represented by a graph [116] in which ver-
tices represent systems and edges represent the relationships between them.
A complex network [9, 13, 41, 74, 92] is a network involving a big number of
systems interacting each other.

Examples of real-world networks are the Internet, the World Wide Web,
the electrical power grid, social networks of acquaintance or other connections
between individuals, neural networks, metabolic networks, food webs, etc.
Most of these networks exhibit the so called small-world effect [126]: most
pairs of vertices are connected by a short path through the network. The small-
world effect was empirically observed in social systems by Stanley Milgram in
the 1960s [82, 119]. One of his famous experiments showed that there exist
short paths through social networks between apparently distant individuals.
Precisely, in this experiment letters passed from person to person were able
to reach a designated target individual in only six steps: thereof the popular
concept of the “six degrees of separation” [92]. It is clear that the small-world
effect strongly affects the dynamics of processes taking place on networks, such
as the flow of traffic on the Internet or the spread of a disease over a social
network [92].

A random graph [23, 45, 91, 113] consists of N nodes or vertices joined by
links or edges, each of which is present with probability p. It is characterized
by a binomial degree distribution and shows the small-world effect. Random
graphs have been employed extensively as models of real-world networks of
various types, particularly in epidemiology [71, 95, 104]. A number of real-
world networks, as for example the World Wide Web [10], collaborations of
scientists [89] and movie actors [126], have power-law degree distributions,
i.e., the degrees of the vertices are highly right-skewed. These networks are
sometimes referred to as scale-free networks [9, 20, 92]. Random graphs do
not show strong clustering or network transitivity (a network is said to show

clustering if the probability of two vertices being connected by an edge is higher
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when the vertices in question have a common neighbor [91]). The probabilities
of vertex pairs being connected by edges are by definition independent, so that
there is no greater probability of two vertices being connected if they have a
mutual neighbor than if they do not [91]. Random graphs can be generalized
to mimic the clustering and degree properties of real-world networks [83, 90,
91, 95].

In the present chapter, a generic network is represented by means of a
weighted directed random graph containing a fixed number N of nodes and a
variable number of edges, each of which is present with probability p. Some sta-
tistical properties (such as strong connection, global and local efficiency, cost,
etc) are computed and their reliance on probability p is studied. Some prob-
ability distributions (such as shortest path, edge/node load) are also drawn
and, by using the method of stages, the best fitting curves are computed. Fi-
nally, the way as parameters characterizing such curves change when p varies

is investigated.

For example, referring to a communication network, nodes can represent
systems and edges can represent communication channels through which sys-
tems exchange information. If this exchange is not always allowed to be bidi-
rectional, the network has to be represented by a directed graph (or digraph,
for short). Each channel is characterized by a particular delay whose value is
the weight of the corresponding edge in the graph. Therefore, a communica-

tion network can be effectively represented by a weighted random digraph.

The outline of this chapter is as follows. In Sec. 2.2, after introducing
the mathematical tools used for graph representation, the concepts of strong
connection, efficiency and cost of a network are illustrated. The meanings
of the shortest path distribution and edge/node load distributions are also
discussed. Sec. 2.3 describes the algorithm, based on the method of stages,
used to find the best fitting curves for the distributions previously introduced.
Sec. 2.4 presents a case study showing the experimental results of computer

simulations. Finally, Sec. 2.5 contains some concluding remarks.
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2.2 Description of the network properties that will

be computed in simulations

A weighted random digraph can be described by the adjacency matric A =
[a;j], whose generic element a;; is 1 if there exists a directed edge connecting
i to j and O otherwise, and the matriz of weights W = [w;;], whose generic
element w;; is the weight associated with the edge connecting 7 to j. The
weight of an edge in a directed graph is often thought of as its length and,
accordingly, the length of a path is just defined as the sum of the weights on
the relevant edges. It is assumed that the graph cannot contain parallel edges
nor self-loops. It is important to notice that if there exists a directed edge
connecting node ¢ to node j, it does not necessarily coincide with the shortest
path between them: in other words, in general w;; do not satisfy the triangle
inequality (w;; < wip 4+ wpj Vi, h,j). By using the information contained in
matrices A and W and applying Dijkstra’s algorithm [72, 88, 116], the matrix
D = [d;;] containing the lengths of the shortest paths between all pairs of
vertices is computed.

Referring to a communication network, if the efficiency of the channel
connecting node 7 to node j is defined to be inversely proportional to the time
an information packet needs for going from 4 to j, running along the shortest
path between them, that is, €;; = 1/d;;, the average efficiency of the graph
(1.4) can be defined as [72]

Zi;éj €ij 1 1

E= NNy NN 2

The global efficiency of the graph, Eqp, is obtained by dividing £ by the
efficiency of the complete graph, that is, the graph containing all the N (/N —1)
possible edges [72]: obviously, Eg lies in the range [0, 1].

It is also possible to compute the efficiency of the subgraph containing the
nodes having an incoming edge from a particular node of the graph and all the

edges between them. In order to get a value that lies in the range [0, 1], the
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efficiency is divided by the efficiency of the corresponding complete subgraph.
The local efficiency [72] is the average of the N values obtained in this way.
If a node has out-degree less than two, the efficiency of its subgraph is set to
Z€ro.

The cost of a network (1.5) is defined as [74]

> izg @i Y (Wig)

Cost =
Ziyﬁj ¥ (wij)

where y(w;;) is the cost associated with the edge whose initial and terminal
vertices are respectively ¢ and j. With reference again to a communication
network, it is reasonable to set y(wj;) = 1/w;;: the fastest links are also the
most expensive ones. Since the denominator of (1.5) is the cost of the complete
graph, Cost lies in the range [0, 1].

Another important graph property is the strong connection, that is, the
existence of directed paths between all pairs of vertices. A necessary (but not
sufficient) condition for the strong connection property to hold is the absence
of source, sink or isolated vertices. If this property does not hold, the strongly
connected components [116] are determined. By using the adjacency matrix,
it is easy to establish if the graph is strongly connected and also compute
the diameter of the corresponding unweighted digraph, that is, the number of
edges in the longest shortest path. The procedure is as follows. The matrix
Ay = A+ 1 is computed, where I is the identity matrix: if all the elements of
Aj are equal to one, then the graph is strongly connected and its diameter is
one (i.e., the graph is complete). Otherwise, if A; contains some zeros, flf is
computed and all the elements greater than zero are set to one, in order to get
a logical matrix Ay containing only zeros and ones. If all the elements of A
are equal to one, then the graph is strongly connected and its diameter is two;
if this is not the case, there are two possibilities: if Ay = A;, then the graph
is not strongly connected and its diameter is one, otherwise process goes on
computing A3 and the corresponding logical matrix A3, and so on. In order

to compute the diameter of the weighted digraph, firstly the shortest paths
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between all pairs of vertices (using, for example, Dijkstra’s algorithm) have to
be found and then the number of edges in each path has to be calculated: the
maximum of the values obtained in this way is the diameter of the graph.

The computation of some probability distributions allows to get a deeper
insight of the network. Three interesting probability distributions are based
on the concepts of shortest path and edge/node load (where edge (node) load
is the number of shortest paths passing through the edge (node) [34, 92]):

e The shortest path distribution dg,, that is, the probability with which
two randomly chosen nodes are separated by a shortest path of a given

length;

e The edge load distribution d.;, that is, the probability of having a certain

number of shortest paths passing through a generic edge;

e The node load distribution d,,;, that is, the probability of having a certain

number of shortest paths passing through a generic node.

These probability distributions could be usefully utilized, for example, in con-
gestion control problems or in more general problems concerning networked

control systems.

2.3 Distribution fitting with the method of stages

In the present section, the problem of finding the best fitting curve for a
given probability distribution is studied. The set ) = {yo,...,yr} contains
the values of the probability distribution, while 7 = {0,...,T} contains the
values of the independent discrete random variable (events associated with
values greater than 7' have probability 0 to happen). The goal is to find a
probability density function of the form

thfl

me—‘“ﬂ", (2.1)

.
frtke, .o kear, ... ap) = Zk‘haz
h=1
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where t € R, t > 0 is the continuous random variable and kp,an, € R, 0 <

krn <1,ap >0, (h=1,...,r) are parameters such that the least square error
T
er(kr, . ki, ar) = S (fo0) — e)?
i=0

is minimized and
-
> kn=1. (2.2)
h=1

Equivalently, for each value of r, the problem is to find the optimal parameters
kp and af (h =1,...,r) characterizing the best fitting curve f? and satisfying
constraint (2.2).

Eq. (2.1) represents the parallel-series connection shown in Fig. 2.1. The

Figure 2.1: Stage diagram relative to Eq. (2.1).

r(r+1)/2 stages are statistically independent of each other and the probability
density function of the stage ay, is ap e™%*! (h = 1,...,r). The series connec-
tion represents the sum of random variables, while the parallel connection
represents a choice: constraint (2.2) directly follows by one of the probability
axioms. The characteristic function related to the stage diagram of Fig. 2.1

(i.e., the Laplace transform of (2.1)) is [118]

S) = = : ahil
Fr( ) ['[fr(t)] };kh h(s+ah)h7

from which it is clear that constraint (2.2) is practically automatically satisfied
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if (2.1) is a very good interpolation of the probability distribution, since

F(0) = /OOO Ft)dt=1. (2.3)

In other words, the more (2.1) well fits the distribution, the better (2.2) is
satisfied (the value of the integral in (2.3) can be approximated by a Riemann
sum of (2.1) over the interval [0,7] with the partition induced by the set
7). This means that constraint (2.2) does not have to be considered in the
minimization problem; if the sum of the optimal coefficients kY, ..., k7 is not
exactly 1, they can be simply normalized by dividing each one by their sum,
without altering significantly in this way the error of the fitting process.

To verify how well the continuous random variable represents the discrete

one, its probability distribution
gr = L7 Fp(s) /] (2.4)

(where £~! stands for the inverse Laplace transform) can be compared with
the cumulative distribution of the discrete random variable.

The problem of finding the coefficients k7, ..., k? and af,...,a? that best
fit the probability distribution implies to solve a nonlinear data fitting prob-
lem. The complexity of the problem makes practically impossible to solve it
in a closed-form, thus a numerical procedure is adopted: more precisely, to
solve the nonlinear minimization problem the large-scale algorithm, based on
the interior-reflective Newton method [31, 32|, is used, with upper and lower
bounds on coefficients ki,...,k, and ai,...,a, (0 < kp < 1,ap, > 0, h =
1,...,r). The error function e, has in general many local minima, so there is
not any guarantee of reaching the global minimum starting from one particular
set of initial values for the coefficients k1,...,k, and aq,...,a,: the achieve-
ment of the best fitting curve depends on the algorithm chosen to compute the
optimal parameters. A simple way to increase the probability of reaching the
global minimum of the error function is to solve the nonlinear fitting problem

for a number m of different r-tuples of initial values of the coefficients. It is



2.3. Distribution fitting with the method of stages 89

important to remark that this approach does not guarantee to find the global
minimum, it just increases the probability of obtaining it.
Each r-tuple of initial values of coefficients a1, ..., a, is uniformly sampled

from the r-dimensional unit hypercube
A={(ar,a2,...,a;): 0<ap, <1, h=1,...,7},

while each r-tuple of initial values of coefficients k1, ..., k, is uniformly sam-

pled from the r-dimensional unit simplex

,

K={(ki kg, . )t 0<kp <1, kp=1}.

h=1

In particular, each r-tuple (k1, ..., k,) uniformly sampled from the r-dimensional
unit simplex is obtained normalizing r random samples chosen from an ex-
ponential distribution. These samples can be easily generated by using the
inversion method [39], that is, by sampling uniformly from [0, 1] and taking
minus natural logarithm of these values. Fig. 2.2 shows an example of uniform

sampling from the 3-dimensional unit simplex.

Figure 2.2: 10000 samples from the 3-dimensional unit simplex.

It is straightforward that the best fitting curve would be f.,, that is, the
function containing an infinite number of terms, and so the fitting process

would never stop. However, the goal is to find the best simplest model for the
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distribution, characterized by both small e, and 7; in other words, a trade-off
between complexity and accuracy has to be found. Actually the process can
stop when, after achieving a sufficiently small error e,, the addition of a new

term to f, causes a negligible or even equal to zero error reduction.

In order to guarantee the not-increasing trend of e, with respect to r,
one r-tuple of initial values of coefficients k1,..., k. and ay,...,a, is appro-
priately chosen: in particular, referring to the function f; containing i > 2
terms, (k7,...,k¢ 1,0) and (af,...,a? 4,0) are chosen as initial values of co-
efficients (k1,...,k;) and (a1,...,a;) respectively, where (k7,...,k? ;) and
(a3,...,af_;) are the optimal coefficients found for the function f;_;. In this
way, the inequality e; < e;_1 surely holds. For ¢ = 1,2, the choice of ini-
tial values is as follows. As for function fi, no particular initial value for
coefficients k; and a; is chosen: initial values of a; are randomly sampled
from the range [0, 1], while k; has to be equal to one to satisfy constraint
(2.2). As for fy, one pair of initial values is chosen in the following way:
(k1,k2) = (1,0), (a1,a2) = (a9,0), where a$ is the optimal coefficient found

for function fi.

For each value of r, the procedure used to compute the optimal parameters

?,..., k2 and a,...,a? can be summarized in the following steps:
(1) Choose one r-tuple of initial values for parameters ki,...,k, and
ai,...,a, so that the error e, does not increase as new terms are added to the

fitting function f, (i.e., e,41 < e;):
if r > 2, then set
(K1, skt = (KS, ..., kS 1,0)

1 o o
(a1,...,ar)" =(a$,...,a8_4,0)
where k9,...,k% ; and a9,...,a’_, are the optimal coefficients characterizin
1> y pq 1> .| p
o
7‘—1)

elseif r = 2, then set
(kla k2)1 = (1a 0)

<a17a2)1 = (a(fvo)



2.4. Case study: experimental results 91

(where af is the optimal coefficient characterizing f7)
else (r = 1) no particular initial value for coefficients k1 and a; has to be

chosen (simply choose a; randomly from the interval [0, 1] and set k; = 1);

(2) Choose m — 1 r-tuples of initial values for parameters ki, ..., k&, and
ai,...,a, sampling uniformly from X and A respectively:
(k1,.... k)% ... (k1,..., k)™ and (a1,...,a.)%,...,(a1,...,a.)™;

(3) For each pair of r-tuples of initial values, find the best fitting curve

by using the large-scale algorithm, based on the interior-reflective Newton

method, with upper and lower bounds on coefficients k1, ..., k. and aq,...,a,
(0<kp,<1,a,>0,h=1,...,7) and compute the relative error: el, ... em;
(4) Compute e, as min{el,...,e™} and hence the corresponding optimal

parameters k7, ..., k2 and af,...,ay characterizing f?.

2.4 Case study: experimental results

A weighted random digraph containing N = 550 nodes and a variable number
of edges, each of which is present with probability p, is considered. An edge
has weight w; = 1 with probability p,, = 0.6, we = 2 with probability
Pw, = 0.3 and ws = 3 with probability p,, = 0.1. By using the simulation
tool described in Sec. 1.6, some network properties will be investigated, with
p taking values in the set P = {0.02,0.03,...,0.1}. In order to perform such
statistical computations on the graph, a great quantity of data needs to be
gathered; to this end, for each value of p a number ¢ = 100 of realizations
of the graph are considered. In all these realizations, the graph turns out
to be always strongly connected, i.e., there exists at least a (directed) path
between every couple of nodes. The parameters characterizing the case study
are summarized in Table 2.1.

Fig. 2.3 shows how global and local efficiencies vary when p changes from
0.02 to 0.1. Global efficiency is always greater than local efficiency; more-

over, they are both increasing functions of p (as expected), but with different
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Table 2.1: Parameters characterizing the case study.

N =550
p € {0.02,0.03,...,0.1}
w1=1,w2=2,w3=3

Pw; = 0.6, Py = 0.3, Dyz = 0.1

q =100
0.7
0.6} o °
o
o
o
0.5+ o
o
0.44 B
o
03t 5
0.2+ o
01l E o Global efficiency | |
o o Local efficiency
o
0 . . . . . .
0.02 0.03 0.04 0.05 0.07 0.08 009 0.1

0.06
p

Figure 2.3: Global and local efficiencies.
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rates. Global efficiency increases faster at the beginning and tends to increase
slower as p gets closer to 0.1, while local efficiency seems to have three differ-
ent trends, increasing slowly for small values of p, faster and almost linearly
when p € {0.05,...,0.07} and slightly slower as p approaches 0.1. It is in-
teresting to notice the difference between global and local efficiencies when
p € {0.02,...,0.04}: global efficiency assumes high values, even getting close
to 0.5, while local efficiency increases very slowly and is always less than 0.1.
The graph characterized by p = 0.1 achieves both high global and local effi-
ciencies.

Fig. 2.4 shows how the diameter and cost of the graph change when p

assumes values in P. It is worthwhile to remark that, since the digraph is

Diameter Cost
6 . , . 0.11 w
0.1r q
55F f
0.09F o
0.08F o
5t ° f
0.07F o
4.5¢ 1 0.061 o
0.05F o
4 o o B
0.04F o
0.03F o
35t f
© 0.026

3 . . . . o o & 0.01 . . . . . . .
0.02 0.03 004 005 006 0.07 008 009 01 0.02 003 0.04 005 0.06 007 0.08 009 0.1
p p

Figure 2.4: Diameter and cost.

weighted, the computation of the diameter is based on the shortest paths
determined using Dijkstra’s algorithm. For each value of p, the diameter
is computed averaging the diameters of all the considered realizations. The
diameter decreases fast when p varies from 0.02 to 0.04, and remains about
unchanged from p = 0.07 onwards. The fact that the diameter is always less
than 6 is a clear evidence of the small-world effect, that is, the existence of
paths containing just few links between all pairs of vertices. As for the cost,

it is always approximately equal to p: this is due to the fact that, denoting by
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Yw, the cost of the edge whose weight is wj, and by pj, = ppy,, the probability

to find an edge of weight wy,, Eq. (1.5) can be rewritten as

3 3
D ohe1 PhYw, D he1 P Puwy Yoy
3

Cost = = 3
Zh:l Pwp, Ywy, Zh:l Pwp, Ywy,

The graph characterized by p = 0.02 is now considered. Fig. 2.5 contains
the shortest path distribution dgp: the i-th element of the distribution d, (%)
represents the probability of finding a shortest path whose length is equal to i.
It is very likely to find shortest paths of length 3 or 4, while it is very unlikely

Shortest path distribution dg,
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Figure 2.5: Shortest path distribution.

to find shortest paths of length greater than 5. The probability of finding
shortest paths having length 9 (or even greater) turned out to be zero. This
is again a clear evidence of the small-world effect: the length of the shortest
path containing the maximum possible number of edges (N —1), if all its edges
had unit weight (i.e., in the better case), would be N — 1 = 549, much greater
than the maximum length (8) found in the simulations.

Fig. 2.6 contains the edge load distribution d.; and the node load distri-
bution dy;: de(i) (dni(7)) is the probability of finding an edge (node) whose
load is ¢. Unlike the node load distribution, the edge load distribution is a

multimodal distribution, having more than one peak. Both d.; and d,,; could
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Figure 2.6: Edge and node load distributions.

be used in congestion control problems, giving information about the traffic
intensity on edges and nodes of the network.

The techniques explained in Sec. 2.3 are now used to find the best fitting
curves for d, and d,;, showing how error e, decreases or at least does not
increase as new terms are added to f, i.e., how e, is a not-increasing function
of r. For each value of r, a number m = 100 of r-tuples of initial values for
coefficients k1,...,k, and a1, ..., a, are considered.

Fig. 2.7 compares distribution d.; with the best fitting curves f7,..., fg;
the probability to find an edge whose load is greater than T' = 1367 is zero. It
is easy to see how the fitting function f? better approximates the distribution
de; as the number of terms r increases. In particular, if » > 5 it is actually
difficult to distinguish between original and fitted data, and this is confirmed
by Fig. 2.8: the fitting error eg is very small and slightly differs from e7 and eg,

thus function f§ could be a simple and quite good fitting model for distribution
dej.
As for distribution d,,;, Fig. 2.9 shows the comparison between original and
fitted data. The independent discrete random variable, that is, the node load,
assumes values in the range [0, 7], where T' = 5647. It is again evident how f?

gets closer to the distribution d,;; as the number of terms r increases. Fig. 2.8
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showing fitting error e, seems to suggest fg as a simple and quite good fitting

model for distribution d,,;.
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Figure 2.9: Comparison between d,,; and fitting functions f7,..., fg.

With reference to d,,;, in order to assess how well the continuous random
variable represents the discrete one, Fig. 2.10 shows the comparison between
the distribution g9 (Eq. (2.4))

95 = LTFY(s)/s] =

= k(1 — e ) + k5(1 — (1 + agt)e %)+
k

wWo =o

(2 - ((a§)2t2 +2+ 2a§t)e_a§t)

+
v |

and the cumulative distribution D,,; of the discrete random variable (D, (i) is
the probability of finding a node whose load is less than or equal to i). The
two distributions are very close to each other, thus the continuous random
variable effectively represents the discrete one.

Finally, with reference to both d.; and d,,;, Fig. 2.11 shows how parameter
af of f{ changes when p varies from 0.02 to 0.1. By fitting the parameter

values, it is possible to get a{ for all the values of p in the range [0.02,0.1].
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Figure 2.10: Comparison between the distribution g4 and the cumulative dis-

tribution D,,;.
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2.5 Conclusions

A weighted directed random graph was used as network model. Some proper-
ties, like global and local efficiency, diameter and cost of the graph were com-
puted and their reliance on probability p was investigated. A fitting procedure
based on the method of stages was presented and used to find the probability
density function that best fits an empirical distribution. An example showing
the effectiveness of the proposed method and the way as optimal parameters
rely on probability p was also illustrated. The general structure of the pro-
posed fitting technique allows to model several aspects of complex networks

and makes possible its use in many different fields.
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Chapter 3

Tracking control with time
delay compensation for linear
time invariant networked

control systems

The chapter deals with the tracking control problem of linear time invariant
(LTI) systems when the plant and the controller belong to the same network.
Time delays can degrade significantly the performance of a networked control
system, eventually leading to instability. The problem characterized by con-
stant and known network delays is analytically examined, showing how to con-
struct a plant state predictor in order to compensate the time delays between
the plant and the controller, so to allow the tracking of a reference signal.
Computer simulations illustrate the effectiveness of the proposed technique,
also when time delays slightly vary around a mean value. The content of this

chapter is based on [17].

101
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3.1 Introduction

Networked control systems (NCSs) are control systems whose control loop
is closed around a communication network. The systems are thus nodes of
the same network and all the information they exchange is subject to time
delays induced by the shared medium. Examples of NCSs can be found in
several fields, like for example automotive industry, teleautonomy, teleopera-
tion, robot formation and automated manufacturing systems [7]. The main
advantages of an NCS are reduced system wiring, ease of system diagnosis and
maintenance, and increased system agility. The drawback is the augmented
complexity of analysis and design of NCSs with respect to classical feedback
control systems [131].

The network-induced delay (plant-to-controller delay and controller-to-
plant delay), either constant or time-varying, can degrade the performance
of control systems designed without considering the delay and can even desta-
bilize the system [131]. Research involving distributed control over networks
has primarily focused on the development of protocols for network communi-
cations and on the design and analysis of network controllers, mostly utilizing
wired networks [100]. Two network types, token-passing bus (ControlNet) and
CAN bus (DeviceNet), are specifically designed as control networks, that is,
for frequent transmission of small data packets and guaranteed times of arrival
[77]. Another network type, Ethernet, is instead designed as a data network for
less frequent transmissions of large data packets at high data rates [77, 111].
General data networks are rapidly advancing to be the networks of choices
for many applications due to their flexibility and lower costs [27]. Recent
control methodologies for a closed-loop control system over a data network
are described in [117]. Wireless Ethernet (802.11) solutions have also been
investigated as control networks [79, 128, 129].

Several papers have focused on stability analysis of NCSs. In [122] the
network separates the sensor from the controller; stability is provided for two

scheduling methods, including try once discard (TOD) and a statically sched-
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uled arrangement. The authors introduce the notion of maximum allowable
transfer interval (MATI), and find that interval value under which stability is
guaranteed. In [131] the network is placed between the sensor and controller
and also between the controller and actuator; the allowable delay is obtained
analytically in the simplest case, while for more complex situations the range
of stable delays is found through simulation. Beyond the pure analysis of sta-
bility and performance of existing controllers, some work has focused on the
design of network controllers to address the expected communication delays
[22, 80].

The observer design used in this chapter is mainly inspired by the work
of Olbrot [96], in which it is shown that the observer problem for general
systems with delays can be reformulated so as to get an easier case without

output delays.

3.2 Problem statement and solution

A plant P and a controller G are linear time invariant (LTI) systems represent-

ing two nodes of the same network (Fig. 3.1). All signals they exchange are

Tpg

P Network G

Figure 3.1: Networked control system.

therefore subject to time delays: precisely, the plant-to-controller time delay
Tpg and the controller-to-plant time delay 74,. Both delays are assumed to
be known and constant, but not necessarily equal. The plant model has the

following state-space representation:

Pl - &(t) = Ax(t) + Bul(t), (3.1)

y(t) = Ca(t),

where £ € R™, u,y € R and A, B, C are real matrices of appropriate dimen-

sions. Due to the presence of the network, the plant output y(¢) does not
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coincide with the controller input (Fig. 3.2), which is given by

ug(t) = Ca(t — Tpg) - (3.2)

u!/(t) G Yy(t) qu u(t) P y(t) T;ng

Figure 3.2: Block scheme of the networked control system shown in Fig. 3.1.

Problem 1. Design of an output feedback control law such that the eigenvalues
of the closed-loop system have negative real part and the plant output y(t)
asymptotically tracks a given reference signal v(t), which is possibly generated
by a linear time invariant exosystem (with the eigenvalues having nonnegative

real part).

Without loss of generality, it is assumed that the zeros of the plant transfer
function and the eigenvalues of the exosystem dynamic matrix do not have
values in common.

If the pair (C, A) is detectable, it is possible to design an asymptotic plant

state observer whose dynamics is

;-

t)=(A—LO)&(t) + Bu(t) + L§(t),

) = uy(t) +C2(t), (3:3)
) = Az(t) + Bu(t) — e Bu(t — 7,),

) =0

t

zZ(t

(
(
(

2(0

\ 9

where & (t) is the plant state estimate, C' = C'e~47s and gain matrix L is such
that the estimation error Z(t) = x(t) — Z(t) asymptotically converges to zero.
The tracking task is accomplished by introducing the internal model, whose

equations are

Fm(t) = Am @m(t) + By tm(t)
U (t) = v(t + 74p) — C i), (3.4)
Ym(t) = zm(t),



3.2. Problem statement and solution 105

where Z(t) is the plant state prediction at time ¢ + 74

() = e (& (1) + w(?)),
w(t) = Aw(t) — Bu(t) + e A Bu(t + 7,) (3.5)

w(0) =0.
) (3.6)

(

is stabilizable, it is possible to find a gain matrix K = [K; K»] such that the

If the pair
A 0

-B,C A,

B
0

)

controller output

yg(t) = K1 Z(t) + Ko (t) (3.7)

ensures that all the eigenvalues of the closed-loop system

i(t) = (A+ BEK1) 2(t) + B Ky Zm(t) — B Ky e e~ (A=LOTon (1) |
Gm(t) = —Bm C2(t) + Ap (L) + B C v e~ A=LOa0 (1) 4 B, v(t) |
i) = (A= LC)a(1),

(3.8)
where Z, (t) = @ (t — 74p), have negative real part. The controller G is com-
pletely characterized by (3.2)—(3.5) and (3.7), and the relative block scheme is
shown in Fig 3.3. The closed-loop dynamic matrix is an upper block triangu-
lar matrix, whose diagonal blocks are the closed-loop dynamic matrix of the
control scheme of Fig. 3.4 and A — L C. Gain matrices K and L can therefore
be independently designed, and gain matrix K can be designed as if the plant

state were fully measurable and both time delays 7,4 and 74, were not present.

Theorem 1. Assuming that the zeros of the plant transfer function and the
etgenvalues of the exosystem dynamic matriz do not have values in common,
necessary and sufficient conditions for the design of an output feedback control
law such that the eigenvalues of the closed-loop system have negative real part
and the plant output y(t) asymptotically tracks the reference signal v(t) are the
stabilizability of the pair (3.6) and the detectability of the pair (C,A).
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Proof. Putting together the plant dynamics and the time delay 7,,, the fol-
lowing equations are obtained:
#(t) = Ax(t) + Bu(t),
Plant & delay 7, : (3.9)
g(t) = Ca(t —1pg) -
Taking ¢ = 0 as the initial time, the solution of the first equation of (3.1)

is:

t
2(t) = M 2(0) + / A=) Bu(r) dr; (3.10)
0
hence
t—Tpg
ot = 1g) = M)+ [ A Buryar. @)
0

Substituting the expression of et 2:(0) obtainable from (3.10) into (3.11),

x(t — Tpg) = e~ A (2(t) — 2(t)), (3.12)
where .
2(t) = / A7) Bu(r)dr. (3.13)

Assuming that u(t) = 0, V¢ < 0, the dynamics of the new variable z(t) can be
easily derived from (3.13):

£(t)
z(0)

Az(t) + Bu(t) — e Bu(t — 1,),
0.

The second equation of (3.9) can thus be rewritten as
g(t) = C e (2(t) — 2(t) = C (2(t) — =(t).

where C' = C e~ 4. Accordingly, system (3.9) becomes:

Plant & delay 7, : ( (3.14)
(
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where (t) = 7(t) + C z(t). On the base of (3.14) and under the assumption
that the pair (C,A) is detectable, it is well known how to design an asymp-
totic plant state observer such that the estimation error Z(¢) asymptotically
converges to zero. Notice that the pair (C’ , A) is detectable if and only if the
pair (C, A) is detectable. In fact,

AM-AL o, [ (A= A) el ] _ [ el (AL - A)
~ N———

full rank ¢ ¢

and ‘
e~ Amg 1 () eAmrs (N — A) AN —-A
77777 -+ - - - —_— e - e _—— e =] -- - - N
0 11 C C
full rank
hence
A —A AN - A
rank [- - -~ --| =rank [- - - - - -
C C

By choosing for the plant state observer the dynamics
Z(t) = (A— LC)&(t) + Bu(t) + Lg(t),

where the gain matrix L is such that A(A—L C) C C~, the following dynamics

for the estimation error is obtained:
I(t) = @(t) — &(t)
= Axz(t) + Bu(t) — (A—LCO)#(t) — Bu(t) — LC x(t) (3.15)
=(A-LO)(t),

ie.,
#(t) = eALO 3(0).

The network also introduces the controller-to-plant time delay 7,4,, thus a
further delay compensation action needs to be implemented. In other words,
the controller output must contain the plant state prediction instead of the

plant state estimate.
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With reasonings similar to those used to get Eq. (3.12), it is straightforward

to see that

Tt + 7p) = e (2(t) + w(t)), (3.16)

where

t+7,
w(t) = / " AT By(r)dr (3.17)
t

Similarly to z(t), the dynamics of w(t) can be obtained from (3.17): since
u(t) =0, Vt < 1gp,

w(t)
w(0)

Aw(t) — Bu(t) + e ™ Bu(t +7,),
0.

If the plant state at time ¢ were known, by means of (3.16) it would be possible
to compute the plant state at time ¢ + 7,4, . The right-hand side of (3.16) with

the replacement of x(t) with #(t) becomes

e (&(t) + w(t)) = e (x(t) — #(t) + w(t))
= eAor (2(t) + w(t)) — eATor Z(t)

= 2(t 4 7yp) — eATow e~ (A=LC)rop Z(t+ 1gp) =1 &(t),

which approximates the plant state at time ¢ + 74, as soon as the estimation
error approaches zero: Z(t) is then an asymptotic plant state prediction at
time ¢ + 7y .

If the plant does not contain the model of the reference signal, the controller
has to contain the internal model equations (3.4), which guarantee that the
plant output y(t) asymptotically tracks the reference signal v(¢). The gain
matrices Kj, Ky appearing in the controller output (3.7) have to be chosen
in order to guarantee that all the eigenvalues of the closed-loop system have
negative real part. The plant input is simply the controller output delayed by
Top:

u(t) = yg(t — 7gp) = K1 &(t — 7gp) + Ko w(t — 7gp) -

The controller block scheme is shown in Fig. 3.3.
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Figure 3.3: Block scheme of the controller G.

The closed-loop dynamics of z(t) is
#(t) = Ax(t) + Bu(t)
=Ax(t)+ BEK1Z(t — 7gp) + B Koy (t — 7gp) (3.18)
= (A+BEK)a(t) — BK; e e~ ALOTwz(4) 4+ B Ky Zn(t)
where Zp,(t) := @y, (t — 74p) and its closed-loop dynamics is
T (t) = Am Zm(t) + B um(t — Tgp)
= A Tm(t) + By v(t) — By, C&(t — 14p)
= A Zm(t) + B 0(t) — By C 2(t) + By C e2op e~ (A=LOTap (1) .
(3.19)
Equations (3.18), (3.19) and (3.15) characterize the closed-loop system (3.8),

and can be rewritten in the following compact form:

x(t) x(t)
Tm(t) | = Aa | Tm(t) | + Bao(t),
Z(t) i(t)
where
A+ BK, BEK, —BK;eAw e (A-LO)mm 0
Ag = -B,C A, : B, C AT e~(A-LO)p | B, = | B,
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The gain matrix K = [K; K3] has to be chosen such that A\(4.,) C C7, i.e.,

such that all the eigenvalues of the matrix in the upper-left corner of A,

A+BK, BK>
_B,C A,

lie in the open left complex half-plane: A(F') C C~. Summarizing, the neces-
sary and sufficient conditions for the closed-loop system (3.8) having all the
eigenvalues with negative real part are the stabilizability of the pair (3.6) and
the detectability of the pair (C, A).

It is interesting to notice that matrix F' coincides with the closed-loop
dynamic matrix obtained ignoring network delays (both 7,4 and 7,4,) and as-
suming the plant state is fully measurable. In fact, in this case the equations

of the closed-loop system are

i(t) = Az(t) + Bu(t)
y(t) = Cal(t),
u(t) = Ky 2(t) + Ky ym (1), 5.20)
G (t) = A T (£) + Bon tm (1)
Ym(t) = zm(t),
[ um(t) = v(t) —y(t),
or, in a more compact form,
F
[ ‘3'c(t) ] _|A+BK BK: [ z(t) ] o o). (321)
G (t) —BmC A T (t) B

The corresponding block scheme is shown in Fig. 3.4. This means that, even
in presence of constant and known time delays between the plant and the
controller, it is possible to separate the plant state observer design problem
from the control law design problem. Gain matrix K can be designed assuming

that the plant state is fully measurable and both time delays 7,4, and 74, are
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v(t) +7 M T (t) K, ++ P y(t) -
% x(t)

1

Figure 3.4: Block scheme relative to equations (3.20).

not present. The eigenvalues of the closed-loop dynamic matrix A, are those
of A— L C and those of matrix F:

MAg) =MF)UXNA-LC).

It remains to show that the plant output y(¢) asymptotically tracks the
reference signal v(t), i.e.,

lim e(t) =0, (3.22)

t—o00
where e(t) = v(t) — y(t) is the tracking error. If Z(t) = 0, the equations (3.8)
describing the closed-loop system become
#(t) = (A+ BKj)x(t) + B Ko ZTm(t),
Tm(t) = =By Cx(t) + Ay Ton(t) + B v(t)
(t) =0,

thus reducing to (3.21) with Z,,(¢) in place of x,,(t). From classical results of
control theory, it directly follows that (3.22) holds. O

3.3 Numerical results

An LTI plant P characterized by the following matrices is considered:

0 -5 0 -4 1
1 0 0 1

A= B= 702[10 oo]
01 0 0 1
0 0 1 1
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The eigenvalues of A are the roots of the polynomial s* + 552 4 4:
AMA) ={xi,+2i}.

The initial state of the plant is #(0) = [1 0 3 6]7. The reference signal is a
ramp, v(t) = t; since the plant does not include the model of the reference

signal, the controller has to contain the internal model equations, with matrices

0 1 1
7Bm: .
o] =]

The initial state of the internal model is chosen equal to zero: z,,(0) = [0 0]T.

A =

The pair (3.6) and the pair (C, A) are controllable and observable respec-
tively. Therefore, it is possible to design an output feedback control law such
that all the eigenvalues of the closed-loop system have negative real part and
the plant output asymptotically tracks the reference signal. The computation
of gain matrix L is based on the algorithm from [66], while gain matrix K is
calculated by LQR technique. In particular, gain matrices L and K are chosen

such that
MA—-LC)={-11,-12,-13,-14},
MF) = {~1.9079 + 2.7167 4, —0.9963 + 0.2786 i , —0.2868 4 0.5068 i } .

As for the time delays, three different scenarios are considered. In the first
scenario (S1), both delays 7,, and 74, are assumed to be constant and known:
Tpg = 100 [ms], 74, = 150 [ms]. The plant state estimation error Z(t) is shown
in Fig. 3.5, while Fig. 3.6 illustrates the plant state prediction error x(t) —Z(t).
Obviously, the plant state prediction error is meaningful from ¢ = 7, onwards.
Fig. 3.7 shows the plant output y(t) versus the reference signal v(t) (dashed
line) and the corresponding tracking error e(t). Finally, Fig. 3.8 illustrates
the control signal u(t). The shown figures support the effectiveness of the
proposed delay compensation technique.

In the second scenario (S2), 7,9 and 7y, are normally distributed random

variables with mean ., = 100 [ms] and p,,, = 150 [ms] respectively; both
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y(t) vs. v(t)
20 ;

15¢

10t

10}

0 5 10 15 20 0 5 10 15 20
t[s] t[s]

Figure 3.7: S1: Plant output y(¢) versus the reference signal v(¢) (dashed line)

and the corresponding tracking error e(t).

Figure 3.8: S1: Control signal u(t).
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time delays have standard deviation ¢ = 4 [ms] and change every 5[s]. The
delay compensation procedure is accomplished approximating the actual time
delays with their mean values. Fig. 3.9 shows the plant state estimation error

Z(t): compared with Fig. 3.5, the estimation error presents a longer con-

(1) B (t)

50

-50}

| -100f

1 150

| 1001

50+

1 -50H

0 1 2 3

4
t[s]
Figure 3.9: Sy: Plant state estimation error Z(t).

vergence time characterized by oscillations whose amplitude approaches zero
after about 7 [s]. Fig. 3.10 contains the plant state prediction error z(t) — &(t):
similarly to the estimation error, the oscillations become negligible after about
7[s]. Fig. 3.11 illustrates the plant output y(¢) versus the reference signal v(t)

(dashed line) and the corresponding tracking error e(t): the tracking error is
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Figure 3.10: Sy: Plant state prediction error z(t) — Z(t).
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y(t) vs. v(t) e(t)
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Figure 3.11: Sy: Plant output y(¢) versus the reference signal v(t) (dashed

line) and the corresponding tracking error e(t).

almost zero from ¢ = 10 [s] onwards. Finally, Fig. 3.12 shows the control signal

u(t): with respect to the first scenario, the control signal presents oscillations

u(t)

Figure 3.12: Sy: Control signal u(t).

that become negligible from ¢ = 6 [s] onwards. The computer simulations show
that the proposed delay compensation technique also works in the second sce-
nario, in which time delays slightly vary around their mean values.

In the third scenario (S3), 7,4 and 7,4, are normally distributed random
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variables with mean j,,, = 10[s] and pr, = 15][s] respectively; both time
delays have standard deviation o = 30 [ms] and change every 5[s]. Fig. 3.13
and Fig. 3.14 show the plant state estimation error Z(¢) and the plant state

prediction error z(t) — Z(t) respectively.

Z1(2) Z2(2)
150F : : : : : :
1001
100+ —
80
0 — 0!
=501 ' [ 1 20l
-100 ] 0 ulw
-1501 R -201
-200F 1 -40r
-250F {1 601
0 50 100 150 200 250 300 0 50 100 150 200 250 300
t[s] t[s]
T 3 (t) .’i’4 (f)
601
1501
401
100F 1 ol J
i ———
501 1
L l _20 7 ' [
—a0t
0 Y{\ I S S
—e0f
-50} 1 -80r
-100
-100
. . . . . -120L . . . . . J
0 50 100 150 200 250 300 0 50 100 150 200 250 300

t[s] t[s]
Figure 3.13: S3: Plant state estimation error Z(t).

Some minor transient behaviors occur at times multiples of 5 [s] and be-
come smaller as time elapses. Fig. 3.15 contains the plant output y(t) versus
the reference signal v(t) (dashed line) and the corresponding tracking error
e(t): the tracking error is quite small from ¢ = 170[s] onwards. Finally,
Fig. 3.16 shows the control signal u(t): similarly to Fig. 3.15, the control sig-

nal presents oscillations that become small from ¢ = 170 [s] onwards. In spite
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122 Chapter 3. Tracking control with time delay compensation ...

of the presence of minor transient behaviors, the delay compensation tech-
nique still works in the third scenario, allowing the plant output to track the

reference signal with satisfactory accuracy.

3.4 Conclusions

An observer-based delay compensation technique has been presented and an-
alytically examined. Its effectiveness has been tested through computer sim-
ulations in three different scenarios, involving both constant time delays (first
scenario) and slightly variable time delays (second and third scenario). The
proposed method is designed for constant and known time delays, thus it has
been appropriately modified to also work in presence of slightly variable delays,
approximating the actual time delays with their mean values. In particular,
in the second and third scenario time delays are normally distributed random
variables, with known mean and standard deviation.

Future research should be directed to the development of delay compen-
sation techniques taking expressly into account the effects of variable time
delays, allowing to control a plant even in presence of time delays character-
ized by large standard deviations. It would be also interesting to apply such
control methodologies to NCSs whose systems interact each other, so that the

overall system behaves in the desired manner.
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