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ABSTRACT With the advent of innovative wireless technologies and the rapid growth of diverse connected
devices, ensuring communication security has become a critical challenge for the future massively connected
beyond 5" generation (B5G) wireless networks. The physical layer security (PLS) approach leverages the
inherent physical medium characteristics of communication networks to provide secure communications.
In particular, the wireless channel-based secret key generation (SKG) is a PLS approach that creates
symmetric keys for message encryption/decryption by exploiting the randomness inherent in wireless
channels while relying on the channel to be reciprocal between the nodes. This work proposes a novel
SKG algorithm that emphasizes the pre-processing and quantization stages with the aim to increase the
key generation rate (KGR) and the key agreement rate (KAR) between the legitimate nodes. The algorithm
employs biasing of selective samples and sliding-window weighted averaging of the Generalized Gamma
fading channel samples based on the channel’s average contiguous duration (ACD) metric, a second-order
fading statistic, to enhance the channel reciprocity. The proposed scheme may also be used to improve the
key randomness rate (KRR) by using a non-contiguous multi-level quantization strategy that evenly sets
the quantization intervals to accommodate a similar number of channel samples across these intervals. Thus,
a desired trade-off between the KGR, KAR, and KRR to meet operational requirements can be achieved with
the proposed scheme. Finally, a comprehensive analysis of the performance gains of the proposed scheme in
relation to other notable works is conducted by investigating the impact of several channel and algorithmic
parameters on the KGR, KAR, and KRR of these schemes.

INDEX TERMS Fading channel, generalized gamma fading, physical layer security, pre-processing,
quantization, reciprocity, second-order statistics, secret key generation.

I. INTRODUCTION

The increased data traffic of 5™ generation (5G) networks
has also increased the risks related to data security, privacy,
and authentication [1]. Given these networks, fast and
secure algorithms are critical for message encryption and
decryption [2]. Wireless channel-based key generation is a
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promising technique for wireless networks especially for
scenarios where traditional cryptographic methods are not
feasible due to limitations on hardware complexity or battery
operation [3]. Such SKG schemes rely on wireless channel
randomness and only require the bidirectional channel
between the legitimate nodes to be reciprocal. Then some
measurable channel characteristics such as the complex-
valued channel state information (CSI), received signal
envelope, received signal strength (RSS), or the angle of
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arrival (AoA) statistics may be used to generate a symmetric
secret key simultaneously at the legitimate nodes [4]. The
performance of SKG schemes is conventionally assessed
by metrics such as the Key Generation Rate (KGR), Key
Agreement Rate (KAR), and the Key Randomness Rate
(KRR) [5]. These metrics serve as measures of the extracted
key from given channel samples in terms of length, fraction
of mismatched key bits between the legitimate users, and
randomness of the extracted secret key, respectively. A given
SKG scheme aims to achieve a desirable trade-off between
these performance metrics.

A. MOTIVATION

Wireless communications between the legitimate nodes
require some security mechanism to protect the broadcast
data against adversarial eavesdropping [6]. The information-
theoretic security schemes require some form of coding to
approach the theoretical maximum secure communication
rate between the legitimate nodes but require these nodes
to have the eavesdropper’s CSI [7]. On the other hand,
the traditional key-based cryptographic schemes operate
under the assumption of limited computational capability
of potential eavesdroppers, which restricts their ability to
decipher the encoded message in a reasonable time. Some of
these methods also require supporting infrastructure to dis-
tribute the secret keys among the legitimate nodes. However,
with the Moore’s law-based increase in the computational
ability of wireless devices, and the introduction of quantum
computing [8], the first assumption is being challenged.
Furthermore, the required infrastructure for secret key
distribution does not scale with increasing user numbers
in emerging telecommunications verticals such as vehicular
communications and internet-of-things [9], [10].

B. RELATED WORK

The idea to exploit the physical layer in wireless networks
for SKG exists since the mid-1990s [11], [12]. In [13],
the authors leverage multiple antennas to enhance the
SKG rate within a coherence time interval T,.. However,
their approach solely explores spatial diversity, it only
uses differences in signal strength (like changing reception
in different spots) to create secret keys, thereby limiting
the improvement in key rate by the number of deployed
antennas. In [14], a practical implementation of RSS-based
SKG was established in a highly mobile environment.
The authors in [15], introduced a novel channel-based
key generation scheme for orthogonal frequency-division
multiplexing (OFDM) communication, exploiting channel
parameters’ inherent randomness in indoor and outdoor
environments. In [16], the authors proposed an SKG
algorithm based on principal component analysis (PCA)
with a common eigenvector, that helps improve the key
agreement and the randomness of the extracted key. This
work also highlights the issues of key agreement over
wireless fading channels, which can be characterized by
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the CSI of the legitimate nodes and the eavesdropper.
The work in [17], presents a two-way SKG scheme that
improves the randomness of the secret key by eliminating
the need for channel estimation and increasing the key
rate, compared to the conventional one-way SKG schemes.
In [18], a random Gaussian matrix is applied to the RSS
measurements, which enhances the randomness of the SKG
process while preserving the KAR and KGR. In [10], the
authors propose a cumulative distribution function (CDF)-
based non-uniform quantization (NUQ) of Nakagammi-m
fading channel envelope for SKG, and it is shown that
the proposed NUQ scheme provides better key randomness
performance when compared with the uniform quantization
approach. In [19], an average contiguous duration (ACD)
metric is proposed as a generalization of the well-known
level-crossing-rate metric, to characterize the second order
channel fading statistics. In continuation of this work the
same authors in [20] propose an ACD-based NUQ scheme for
channel-based SKG while considering a Generalized Gamma
fading channel envelope. The proposed ACD-based NUQ
scheme is shown to provide performance gains in the trade-
off between KGR and KAR in comparison with that provided
by uniform quantization or the CDF-based NUQ scheme.
The work in [21], develops an integer linear programming
(ILP) algorithm that optimizes the key randomness in SKG,
by solving an ILP problem to find the optimal quantization
levels and codebook for the RSS signals. The work in [22],
designed a novel system that combines physically unclonable
functions (PUFs) and channel responses (CR) to enable a
high KGR. The work in [23], introduced an SKG scheme
that leverages the wireless channel characteristics of OFDM
systems to achieve a higher KGR.

C. CONTRIBUTIONS

The channel-based SKG technique proposed in this work
uses the channel pre-processing and quantization steps to
enhance performance trade-off between the KGR, KAR, and
KRR metrics, in a given application scenario. The main
contributions of this work are listed as follows.

1) A sample importance-based method for pre-processing
the received signal envelope is proposed. This method
uses selective sample biasing and Gaussian-shaped
moving window averaging (G-MWA) to mitigate the
effects of measurement noise.

2) A two-stage non-uniform quantizer is derived. The
first stage, during pre-processing, involves second-
order statistics-based biasing of selective channel
samples. The second stage, after pre-processing, uses
a non-contiguous multi-level non-uniform quantizer to
extract binary secret key bits from the transformed
channel samples under Generalized Gamma fading
conditions.

3) A comprehensive performance analysis is conducted,
demonstrating the performance gains of the proposed
algorithm compared to other notable SKG schemes in
terms of KAR, KRR, and KGR metrics.

VOLUME 12, 2024



G. Hussain et al.: On Pre-Processing of Generalized Gamma Fading Channel Samples for Secret Key Generation

IEEE Access

The remainder of the paper is organized as follows:
Section II represents system model. Section III provides
an analytical framework for the proposed SKG technique.
Section IV examines the performance of the proposed SKG
scheme and compares it with other notable SKG schemes
in the literature. Finally Section V concludes this work.
TABLE 1 summarizes the key mathematical notations used
in this work.

TABLE 1. Definitions of important parameters.

Notation | Definition

hey Channel envelope

B GG fading shape parameter

v Inverse of normalized channel variance

13 Statistical expectation of h? )

P Correlation coefficient between channels hy, and hqp

M Number of quantization levels

Q Window Shape

« Sample wight/Bias

W Window Size

Wo Window Overlap

Lw ‘Window Mean

PDs Window Position

Ow Window standard deviation

o2 Variance of window

h@ Lower threshold

h<+'> Upper threshold

q Amplitude threshold

E‘}If ACD between thresholds h ) and g
}L(Jr)

Eq(') ACD between thresholds g and h?f)

p1 Lower quantization threshold

P2 Upper quantization threshold

fm Maximum Doppler shift

Te Coherence time of main channel

X Qualifying excursions

T Central indices of qualifying excursions

Ka Key generation rate (KGR)

Ka Key agreement rate (KAR)

Ko Generated secret key at respected node

Il. SYSTEM MODEL

Fig. 1 illustrates a time-division duplex (TDD) wireless
communication scenario where two legitimate nodes, Alice
and Bob, communicate with each other in the presence of
a passive eavesdropper (denoted as Eve). The reciprocal
channel between Alice and Bob is referred to as the main
channel [24]. In such a TDD system, the main channel is
reciprocal within a coherence time slot, i.e., the behavior
of the wireless channel remains the same regardless of the
direction of transmission. The channels between legitimate
nodes (Alice or Bob) and Eve are denoted as eavesdropper’s
channels.

The channel from Alice to Bob is represented as Ay, while
the reciprocal channel from Bob to Alice is denoted as hp,.
The channels from Alice to Eve and from Bob to Eve are
denoted as hg, and hy,, respectively. We model the wireless
channels as Generalized Gamma (GG) fading channels for
their ability to represent multiple fading conditions with an
appropriate choice of its fading shape parameters [25]. The
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probability density function (PDF) of the GG distributed
received signal envelope can be expressed as
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FIGURE 1. Considered system model.

where $ is the fading shape parameter, I'(-) is the Gamma
function [26], & is the statistical expectation of h‘(’f) (.e.,

&E=EFE [h‘(’f)]), and v is the inverse normalized variance of

GG fading channel derived as

E(h])]
V= 2)

VI
GG distribution can represent various other types of
distributions as its special case e.g., Rayleigh distribution can
be obtained by setting (8 = 2 and v = 1), Nakagami-m
distribution can be obtained by setting (8 = 2 and v = m),
and Weibull distribution can be obtained by setting v = 1,
etc. The cumulative distribution function (CDF) of GG fading

channels can be expressed as

hﬁ
(%)
F(h)) = ———~

Fw) ©)

where y (-, -) is the lower incomplete Gamma function [27].

Given the channel from Alice-to-Bob A, the reciprocal
channel from Bob-to-Alice /4, can be obtained by employing
the Gauss-Markov model [28], which is given as

hpa = phap ++/1 — p2e, “)

where p ~ [0; 1] represents the correlation coefficient
between hgp, and hyp,, and & ~ N (0, 1) represents a Normal-
distributed measurement error that is independent of the
channel. The Gauss-Markov model given in (4) is commonly
employed for representing the reciprocity in Gaussian
channels (i.e., Rayleigh fading envelope). However, for other
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fading conditions, the addition operation in the Gauss-
Markov model leads to the convolution of the distributions
of the channel response h,, and the error/noise term e.
This convolution results in a distinct distribution of Ay,
compared to that of h,;, which may not accurately represent
the reciprocal channel. In contrast, a joint CDF inversion-
based model recently proposed in [20] aims at preserving
the distribution of both reciprocal channels as the target
fading distribution such as GG fading conditions. This joint
CDF inversion-based model is discussed in the following
paragraphs.

The joint PDF of reciprocal GG fading channels A,, and
hp, can be expressed as [29]

Brw+D)—1, pIv+D)-1

'62UU+1 hba hab
2v V phfahaﬂb

FW)EVI(1 — p)p'T
2 2
X exp _UM IU—]
(1= p)E (1 — p)E
)

where I,,_1(-) represents the Bessel function of the first kind
and (v — 1) order. By using (1) and (5), the conditional PDF
of hp, given hg,, can be obtained as

Uhgb _ U(hfa + hgb)
§ £(1—p)

P(hbas hab) =

)

P(hpalhap) = exp(

v—1

Uﬁ hba

X
G0\, +Hyo
20/l +1E,)p

(1 —p)

Subsequently, the conditional CDF of Ay, given h,;, can be
obtained by integrating (6) over h,p, which is

2Uphaﬂb \/ 2uphfa
E(1l—p) VEU=p)

where Q, (., .) represents the Marcum-Q function of order v.

Given the channel samples h,, and the reciprocity
condition as described by the correlation coefficient p, the
conditional CDF given in (7) can be inverted to generate A,
as described in [10] and [20]. The inverse of the Marcum-
Q function used in (7) can be computed by using numerical
methods, as discussed in [30]. Alternatively, the first-order
approximation of Marcum-Q function given in [31] can be
used and a closed-form solution for the inverse of (7) can
be obtained. In this study, we employ numerical inversion
method, as discussion.

(6)

x Iy—1

F(hba|hab) =1- QU \/ s (7)

Ill. PROPOSED SECRET KEY GENERATION (SKG)
ALGORITHM

The generic SKG process is illustrated in Fig. 2. The proposed
work focuses on the critical stages of pre-processing and
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FIGURE 2. Key steps for SKG.

quantization for SKG. This research introduces a novel
pre-processing technique designed for enhancing channel
reciprocity to improve SKG performance in terms of KGR,
KAR, and KRR. The method involves biasing the selective
channel samples based on ACD metric, a second-order fading
statistics metric, and performing sliding-window weighted
averaging. The wireless channels are modeled as Generalized
Gamma fading channels.

The Algorithm 1 outlines the core steps of the proposed
SKG scheme which are described in the following para-
graphs. Besides, the composition of channel samples at
different intermediate steps along with channel statistics are
highlighted in Fig. 3.

A. INPUT/INITIALIZE

The algorithm begins with initializing the key system
parameters. These parameters include sample count N,
representing the total number of channel samples. The
threshold for minimum excursion length to be considered L.
Inspired from the level-crossing algorithm proposed in [32],
this parameter defines the threshold for minimum number
of samples to contiguously fall within a certain quantization
interval to be considered as a qualifying excursion of samples.
This size of sliding window is represented by w;. The overlap
in the adjacent positions of the sliding window is w,,.

B. PROBE AND ESTIMATE CHANNEL
This step involves estimating the main reciprocal channels
at Alice and Bob. This is done by exchanging the pilot
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Algorithm 1 Proposed SKG Algorithm

Initialize Parameters:

« Sample count N, threshold for excursion length L,
window size wg, window overlap w,, etc

Probe/Estimate channel:

o Probe channel and estimate channel samples /. (or
generate channel samples from Generalized Gamma
(GG) fading model as given in (1) for simulations)

— Estimate/set fading shape parameters 3, &, and
v
— Estimate channel mean Mgy channel standard
deviation Ohgys channel maximum amplitude
h(f), channel minimum amplitude h(_ )
Channel Pre-Process:

« Compute separating amplitude thresholds g; for
achieving M equal ACD intervals
h

- e.g., forM = 2, solve EZ(,) = Eq(') for g (given
in (9) and (8))
« Shift the channel envelope: iz(.) =hoy—gq
Sample Selection:

« Identify channel sample excursions, represented as
Xjeq1,- gy, with a minimur}l temporal duration of L
samples from the channel 4(.), segmented into two
amplitude intervals separated by 0 amplitude

« Compute and record the indices of the central
sample for each excursion A; within the set Z

Window Sliding:

« Set sample bias parameter o« > 1

¢ Determine window shape (1 xw,]

— e.g., Gaussian window €[] x,] ~ N (i, ov%)
as in (11) and rectangular window as in (12)
« Assign biasing weight to the selected samples
iy = [ g iR e
(.)(n) s n ¢ I
« Perform sliding window weighted averaging for
n = 1 to N with overlap of w, samples
Q= mho @
2 Q)

Channel Quantization:

h(n) =

« Compute thresholds p; and p; such that
ff(lx)f (il(,)) dil—{-fljz_oof (il(,)) dh = fpplzf (il(.)) dh
« Employ 2-level non-contiguous multi-interval
quantization (with binary coding IC? y = H(hy)
Other Steps:
« Key Reconciliation
« Privacy Amplification

signals and estimating the channel from the known pilots
and their corresponding received signals. Considering TDD
system, both Alice and Bob estimate their channels within
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a coherence time slot 7. The received signal envelope for
Alice-to-Bob and Bob-to-Alice channels is represented as Ay,
and hy,, respectively. We represent both channels using a
single notation without the subscript as h(.). After estimating
the channels, the associated channel parameters can be
estimated, i.e., channel envelope mean Hgys channel envelope
standard deviation Oh.y» maximum envelope value h(Jf),
minimum envelope value h(f), and fading shape parameters
(B, &, and v).

For the purpose of simulations, the channels are drawn
from generalized gamma (GG) fading distribution by first
initializing the channel parameters such as Mhcys Ohgys B, &,
and v. The GG-fading model is considered for its ability to
model various diverse fading conditions as its special cases
with appropriate choice of its shape parameters, as discussed
in Sec. II. The reciprocal channel given one channel can
be drawn by using the CDF inversion method discussed in
Sec. II.

C. CHANNEL PRE-PROCESSING

After estimating the channel envelope and associated param-
eters, we strategically segment the channel response 5.y into
two intervals (Q; and Q) with equal average contiguous
duration (ACD). The ACD of a fading signal represents the
average time period during which the signal consistently
stays between two specified thresholds [19]. The separating
threshold ¢ for the intervals Q| and Q» can be obtained by
equating the ACD of both the intervals. Such definition of
the intervals guarantees that an equal number consecutive
channel samples on average fall in both the intervals. The
ACD for the amplitude interval Q; defined from h(f) to peak
amplitude g can be expressed as,

iy () (o () (L))

)

®)

where f;, represents the maximum Doppler shift. Similarly,
the ACD for the amplitude interval Q, defined from the
amplitude threshold g to the peak amplitude h(__) can be

expressed as,
p
_ vq-
) ) (o ))

[1]

=

I
q
(2nf2) (%)U_% (V (“’ U(hg))
= 7 .
(q‘;(zu]) exp (_ugiﬂ) N (h(*)) %(zu—l)exp (_ u(h;)) ))

&)
The amplitude threshold g that divides the entire amplitude

range into two intervals Q; and Qj representing an equal
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FIGURE 3. Working principle of the proposed SKG algorithm.

ACD level can be obtained by equating (8) and (9)
and numerically solving for g. Subsequently, the channel
envelope is shifted by subtracting ¢ units from the envelope,
ie., il(‘) = h(y — q. This essentially shifts the entire range of
h.y values such that the separating threshold becomes zero.
This shifting operation assists in conveniently biasing the
selective channel samples in the later steps of the proposed
algorithm.

D. SAMPLE SELECTION

The samples that are more likely to fall in the same
quantization interval on both the sides of the link are selected
and biased. The algorithm searches for a sequence of samples
that consecutively stay within a specific quantization interval,
the set of such samples is termed as an excursion of samples.
This sample selection is inspired from an existing level-
crossing SKG algorithm proposed in [32] and [33]. The
algorithm Identify channel sample excursions, represented as
Xje(1,--. sy, with a minimum temporal duration of L samples
from the channel /(.), segmented into two amplitude intervals
Q; and Q, separated by 0 amplitude. For the recorded
excursions A}, the indices of the central sample of each
excursion is recorded in the set Z = [Z}, Zo, - - - , Zs]7.

E. CHANNEL TRANSFORM

The samples selected in the previous step are biased and
a sliding window weighted averaging is employed. The
sample bias parameter is set as o > 1, with «
1 representing no biasing. This plays a crucial role in
emphasizing the importance of selected channel samples.
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This biasing operation can be expressed as:
ahe(n);
hey(n);

The proposed SKG algorithm leverages a sliding window
weighted averaging function to transform the channel sam-
ples. This technique assigns weights to the channel samples
within the window, allowing for selective emphasis or de-
emphasis of certain samples. The shape of the window
function can be chosen from various options to suit the
specific performance requirements/targets. Some common
window function shapes include Gaussian, Butterworth, ideal
rectangular shape windows.

The Gaussian window function is defined by the following

equation:
! ( ) (11)
————eX ,
oW 2T P

where [, and oy, represent the mean and standard deviation
of the window, respectively. Similarly, the rectangular
window can be expressed as,

nel,

nel. (10)

hey(n) = {

_ (n— l/#w)2

QGaussian(n) — -
200

1; n<wy,

0; otherwise. (12)

QReCtangle(n) — [

Moving window averaging effectively reduces rapid/high-
frequency fluctuations in received signal envelope, resulting
in a lower standard deviation and decreased key bits
disagreement between communicating nodes. We selected
a Gaussian window shape due to its smooth weighting of
samples, giving more importance to those at the center and
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less to those on the edges. In contrast, a rectangular window
shape assigns equal weights to all samples within the window,
resulting in a sharp cutoff at the window edges that can
introduce ringing effects in the smoothed signal, particularly
for channels with rapid fluctuations.

The window of selected wy samples is weighted with the
function ©(-) and averaged to determine the n™ sample of the
transformed channel /(.y(r). The window then slides forward
by ws—w, samples and computes the next sample, continuing
this process iteratively. This sliding operation results in an
overlap of w, samples between adjacent window positions.
This operation can be expressed as,

STl = m )
>y o)

F. CHANNEL QUANTIZATION

The working principle of the sample selection and sliding
window weighted averaging along with the ACD profile and
PDFs of the original channel f(h(.)) and the transformed
channel f (fz(.)) are highlighted in Fig. 3.

The distribution of the mean of a random variable (i.e.,
channel envelope), usually termed as sampling distribution of
the mean, describes the probability distribution of all possible
sample means that can be obtained by taking repeated
samples of a fixed size from the population [34]. When the
distribution of the population is not normal distributed, still
the sampling distribution of the mean approaches normality
as the sample/window size increases due to the central limit
theorem. To this end, in the context of the proposed channel
smoothing operation, when rectangular-shaped window is
considered, the distribution of the smoothed signal tends
to follow Gaussian distribution, as illustrated in Fig. 3.
Subsequently, the mean of the transformed/smoothed channel
envelope is equal to the mean of the measured channel
envelope, i.e., Ky = Hhgs whereas the standard deviation
of the smoothed signal can be related to the standard
deviation of the measured channel as Oy = Ohy/ N/ Wss ie.,
it decreases with an increase in the window size. To quantize
the Gaussian distributed transformed channel samples /.,
we propose defining two-level quantization with multiple
non-contiguous intervals, labeled as ®; and ®,, with equal
densities for both the levels, as shown in Fig. 3. These
intervals are defined as non-contiguous with the aim to
enhance randomness in the secret generated key bits, as well
as to ensure equal matching or mismatching of ‘1’s and ‘0’s
in the extracted key bits. As this is being performed on the
smoothed/transformed signal, this non-contiguous definition
of the intervals provides minimal loss in the agreement rate
and a significant gain in randomness properties of the key.
The separating thresholds for these non-contiguous intervals
of two-level quantizer are p1, o2, and puj, . These thresholds
ensure equal density for each quantization level, which can
be obtained by solving the following equation.

/_:f (i’“) dh+ /p +oof (7%)) dh= /p pzf (i,(.)) dh. (14)
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h(n) = (13)

Based on computed thresholds, the processed channel
samples are converted into a key bit sequence. This is
achieved by mapping the samples to non-contiguous multi-
level quantization levels with associated binary coding, see
Fig. 3, expressed using the (-) mapping function as:

K{)y = Hhey). (15)

G. INFORMATION RECONCILIATION AND PRIVACY
AMPLIFICATION

To rectify the disparity in generated key bits, various
information reconciliation techniques can be employed, such
as error-correcting codes (ECC), Golay code, Turbo code,
binary coded decimal (BCD) code, and Bose, Chaudhuri,
and Hocquenghem (BCH) codes. In the reconciliation
process, certain information is publicly broadcasted, and the
eavesdropper can hear it. This exposed information is then
removed through privacy amplification methods.

Both information reconciliation and privacy amplification
are crucial for error correction and securing extracted secret
keys. While standard techniques are used for these steps,
which are outside the scope of this work, our focus lies
in improving the pre-processing and quantization stages to
extract key bits.

IV. RESULTS AND DISCUSSION

This section presents a comprehensive performance analysis
of the proposed SKG algorithm. The performance of the
proposed SKG algorithm is analyzed under different channel
correlation conditions p, channel fading conditions g,
window size variations wg, and the window overlap sizes w,,.
The performance is evaluated in terms of three performance
metrics, viz: KGR, KAR, and KRR. The KGR is denoted
by K¢, which indicates the number of secret bits generated
in relation to the number of available channel samples. The
KAR is denoted by K4, which reflects the likelihood of
having identical keys at legitimate nodes. The KRR quantifies
the randomness in the extracted secret key bits. The KRR is
evaluated in terms of the tests suggested in NIST statistical
test suite [35]. The tests considered for evaluating the KRR
are: Frequency Monobit Test, Frequency Block Test, Run
Test, Longest Run of ones Test, Discreate Fourier Transform
Test, Cumulative Forward Test, Cumulative Reversed Test,
Matrix Rank Test, Linear Complexity Test, respectively.

A. THE INFLUENCE OF CHANNEL CORRELATION

COEFFICIENT p ON K4 AND K¢ PERFORMANCE

The impact of correlation coefficient p and window overlap
w, on K4 and K performance is demonstrated in Fig. 4. The
experiment is conducted for the setting of § = 2, & = 1,
and v = 1, where the algorithm parameters are set as:
M = 2,L = 3 and ws = 10. Fig. 4 (a) illustrates that as
the value of p increases, the corresponding value of /C4 also
increases which indicates better key agreement at a higher
value of p. However, Fig. 4 (a) also highlights that an increase
in window overlap, denoted by w,, interestingly maintains
K4 performance. This occurs because, with greater overlap,
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FIGURE 4. The impact of p and w, on /C4 and /Cg in (a) and (b), respectively. Other parameters are: M =2,L =3, 0 =3, ws =10, f =2,

E=1,andv=1.

there’s an increase in sample reuse between consecutive
windows. This reuse effectively boosts the key rate, as more
potential key points are considered. However, it’s important
to note that the ratio of samples generated at the legitimate
nodes remains the same.

Fig. 4 (b) shows the impact of the p on g performance.
As p increases, g generally improves, but the rate of
improvement varies due to the overlapping factor wy,.

Higher overlap leads to greater g gains because more
samples are reused in the SKG process. This suggests a trade-
off between overlap and randomness performance, with an
optimal balance depending on the specific task and dataset.
The proposed algorithm can demonstrate a significant
advantage for K¢, especially for low correlation conditions.
This indicates the proposed algorithm can generate more
secure and reliable keys in challenging environments.

B. THE IMPACT OF FADING PARAMETER $ ON iC4 AND
KCg PERFORMANCE

The /4 and K performance under the influence of fading
parameter B, window overlap w,, and window size w;
is presented in Fig. 5. The results are obtained for the
channel shape parameters as £ = 1, and v = 1, while
algorithm parameters are set as M = 2 and L = 3.
Fig. 5 (a) presents that the K4 performance of the proposed
technique deteriorates rapidly as S values increase. The
increase in B leading to a substantial reduction in K4
performance is mainly due to the sample rejection ratio
(SRR) at the quantization stage. However, during the analysis,
it has been observed that an increase in wy contributes
to an improvement in the system’s Cq performance. This
observation underscores the sensitivity of 4 to changes in
both B and w, parameters.

Fig. 5 (b) demonstrates that as the value of § increases,
the corresponding value of K¢ decreases which indicates
poor key generation at a higher value of 8. This happens
mainly due to the increase in fading parameter that introduces
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fluctuations in the channel conditions, which can impact the
K¢ by influencing the quality of the received signal and the
reliability of communication between the legitimate sender
and receiver.

However, Fig. 5 (b) also highlights an increase in wy
notably maintains g performance. Since the w, between
consecutive windows used for key generation isn’t constant,
fixing the w, can lead to a degradation in the KCg. These
findings emphasize the constructive influence of w, on key
agreement within the proposed key generation approach.

C. THE IMPACT OF QUALIFYING EXCURSION LENGTH L
ON WINDOW AVERAGINGAT o« =1AND « =3

Fig. 6, illustrates how the change in L influences K4 and
K¢ performance of window averaging at « = 1 and o =
3. Fig. 6 (a), presents that the K4 performance at o =
1 and ¢ = 3 increases as L increases, which is due to
the key matching process at the information reconciliation
stage. Because longer excursions enhance the probability
that the same window mean will be used at both ends of
the communication channel. Essentially, with more samples
within the qualifying excursion, the likelihood of both parties
identifying the same key sequence increases. However, ata =
3 the system consistently demonstrates superior performance
compared to the averaging at ¢ = 1.

Fig. 6 (b) illustrates the effect of L on K¢ performance
of window averaging at « = 1 and « = 3. Throughout the
analysis, it has been observed that the K¢ performance at
o = 1 and @ = 3 is decreasing as L increases due to the
sample loss at the quantization stage. The samples are lost at
the quantization stage because an increase in excursion length
leads to a decrease in the number of bits available for key
extraction. This, in turn, reduces the rate at which the system
can generate secret keys. Nevertheless, the averaging at @ =
3 consistently exhibits superior performance compared to the
averaging approach a = 1. These results are obtained under
specific channel shape parameters, with & = 1, v = 1, and
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B = 2 and algorithm parameters are set as M = 2, L = 3,
ws =20, = 3, w, =5, and p = 0.80.

D. THE PERFORMANCE ANALYSIS OF THE PROPOSED
ALGORITHM WITH LEVEL-CROSSING ALGORITHM (LCA)
AND MOVING WINDOW ALGORITHM (MWA)

In Fig. 7, we analyzed the performance of three key
generation algorithms; level-crossing algorithm (LCA) [33],
moving window algorithm (MWA) [36], and the proposed
Gaussian-shaped moving window algorithm (G-MWA) for
different values of p. LCA selects samples for key bits
based on the level crossings in the signal’s values. The
MWA smooths the signal by calculating the average within
a predefined straight-forward window that slides over the
channel samples. The G-MWA is a sample importance-based
SKG technique. It uses a sliding window weighted average,
where the weights are based on a Gaussian distribution. The
system and channel parameters are set as follows: § =2, 8 =
2, wy = 20, w, = 10, and L = 5. Fig. 7 (a) demonstrates that
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as the value of p decreases, the corresponding value of key
agreement also decreases which indicates poor /4 at lower
values of p and better key agreement at higher values of p.
During the analysis, it was observed that the 4 performance
of the LCA is poor as compared to MWA and G-MWA. But
G-MWA performance consistently outperforms LCA and,
MWA.

Moreover, in Fig. 7 (b) it has been observed that as p
increases, the K¢ of all three schemes seem to increase.
This trend is because higher values of p indicate more
identical channels at the legitimate end, which improves g
performance, particularly, due to the better matching at the
information reconciliation stage.

As evident from Fig. 7 the g of LCA is significantly
lower than the other two algorithms. However, Kg of
MWA, and Kg of G-MWA schemes exhibit comparable
results. Nevertheless, the G-MWA scheme offers a superior
performance trade-off between KCg for all values of p. This
approach minimizes the issue of mismatched excursion loss,
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unlike the other two algorithms, resulting in more reliable and
secure key generation.

E. THE IMPACT OF v ON KCg AND KC, PERFORMANCE
Fig. 8 illustrates the impact of distribution variance upsilon,
window size wy, and excursion length L on Kg and K4
Performance. The experiment is conducted for the parameters
setas follows: § =1, =2,M =2,w, =5, and p = 0.80.

In Fig. 8 (a), (b), and (c), it is evident that as L increases,
there is a corresponding decrease in KCg This occurs because
of the loss of channel samples during the smoothing process.
However, the increase in L causes to improvement in Cy
which is mainly due to the same samples matching at the
information reconciliation stage. Therefore, it’s crucial to
carefully select the optimal L for a given fading environment
to achieve a balanced performance trade-off between g
and /Cy4.

Moreover, it is evident from the Fig. 8 that the increase in
v leads to a degradation in both X and K4 performance.

Furthermore, it’s noticeable in Fig. 8 (b) and Fig. 8 (c) that
the g and ICy performance deteriorates faster compared to
Fig. 8 (a). This is because, for secure communication, two
parties need to agree on a common secret key. When keys are
clustered (low variance), it’s easier for both parties to land on
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a close enough value through the key agreement protocol. But
when keys are spread out (high variance), it’s statistically less
likely that both parties will pick close enough values.

F. KRR PERFORMANCE ANALYSIS
Due to the inherent complexity of randomness assessment,
a single metric proves insufficient. This analysis leverages
the National Institute of Standards and Technology (NIST)
test suite [37], a collection of well-established statistical tests,
to investigate the KRR of the proposed scheme effectively.
In this subsection, We analyzed the key randomness
performance of the proposed technique by employing nine
NIST statistical test suites namely: Frequency Monobit
Test, Frequency Block Test, Run Test, Longest Run of
ones Test, Discreate Fourier Transform Test, Cumulative
Forward Test, Cumulative Reversed Test, Matrix Rank
Test, Linear Complexity Test, respectively as shown in
Fig. 9. Table 2 provides a visual representation of the
P-values corresponding to each conducted randomness test.
It’s notable that as the w, increases, there is a decrease in
the randomness of the generated key bits. This reduction in
randomness is attributed to the considerable overlap observed
between adjacent windows, resulting in the appearance of
similar and correlated samples. An optimal trade-off among
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TABLE 2. Impact of window overlap size wy on KRR performance.
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(h) Matrix Run
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P-values
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(i) Linear Complexity

Test Name P-value at w,=0 P-value at w,=5 P-value at w,=8
Frequency Monobit Test 0.94 0.86 0.73

Frequency Block Test 0.77 0.72 0.56

Run Test 0.75 0.67 0.59

Longest Run of Ones 0.55 0.53 0.44

Discrete Fourier Transform 0.65 0.60 0.48

Cumulative Forward Test 0.58 0.55 0.35

Cumulative Reversed Test 0.85 0.78 0.28

Matrix Rank Test 0.92 0.89 0.54

Linear Complexity Test 0.8 0.7 0.6

KRR, KGR, and KAR is observed at a 50% window overlap
setting. Additionally, Fig. 9 (a)-(i) display a performance
analysis of KRR, focusing on four different scenarios related
to key randomness. In the first case, simple mean-based
thresholding is performed to extract the secret key. In the
second case, both sample importance-based thresholding and
sample averaging are employed. In the third case, Gaussian
window-based thresholding is utilized without considering
sample importance. Finally, in the fourth case, both sample
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importance and Gaussian window-based thresholding are
combined to extract the key. It’s noted that the fourth scenario
demonstrates superior randomness compared to the other
cases.

V. CONCLUSION

A novel SKG algorithm has been proposed in this study,
focusing on the pre-processing and quantization stages of
the generic SKG model for independent symmetric key
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generation at the legitimate communication nodes. Our
SKG algorithm has employed biasing of selective channel
samples that has a higher likelihood of falling in the same
quantization interval on the legitimate nodes, followed by
weighted averaging with a sliding window to transform
the original channel samples into smooth channel samples.
This transformation has been combined with non-uniform
quantization that employ non-contiguous definition of the
quantization intervals for secret key bits extraction, ensuring
high key randomness, generation rate, and agreement in

the

extracted key. A thorough performance analysis and

comparison of our scheme with notable existing SKG
schemes have been conducted, establishing the validity
and superior performance of our scheme compared to its
counterparts.
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