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Abstract—The integrity and reliability of the positioning in-
formation are crucial for applications, including safety-critical
ones, that rely on cellular network users’ locations. Release 18 of
the Third Generation Partnership Project (3GPP) broadens the
notion of integrity, which was initially applied only to positioning
based on Global Navigation Satellite System (GNSS), to include
positioning based on Radio Access Technology (RAT). This paper
presents a general 3GPP-compliant framework to assess 5G
positioning integrity. The framework is based on uncertainty
quantification and is applied to classical time-difference-of-
arrival positioning algorithms and to more advanced positioning
methods that rely on machine learning. In the event of an
integrity alert, error mitigation techniques are also proposed
to enable resilient positioning through the selection of reliable
network nodes. Results obtained by using a 3GPP-compliant
dataset of position estimates in an indoor open-office scenario
demonstrate promising detection and resilience capabilities in
the presence of integrity breaches.

Index Terms—5G Positioning, Positioning Integrity, Uncer-
tainty Quantification, Localization, Positioning Reliability

I. INTRODUCTION

Mobile positioning is fundamental to several applications
and services that rely on the location of users served by cellular
networks [1]–[3]. Starting with Release 16, the 3rd Generation
Partnership Project (3GPP) is enhancing 5G networks and
devices with localization capabilities targeting a very high
level of location accuracy and dedicated 5G core network
functions [4], making the 5G network system a catalyst
for a plethora of new applications in various fields such
as rail, maritime, unmanned autonomous vehicles (drones),
autonomous driving, vehicle-to-anything (V2X), e-health and
Industial Internet of Things (IIoT) [5]–[17]. Release 17 further
improves 5G positioning to meet more stringent use case
requirements such as centimeter-level accuracy.

While accuracy and latency are key performance indicators
for positioning, for many use-cases, the certainty, reliability,
and attack awareness (i.e., jamming attack and spoofing attack)
[18], [19] in the positioning system is crucial. Indeed, for
all mission-critical applications in which positioning error
could cause harm, safety hazards, or erroneous legal decisions,
positioning integrity, which in short is the measure of trust in
the correctness of the positioning information, needs to be
assessed [20]–[23].

A key component of 3GPP’s standardization process is posi-
tion integrity for Global Navigation Satellite System (GNSS),
while the positioning integrity concept is being introduced
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only with Release 18, given the more recent yet rapid devel-
opment of positioning with radio access technologys (RATs)
[24]. The definition and measurement of integrity metrics for
cellular networks are challenging, as integrity depends on a
number of intrinsic characteristics of the positioning system:
(i) network deployment and signaling; (ii) type of location-
dependent measurements used for positioning (e.g., time,
angle, power); and (iii) localization algorithms adopted to
process such measurements, e.g., through classical approaches
such as trilateration or more advanced ones, such as those
based on machine learning.

This paper proposes a general 3GPP-compliant framework
for monitoring 5G positioning integrity and enabling miti-
gation techniques based on the quantification of positioning
uncertainty. More concretely, we leverage traditional integrity
indicators (e.g., used in satellite systems), which we apply in
the mobile network domain. Moreover, we introduce novel
approaches to quantify uncertainty in a collective way. The
main contributions of this paper are:

• the mathematical formalization of positioning integrity
for cellular networks;

• the definition of integrity indicators that rely on uncer-
tainty quantification and are fully 3GPP-compliant;

• the design of a framework for collective integrity moni-
toring and detection of integrity failures over time;

• the proposal of mitigation techniques to enable resilient
positioning through leveraging a subset of reliable net-
work nodes.

We assess the performance of the 5G integrity framework
in a TDOA-based 5G positioning use case. In particular, the
generality of the proposed framework is showcased using two
localization algorithms with very different performance and
computational complexity: (i) a basic grid-based least-square
positioning algorithm to solve the multi-lateration problem;
and (ii) an advanced ML-based algorithm based on Gaussian
process (GP). Results demonstrate that the suggested approach
for uncertainty quantification and collective monitoring is
extremely promising for assessing the integrity of cellular
positioning. In addition, the proposed mitigating technique
can greatly improve positioning accuracy, thus considerably
lessening the effects of an integrity violation.

The remainder of the paper is organized as follows. Sec. II
provides an overview of the main related works. In Sec. III, we
briefly recall the fundamentals of 5G positioning and present
the system model. Sec. IV presents the integrity assessment
based on uncertainty quantification. The collective approach
for uncertainty monitoring is presented in Sec. V. In Sec. VI,
a case study is shown in which the presented framework is
applied in a simulated positioning environment.
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II. RELATED WORKS

Integrity is a fundamental concept in secure systems con-
cerned with the assurance that data is accurate, complete,
and unchanged during transmission. In the context of network
technologies, there are two types of integrity: (i) cryptography
or physical layer integrity; and (ii) statistical integrity. Cryp-
tography and physical layer integrity ensure that the data is
protected from malicious attacks, unauthorized alterations, and
eavesdropping through the use of encryption, authentication,
and other security mechanisms [25]–[31]. Statistical integrity,
on the other hand, is focused on ensuring that the received
data is consistent with the expected behavior of the system
and that any anomalies are detected and corrected [32]–[40].

This paper focuses on statistical integrity, which is par-
ticularly important in positioning systems where a range of
environmental unintentional factors such as multipath effects,
limited satellite visibility and interference, or intentional fac-
tors such as spoofing can affect the accuracy and reliability of
the position estimation, see, e.g., [26].

In 3GPP Release 17 [41], the necessary solutions to support
the integrity and reliability of positioning assistance data were
studied, specifically in identifying positioning integrity Key
Performance Indicators (KPIs) and error sources for GNSS,
which is a RAT-independent positioning technology [24]. This
demonstrates the importance of statistical integrity and its in-
tegration into the 3GPP standardization process. Nevertheless,
most of the existing works in the literature are focused on
GNSS systems to provide security against uncertainties that
can affect GNSS performance [38], [42]–[47].

Receiver Autonomous Integrity Monitoring (RAIM) is a
technique used to ensure the statistical integrity of GNSS
positioning performance. Specifically, RAIM uses a set of
algorithms that allow the receiver to check the consistency
of the measurements received from multiple satellites and
detect any anomalies, thus providing an additional layer of
security for the GNSS positioning performance. RAIM can
be divided into two types: traditional RAIM methods and
Bayesian RAIM methods. Traditional RAIM uses statistical
consistency checks on range residuals and position estimates
to eliminate faulty measurements [38]. This approach is based
on redundant measurements and does not provide a direct
instantaneous probability distribution of position error. On the
other hand, Bayesian RAIM uses prior information and actual
measurements to calculate the posterior probability distribution
of position error [40], [48]. This approach can result in a
more accurate probability of loss but can be computationally
complex, especially when the number of unknown parameters
is large.

Another example of positioning integrity is Cooperative
Integrity Monitoring (CIM) [46], [49]. CIM is a real-time
approach that involves cooperation between multiple devices
in a distributed system to detect and mitigate errors in the
location information provided by the mobile network. CIM
is an effective approach for real-time error detection and
mitigation but requires the devices to be in close proximity
to each other for effective cooperation, which can limit its
applicability in certain situations. Additionally, CIM can be

resource-intensive, as it requires continuous communication
between devices.

Despite the recognized importance of RAIM and CIM tech-
niques for RAT-independent technologies, their employment
for cellular systems has only recently started [50], [51]. As
a matter of fact, cellular positioning is evolving rapidly in
5G and beyond leading to an urgent need for expanding and
assessing positioning integrity in cellular networks. Neverthe-
less, there is still a lack of mathematical formalization of the
issue and a general approach for calculating integrity based
on measurements carried out within the network for the user’s
positioning. In [52], a promising RAIM-based methodology
is presented, while preliminary numerical results support this
without providing mitigation techniques in case of integrity
breaches.

The scope of this paper is to fill the existing gap in the defi-
nition of a general framework that permits integrity techniques
to be applied to cellular positioning systems. On the one hand,
example methodologies used in the GNSS will be revised by
considering recent advancements in 5G positioning so as to be
fully compliant with the 3GPP standards. Furthermore, a new
approach will be proposed, which leverages integrity-related
information from multiple UEs connected to the same network
and machine learning (ML) techniques to enable a collective
integrity assessment. Such a collective approach will allow the
network to monitor positioning integrity over space and time,
not only to detect any breach but also to develop mitigation
strategies aimed at enhancing positioning accuracy.

III. FUNDAMENTALS OF 5G POSITIONING AND INTEGRITY

We initially provide a concise overview of the main posi-
tioning measurements and methods in 5G networks – useful
for the non-experts in the field. In the following, we sketch
the system model to formalize the network topology and
measurements, which constitute the foundation of our integrity
framework. Finally, we define and model the target integrity
risk as a performance metric for 5G positioning.

A. 5G Positioning Methods

The user equipment (UE) position in 5G is estimated based
on location-dependent measurements (e.g., time of arrivals or
angles) performed between the UE and one or multiple 5G ra-
dio network nodes called gNode-Bs (gNBs), either in uplink or
downlink. In particular, the Sounding Reference Signals (SRS)
for the uplink and an enhanced Positioning Reference Signal
(PRS) for the downlink positioning are introduced as new
NR reference signals. Although other downlink signals can
be used, the PRS has better correlation properties to improve
positioning accuracy than existing reference signals, thanks
to the diagonal or staggered PRS Resource Element (RE)
pattern. Moreover, the PRS signal provides better coverage
and robustness against interference from adjacent cells [41],
[53], [54].

3GPP Release 16 introduced several positioning methods for
5G: (i) Downlink Time Difference of Arrival (DL-TDOA), (ii)
Uplink Time Difference of Arrival (UL-TDOA), (iii) Downlink
Angle-of-Departure (DL-AOD), (iv) Uplink Angle-of-Arrival
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Fig. 1: Example network deployment with Ng = 3 gNBs
(triangles) and Nu = 4 UEs (circles). The TDOA m3,2

and m2,2 are measured considering the first anchor as the
reference one (yellow triangle). The corresponding hyperbolas
are illustrated in magenta.

(UL-AOA), and (iv) Multi-Round Trip Time (Multi-RTT)
positioning. Such methods are defined based on the type of
measurements used, i.e., time measurements (DL-TDOA, UL-
TDOA, Multi-RTT) or angle measurements (DL-AOD, UL-
AOA), as well as whether the measurement is uplink or
downlink using the appropriate reference signal.

In this paper, we mainly focus on DL-TDOA without loss of
generality, as the integrity framework proposed can be easily
extended to other RAT-dependent positioning methods. In the
DL-TDOA scheme, the UE measures the TDOA of the DL-
PRS of a set of gNBs according to the positioning assistance
information received from the network’s Location Manage-
ment Function (LMF), i.e., a network function dedicated to
the positioning service, and sends the Reference Signal Timing
Difference (RSTD) measurements to the location management
function (LMF), i.e. the network function that calculates the
position estimate. An illustration of the main measurements
used for DL-TDOA is proposed in Fig. 1 according to the
system model presented in the following.

B. System Model

We consider a network of Ng gNBs that are operating
in a monitored area. The nth gNB is at p

(n)
g , with n ∈

Ng = {1, 2, . . . , Ng}. The positioning service is active for
Nu users within a certain observation time window Tobs. The
true unknown position of the ith UE is at p

(i)
u , with i ∈

Nu = {1, 2, . . . , Nu}. Fig. 1 illustrates a network deployment
example with this system model.

We consider that all the gNBs are serving all the UEs and
therefore, a measurement is performed between each gNB with
respect to each UE. According to the DL-TDOA method, the
gNBs are synchronized and the UE measures the TOA tn,i
for the DL-PRS signal transmitted from the nth gNB, with
n ∈ Ng. In ideal conditions (no error sources) and free-space

propagation, tn,i = ∥p(n)
g − p

(i)
u ∥/c, where c is the speed-of-

light. Then, the TDOA for the nth gNB with respect to the
reference rth gNB is calculated at the UE as tn,i − tr,i.

In real scenarios, the measurement model for the TDOA is

mn,i = ∥p(n)
g − p(i)

u ∥/c− ∥p(r)
g − p(i)

u ∥/c+ wr,n,i (1)

where the measurement noise wn,i is generally dependent on
the position of the nodes, the line-of-sight (LOS) conditions
between each transmitter and receiver, and the signal-to-noise
ratio (SNR) of the two received signals. Therefore, wn,i is a
random variable that depends on many nuisance parameters.

Then, the positioning algorithm, deployed within the LMF,
estimates the ith UE position as p̂

(i)
u , by processing the mea-

surements vector mi = [m1,i,m2,i, . . . ,mNg,i], that includes
the TDOA measurements from all the gNBs with respect
to the reference one. Specifically for the DL-TDOA, p̂

(i)
u

is obtained as the point that intersects Ng − 1 hyperbolas,
where the nth hyperbola is defined as the set of points
{p : ∥p(n)

g − p∥/c+ ∥p(r)
g − p∥/c = mn,i}. The positioning

error is defined as the Euclidean distance between the true and
estimated UE position, i.e.

ei = ∥p(i)
u − p̂(i)

u ∥ . (2)

The specific positioning algorithm adopted to find the
intersection of hyperbolas further impacts the final positioning
accuracy. Classical, low-complexity solutions are based on
least squares (LS) algorithm. More recently, ML algorithms
have been considered to solve the positioning problems [55]–
[57]; in such a case the measurement model in eq. (1) is
learned during a training phase, i.e., for learning the statistical
distribution of nn,i, and then used for position estimation in
the online phase.

C. Target Integrity Risk

As part of the 5G service requirements specified in [58], the
reliability of position-related data and the level of uncertainty
or confidence must be determined. Positioning integrity is
defined as a measure of trust in the accuracy of the position
estimate and the capability of providing timely and valid
warnings when the positioning system does not fulfill the
conditions for the intended operation.

Such a condition for intended operation is defined through
the alert limit (AL), here denoted as eal, i.e., the maximum
allowable value for the positioning error (denoted by ei and
defined in (2)) such that the positioning system is available for
the intended application. Specifically, if the positioning error
is beyond the AL, i.e., ei > eal the positioning system should
be declared unavailable for the intended application to prevent
loss of positioning integrity. Furthermore, a possibility could
be to detect the source of error for the integrity failure and
refine the position estimation based on a subset of reliable
measurements.

We define an integrity indicator β
(i)
al as a Boolean variable

that is flagged to 1 when an integrity alert is issued. Based on
the AL eal and such integrity alert β(i)

al , the target integrity risk
(TIR) RTIR is defined as the probability that the positioning
error exceeds the AL without warning the user within the
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Fig. 2: Building blocks of measurement processing for integrity assessment.

required time-to-alert (TTA). The IR is usually defined as a
probability rate per some time unit (e.g., per hour, per second,
or per independent sample). In our framework, we consider the
position estimates for all the UEs with index i ∈ Nu, i.e., the
positions Nu represents an independent sample of the users,
and we define the IR as

RTIR = Pi∈Nu

{
{ei > eal} ∩ {β(i)

al = 0}
}

(3)

which is the probability that the errors ei in the independent
sample i ∈ Nu are above the eal limit while the integrity
indicator is 0, i.e., no warning is provided. Note that the value
of RTIR depends on the positioning process, including the
positioning algorithm, through the positioning error as well
as by the specific definition for the integrity indicator, which
is left to the implementation.

IV. UNCERTAINTY QUANTIFICATION FOR INTEGRITY
ASSESSMENT

In this section, we introduce the integrity assessment frame-
work. The main blocks are illustrated in Fig. 2. Intuitively,
the output of the positioning system with integrity assessment
is the estimated position p̂

(i)
u together with an integrity alert

β
(i)
al . The estimated position is obtained from the measurement

vector m containing the measurements between each gNB and
the ith UE through a positioning algorithm. The integrity alert
is obtained by processing both the measurement vector and
the estimated position; therefore, the integrity alert depends
on the specific positioning algorithm considered. Note that the
evaluation of the positioning algorithm is out of the scope of
this paper; therefore, we selected two example algorithms that
are very different in terms of computational complexity and
positioning performance to demonstrate the generality of the
integrity framework.

In an ideal condition, the Boolean variable β
(i)
al would be

flagged to 1 when {ei > eal} and 0 otherwise, i.e., leading
the TIR to zero. Nevertheless, this would require the perfect
knowledge of the positioning error, which is unknown in real
operating conditions. While the true error cannot be measured,
there exist multiple ways to measure the uncertainty associated
with the position estimate [50], [51]. Therefore, we assume
that for each position estimate p̂

(i)
u with i ∈ Nu we are able to

measure an uncertainty level ui associated with the estimation.
In the next two subsections, we will define how to set β

(i)
al

for two categories of positioning algorithms for DL-TDOA:
classical positioning and ML-based algorithms.

Algorithm 1 Classical Positioning and Uncertainty Quantifi-
cation

1) The distances from the ith UE to all the Ng gNBs
are computed as: mi with nth element mn,i and n =
1, 2, . . . , Ng.

2) Compute the position estimation as

p̂(i)
u = argmin

p

( Ng∑
n=1

mn,i−∥p(n)
g −p∥/c−∥p(r)

g −p∥/c
)2

(4)
3) Compute the residuals as:

rn,i = mn,i − ∥p(n)
g − p̂(i)

u ∥/c− ∥p(r)
g − p̂(i)

u ∥/c (5)

4) Compute the uncertainty as:

ui =

 1

Ng − 2

∑
n∈Ng

r2n,i

1/2

(6)

A. Classical Positioning

a) Positioning Algorithm: As a classical positioning al-
gorithm, we consider a basic LS algorithm, which aims at
solving the system of equations given by the TDOA-based
hyperbolas by minimizing the sum of squared residual errors
as reported in Algorithm 1 [59].

b) Integrity Indicator: Given the UE estimated position
p̂
(i)
u and the measurement vector mi, for the ith gNB, we can

consider the residual rn,i as in [51]

rn,i = mn,i − ∥p(n)
g − p̂(i)

u ∥/c+ ∥p(r)
g − p̂(i)

u ∥/c (7)

which represents the difference between the ideal distance that
would be expected if the UE was p̂

(i)
u and the value m(i)(pu)

that is actually measured. This quantity rn,i represents the
residual error for the measurement model (1) given the esti-
mated position.

A possible uncertainty measurement in the absence of
measurement models is the standard error calculated as [51]

ui =

 1

Ng − 2

∑
n∈Ng

r2n,i

1/2

. (8)

Then, a simple integrity indicator for the single, ith UE is

β
(i)
al = 1{ui > uth} (9)

which is equal to 1 when the uncertainty level is above a
threshold uth and 0 otherwise.
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B. ML-based Positioning

a) Positioning Algorithm: In real scenarios, the measured
time-of-arrival (TOA) is a random variable that depends on
many nuisance parameters, e.g., related to multipath propaga-
tion. Thus, in general, the statistical distribution of the generic
measurement mn,i in (1) is unknown and hard to be derived.
There are many regression tools, including ML-based ones,
that can be employed to learn the statistical characterization
of the TOA or TDOA measurements [60].

GP-based models are widely adopted in a plethora of
applications thanks to their outstanding performance in func-
tion approximation with a self-contained uncertainty bound
[61]. The gist of GP is to impose a Gaussian prior on
the function/system f(x) and then compute the posterior
distribution over the function given the observed data. One
advantage of using GP is that there is no need to have prior
assumptions about the function itself. The training data set
fully determines the function. To be more specific, a GP is a
generalization of the Gaussian probability distribution. In a GP,
every point in some continuous input space is associated with
a normally distributed random variable. Moreover, every finite
collection of those random variables has a multivariate normal
distribution. The distribution of a GP is the joint distribution
of all those (infinitely many) random variables. In GP, the joint
distribution of the distances is still Gaussian [50], [62].

In [50], a generic model for the true distance dn,i between
the nth gNB and ith UE is assumed, i.e.

dn,i = fn(tn,i) + zn,i, (10)

where zn,i is a zero mean Gaussian random variable with
variance σ2

n,i, and the function fn(tn,i) is modeled by a GP.
In particular, the GP can be formulated as

fn(tn,i) ∼ GP
(
µn(tn,i), kn(tn,i, t

′
n,i)

)
. (11)

where µn(tn,i) is the mean function, and kn(tn,i, t
′
n,i) is

the covariance/kernel function which indicates the correlation
between two TOA measurements tn,i and t′n,i.

Using a supervised ML approach, during the training phase,
a set of TOA measurements tn,i for the nth gNB are collected
in known positions p

(i)
u , with index i ∈ N (tr)

u . Then, a
probability model f(dn,i|tn,i, Tn) for each gNB is trained
based on the dataset of measurements and true distances
Tn ≜ {(tn,i, dn,i)}i∈N (tr)

u
. Parameters such as σ2

n,i, and hy-
perparameters in the kernel function can be learned during
the training phase by maximizing the log-likelihood function
log f(dn,i|tn,i, Tn) according to [62].

In the prediction/positioning phase, we make use of the
trained GP models to predict the true distances from the UE
to gNBs based on the TOA estimations. For a new TOA
measurement t⋆n,i, the predicted true distance d⋆n,i is modeled
as

f(d∗n,i|t∗n,i, Tn) ∼ N (µ̂Tn(t
∗
n,i), k̂Tn(t

∗
n,i)), (12)

and therefore, its estimate is obtained as

d̂n,i ∼ N (µ̂Tn
(tn,i), k̂Tn

(tn,i)), i = n, . . . , Ng . (13)

Algorithm 2 ML-based Positioning and Uncertainty Quantifi-
cation

1) The distances from the ith UE to all the Ng gNBs are
predicted as: m̂i where the nth element is m̂n,i and
n = 1, 2, . . . , Ng.

2) Compute the position estimation as

p̂(i)
u = argmin

p

( Ng∑
n=1

m̂n,i−∥p(n)
g −p∥/c−∥p(r)

g −p∥/c
)2

(15)
3) For k = 1, . . . , Ns, do

• Take samples from the Gaussian distribution
N (µ̂Tn

(tn,i), k̂Tn
(tn,i))

• Denote the sampled distances as d̂n,i,k and obtain
m̂i,k

• Use m̂i,k to feed the LS algorithm (see Sec. IV-A
and compute the kth position estimate p̂

(i,k)
u

4) Compute the uncertainty vector as v(p̂) = [vx, vy] from
(17)

5) Compute the uncertainty as:

ui =
√
vx + vy, (16)

Finally the estimated time-difference-of-arrival (TDOA)
with the rth gNB acting as the reference gNB is obtained
as

m̂n,i = (d̂r,i − d̂n,i)/c . (14)

This way, a new vector is obtained as m̂i =
[m̂1,i, m̂2,i, . . . , m̂Ng,i] of predicted measurements. With
the above derivations, the estimated position of UE is
computed through Algorithm 2, where the measurements m̂i

predicted through the GP are used to feed the LS algorithm
introduced in Algorithm 1.

b) Integrity Indicator: To measure the uncertainty level
ui, we can sample the distribution of the estimated distance
N (µ̂Tn

(tn,i), k̂Tn
(tn,i)) and collect Ns sampled distances

d̂n,i,k and therefore Ns measurement vectors m̂i,k, with k =
1, 2, . . . , Ns. From the kth measurement vector, we compute
the position estimates p̂

(i,k)
u using the LS algorithm approach.

The uncertainty vector is then calculated using the Ns position
estimates as

v(p̂(i)
u ) =

1

Ns − 1

Ns∑
ns=1

(p̂(i,k)
u − p̂(i)

u )2 (17)

and the uncertainty level as

ui =
√
vx + vy, (18)

where v(p̂
(i)
u ) ≜ [vx, vy]

T , vx and vy denote the uncertainty in
x and y coordinate, respectively. Then, an integrity indicator
for the single, ith UE is obtained as in (9).

V. COLLECTIVE INTEGRITY MONITORING

In this section, we introduce a general framework for
collective integrity monitoring. The idea behind the framework
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Collective Integrity Monitoring
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Fig. 3: Building blocks of measurement processing for collective integrity monitoring.

is that the positioning system is expected to guarantee the re-
quired level of accuracy when operating in normal conditions,
i.e., in the absence of integrity problems. In such conditions,
the positioning error is spatially correlated among users, as
the error sources are due to channel conditions. Therefore,
by gathering the uncertainty level from multiple users, we
could train a spatial model and build the uncertainty map in
a collective way. Then, it would be possible to monitor the
uncertainty map over time to detect any significant change,
e.g., due to an integrity breach, and possibly mitigate its effect.

Fig. 3 summarizes the main building blocks of collective
integrity monitoring, which are then specified in the next sub-
sections. We first present the collective process for uncertainty
modeling and training. Then, building on the trained model, we
elaborate further on the integrity indicators defined in Sec. IV
for detecting integrity failures collectively. Finally, we propose
mitigation techniques to refine the position estimate in case an
anomaly is detected.

A. Uncertainty Modelling and Training

a) Uncertainty Model: The uncertainty value is a func-
tion of the estimated position, and therefore we can model it
as a random variable

ui = f(p̂(i)
u ) + εi . (19)

where we are considering the uncertainty measure ui as a
generic one, disregarding the specific positioning algorithm.
As the model for the uncertainty is unknown and depends on
multiple factors (e.g., network deployment and configuration,
signal propagation environment, positioning algorithm), we
propose the use of a regression tool to learn the probability
model f(p̂). Then, we model f(p̂) in as a GP, i.e.

f(p̂) ∼ GP
(
µ(p̂), k(p̂, p̂′)

)
. (20)

where µ(p̂) is the mean function, and k(p̂, p̂′) indicates
the correlation between two uncertainty measurements corre-
sponding to two estimated positions p̂ and p̂′.

b) Uncertainty Training: Specifically, a training dataset
Dtr is collected. The dataset contains the position estimates
and uncertainty measures associated with a set of users,
i.e., Dtr = {(p̂(i)

u , ui)}i∈Str . The measurements and estimates

with index set Str are used to obtain the probability model
f(p̂) for the uncertainty ui as a function of the position
estimate p̂

(i)
u . A geometrical interpretation of f̂(p̂) is that it

represents a probabilistic map of the positioning uncertainty as
a function of the estimated position in normal conditions, i.e.,
in the absence of integrity breaches. Then, in the uncertainty
prediction phase, when a new position estimate is obtained as
p̂∗, the predicted uncertainty u∗ is estimated as

f(u∗|p̂∗,Dtr) ∼ N (µ̂Dtr(p̂
∗), k̂Dtr(p̂

∗)). (21)

The kernel function used in this work is the Squared Expo-
nential (SE) kernel:

k(p̂, p̂′) = σ2
k exp(−

||p̂− p̂′||2
2l2

), (22)

where σk and l are hyperparameters, which can be estimated
by maximizing the likelihood function calculated with the
trained dataset Dtr.

B. Integrity Indicator based on Collective Uncertainty

In the next Sections, we will specify the uncertainty predic-
tion and goodness-of-fit blocks in Fig. 3. In particular, these
will be specified for the 1 and 2 as case studies.

a) Uncertainty Prediction: When an integrity failure is
experienced, the predicted uncertainty can deviate from the
expected one. Note that we can always measure the single
uncertainty value ui for any position estimate p̂

(i)
u during the

positioning system operation. Meanwhile, if the uncertainty
model has been trained as in (21), we can predict the un-
certainty value associated with the estimated position, which,
according to the GP model, is distributed as

u′
i ∼ N

(
µ̂Dtr(p̂

(i)
u ), k̂Dtr(p̂

(i)
u )

)
. (23)

b) Goodness-of-fit Test: Then, for the ith user, we have
a measured uncertainty value ui and a predicted one u′

i. We
carry out a goodness-of-fit test for any independent sample of
position estimates to evaluate if the model still fits the observed
data. Specifically, if the model does not fit the observed data,
this should trigger an integrity alert for the position estimation
process (e.g., a gNB is not working properly or the propagation
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conditions have changed substantially) and eventually can
trigger an integrity mitigation process to refine the position
estimate.

There are several tests for goodness-of-fit, which depend
on the available information and on the definition of the
uncertainty itself. Let’s assume an independent sample of
position estimates and associated uncertainty measures are
collected online, i.e., Don = {(p̂(i)

u , ui, u
′
i)}i∈Nu where the

UEs are indexed by i ∈ Nu, ui is the uncertainty level
measured online, while u′

i is the uncertainty level that is
predicted according to (23). A simple yet effective goodness-
of-fit test is the fraction of variance unexplained (FVU), which
corresponds to the fraction of variance of the uncertainty
level in the observed dataset that can be explained by a
regression model. Considering the uncertainty model, the FVU
is calculated as

Φ(Nu)
vu =

∑
i∈Nu

(
u′
i − ui

)2∑
i∈Nu

(
u′
i − u

)2 (24)

where u = 1
Nu

∑
i∈Nu

ui. Specifically, small values for Φvu
indicate that the regression model considered is able to explain
most of the variance of the observed data. Then, a threshold
Φth can be set such that the integrity indicator is

β
(Nu)
al = 1

{
Φvu ≥ Φth

}
(25)

where 1{A} is equal to 1 if the event A is true, and 0
otherwise.

Despite the design for the value of Φth is not the scope of
this paper, this can be chosen on the basis of the value of
Φvu under normal conditions (i.e., by collecting an additional
independent sample during the training phase). Alternatively,
in the presence of a prior model on the positioning error, the
value of Φth can be chosen to satisfy the desired risk level
RTIR.

C. Mitigation of Integrity Failure

When an integrity alert warning is provided, i.e., β(i)
al = 1,

the position estimate p̂
(i)
u for each i ∈ Nu. In particular,

the refined position is obtained by selecting a subset of
measurements, i.e., the ones obtained through gNB that are
believed to be more reliable based on the residual error.

Specifically, in the case of classical positioning, a subset
of gNBs with index S(i)

g ⊂ Ng is selected as the subset of
anchors with lower residual error. The positioning estimation
is then refined as

p̂(i)
u = argmin

p

∑
n∈S(i)

g

(
mn,i − ∥p(n)

g − p∥/c− ∥p(r)
g − p∥/c

)2
.

(26)

In the ML-based positioning, if an integrity alert is issued,
i.e., β(Nu)

al = 1, the position estimate p̂
(i)
u for each i ∈ Nu

can be updated by selecting a subset of measurements, i.e.,
the ones obtained through gNB that are believed to be more
reliable based on the residuals with respect to the estimated
position. Then, the GP process is trained on Tn by only
considering n ∈ S(i)

g , i.e., the measurements in the training

Fig. 4: Indoor open office deployment.

dataset from the most reliable anchors. A new model is
obtained, and the position estimate is updated as in (26).

VI. CASE STUDY

This Section presents the simulation results in a case study
representing a standard Indoor Open Office (IOO) scenario.
First, the simulation settings are introduced. Then, the results
in terms of integrity assessment are presented. Finally, the
mitigation techniques are evaluated for both the classical and
ML-based positioning.

A. Simulation Settings
a) Operating Scenario: For the purpose of evaluation

we consider a standard Indoor Open Office (IOO) scenario
defined by 3GPP [63]. The standard IOO scenario considers
an indoor area of 120 m × 50 m where 12 gNBs are deployed,
maintaining a 20 m inter-site distance as shown in Fig. 4.
All 12 gNBs are anchored to the ceiling at a height of 3 m
and transmit PRS using an isotropic antenna. The radio links
between UE and gNB follow multi-path propagation and are
subjected to both LOS and NLOS conditions (depending on
how far the UE is located from a gNB) and following the
LOS probability distribution function defined in [63]. In total,
1000 UEs (at the height of 1.5m) are randomly dropped within
the deployment area. In the simulation, UEs measure the DL
PRS signals and the TOA measurements between each UE and
all 12 gNBs are estimated and recorded. The estimated TOA
corresponds to the time of flight of the PRS transmitted from a
gNB and reaching UE via the first significant path, regardless
of whether the radio link between UE and gNB is in LOS or
NLOS condition.

b) Integrity Breach Simulation: For the integrity assess-
ment evaluation, we start by defining an integrity breach
related to a single gNB. Specifically, a random bias is added
to the TOA from the nth gNB so that

t′n,i = tn,i(1 + b(δ)) (27)
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Fig. 6: Scatterplot of the uncertainty indicator ui as a function
of the positioning error ei for the Classical and ML-based
positioning algorithms.

where the bias b(δ) is uniformly distributed as b(δ) ∼ U(δ, δ+
0.1). Results are obtained by varying δ = {0.1, 0.2, . . . , 0.5}.
Therefore, the parameter δ indicates the extent of the integrity
breach. For each value of δ, simulation results are obtained
with 104 simulations for each biased gNB, for a total of 12×
104 position estimates.

Fig. 5 shows the CDF for the positioning error under default
conditions and in the presence of an integrity breach by
varying the value of δ. As expected, the positioning error is
increased with larger values of δ. Moreover, for a given bias
setting, the ML-based CDF is always on the left compared to
the classical positioning approach, with a distance of several
meters between the two CDFs for the majority of the distribu-
tion. Consequently, the ML-based approach outperforms the
classical one in terms of positioning error. For example, the
ML-based positioning error is less than 5 meters in 90% of the

cases with b(δ) = 0, and only in 70% and 57% of the cases
with δ = 0.3 and δ = 0.5, respectively; while the classical
positioning error is less than 5 meters in 65% of the cases
with b(δ) = 0, and only in 50% and 40% of the cases with
δ = 0.3 and δ = 0.5, respectively. The difference in terms of
performance between the two approaches will be used in the
next subsections to demonstrate the generality of the integrity
monitoring mechanism.

c) Training of ML-based Positioning: The training phase
of the ML-based positioning is based on 700 UE random
positions, which are known for the purpose of learning the
TOA distribution. Under default conditions, all the anchors are
considered for the GP model learning. In the mitigation case,
the GP model is re-trained based on the same UE positions
but considering only the selected subset of reliable gNBs.

d) Uncertainty Quantification: For both the classical and
ML-based positioning, a dataset of 100 position estimates and
associated uncertainties are used for the ML-based regression
of the uncertainty model.

e) Integrity Indicator: Once the uncertainty model is
trained, the integrity assessment is performed based on a set
of Nu = 100 position estimates and associated uncertainties,
with index set Nu. Specifically, the integrity indicator β

(Nu)
al

is flagged to one when the associated FVU value Φ
(Nu)
vu

overcomes the threshold Φvu,th = 0.85. Such a threshold is
set to 0.85 based on the results in the absence of the integrity
breach.

B. Integrity Assessment

In this section, we focus on the integrity assessment by
employing the proposed indicators with the two algorithms
simulated in the 3GPP-compliant scenario. First, we evaluate
the performance of uncertainty quantification and its corre-
lation with the positioning error, also in terms of spatial
correlation. Then, we focus on the TIR as a performance
metric to show how in the presence of an integrity breach,
the proposed approach for collective integrity monitoring is
able to detect an integrity failure and alert the system.

Fig. 6 shows the scatterplot of the uncertainty indicator
ui as a function of the positioning error ei for the Classical
and ML-based positioning algorithms. The plot also shows, as
expected, that for the same dataset, the error obtained with the
ML-based positioning algorithms is lower. From such bivariate
data, we can measure the correlation between the uncertainty
value and the position estimation’s Root-Mean-Square Error
(RMSE). The correlation coefficients vary between 0 and
1, in which 1 indicates the strongest correlation. As the
correlation coefficient gets closer to 1, it indicates a more
accurate uncertainty estimation. For both algorithms, a positive
correlation is experienced, with correlation coefficients equal
to 0.82 for the classical positioning and 0.68 for the ML-based
positioning. This result is relevant in our context, as a classical
positioning approach can be preferred in those applications
where a higher error can be accepted when detected, while
the ML-based approach should be adopted viceversa.

In Fig. 7, we evaluate the spatial distribution for both the po-
sitioning error ei and the uncertainty indicator ui as a function
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Fig. 7: Heatmap of positioning error and uncertainty in the monitored area.

0.1 0.2 0.3 0.4 0.5 0.6

0

5

10

15

20

25

30

35

40

45

TIR: 0.02

CCDF: 0.02

TIR: 0.05

CCDF: 0.05

TIR: 0.1

CCDF: 0.1

Fig. 8: Minimum alert limit eal (solid lines) to guarantee differ-
ent values of TIR; error value eth (dashed lines) corresponding
to a CCDF, i.e. P{ei > eth}, equal to the TIR value. Results
are obtained by varying the bias δ with the LS algorithm.

of the user position, i.e., collected in the simulated scenario for
a set of Nu. The figure demonstrates the very high correlation
between the uncertainty indicator and the positioning error
also on the spatial map. The spatial variability depends on
the position of the gNBs (see Fig. 4) and specifically of the
reference gNB (which is at coordinates (−50m,−10m), but
also on the channel conditions. By building an uncertainty
heatmap based on a collective collection of uncertainty values,
we can predict what zones of the monitored area are more
susceptible to positioning errors. Moreover, an uncertainty
map can be used to train uncertainty in space and time so
that anomalies can be detected.

Fig. 8 shows, with solid lines, the minimum alert limit eal
that should be accepted with a target integrity risk of 0.02,
0.05, and 0.1. Results are obtained by varying the bias δ with
the LS algorithm. For example, when the bias factor is δ = 0.2,
there is a risk of 5% that the error overcomes 18m without
an integrity breach being detected. Conversely, when the bias
factor is δ = 0.6, an integrity alert is always issued.
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Fig. 9: Minimum alert limit eal (solid lines) to guarantee differ-
ent values of TIR; error value eth (dashed lines) corresponding
to a CCDF, i.e. P{ei > eth}, equal to the TIR value. Results
are obtained varying the bias δ with the ML algorithm.

The alert limit is compared, with dashed lines, to the general
positioning error corresponding to a CCDF equal to 0.02, 0.05,
and 0.1. For example, when the bias factor is δ = 0.3, there
is a general probability of 5% that the error overcomes 34m,
regardless if an integrity monitoring mechanism is adopted. In
the same conditions, there is a general probability of 5% that
the error overcomes 14m without the error being detected.
Note that δ has a small impact on the positioning error in
general, as the accuracy is already low for those values of
probability. However, even under such low performances in
terms of positioning, the higher the extent of the integrity
breach, i.e., δ increases, the more often an integrity alert is
issued.

Similarly, Fig. 9 compares the minimum alert limit eal (solid
lines) to guarantee different values of TIR and the general
positioning error corresponding to a CCDF, with the ML
algorithm varying δ. Differently from LS-based positioning
and uncertainty quantification, in this case, the alter limit does
not strictly decrease as δ increases. This is due to the fact
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that even the small values considered for δ are sufficient to
increase the general positioning error (i.e., the dashed curves
are increasing). For example, when δ = 0.1, there is a prob-
ability of 5% that the error overcomes 10m. Under the same
conditions, when an integrity indicator is used, there is a target
integrity risk of 5% that the error overcomes 5m without the
error being detected. When δ increases, the difference between
the general error and the minimum alert limit increases. For
example, when δ = 0.6, there is a probability of 5% that the
error overcomes 17m. Under the same conditions, when an
integrity indicator is used, there is a target integrity risk of
5% that the error overcomes 7.5m without the error being
detected.

As a matter of fact, observing Fig. 8 and Fig. 9, we con-
clude that when the bias extent increases, for the considered
probability values, the positioning error increases only for the
ML algorithm, while the accuracy of LS-based positioning
is already low. However, the collective integrity monitoring
framework is able to detect the integrity breach, i.e., a lower
alert limit is guaranteed for the same TIR value.

C. Uncertainty-based Mitigation

In this section, we evaluate the mitigation techniques pre-
sented in Sec. V-C. The scope is to understand if the integrity
indicators proposed in the papers can be used to select a subset
of more reliable gNB for refining the position estimation.

Fig. 10 shows the effect of the mitigation on the classical
positioning when an integrity breach is detected, and varying
the value of δ. The mitigation approach is beneficial even in
the absence of an integrity problem. Specifically, even with
no bias b(δ) = 0, the error is below 5m in the 60% of cases
when no mitigation is performed, while such a rate increases
to 80% when the subset of most reliable gNB is selected. Such
an improvement holds also for δ = 0.4 and δ = 0.5.

Fig. 11 shows the mitigation effect on the ML-based posi-
tioning when an integrity breach is detected, and the value of
δ is varying. Specifically, when there is no bias b(δ) = 0,
the positioning performance is the same with and without
mitigation. However, with δ = 0.4 and δ = 0.5, the mitigation
improves the positioning performance with a behavior that is
very similar to the case with no bias, except for the tail of the
curve. For example, for δ = 0.4, the error is below 5m in the
70% of cases when no mitigation is performed, while such a
rate increases to 82% when the subset of most reliable gNB
is selected.

VII. 5G POSITIONING INTEGRITY SUPPORT

With the integrity assessment framework and case studies
presented in this paper, we point out that a systematic frame-
work is needed to support the 5G UE with RAT-dependent
positioning integrity support. In this paper, for clarity and
without loss of generality, we considered integrity breaches
in one of the gNBs and evaluated the impact of a network
with integrity alert support. The integrity breach of the targeted
gNB could be from lack of synchronization, incorrect location
information, high NLOS condition, or any other potential error
sources.
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Fig. 10: CDF of the positioning error with (light blue) and
without (blue) mitigation after an integrity alert is provided,
for the classical positioning, varying the bias δ.
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Fig. 11: CDF of the positioning error with (pink) and without
(orange) mitigation after an integrity alert is provided, for the
ML-based positioning, varying the bias δ.

There are different error sources in each of the RAT-
dependent positioning methods, and in Release 18 a list of
these error sources is identified for both the LMF-based posi-
tioning integrity mode and the UE-based positioning integrity
mode [41]. For example in the IIoT scenario, one of the
main contributors in indoor positioning performance is the
deployment planning of the indoor nodes. Again, considering
the assumed different zones in a factory, one should consider
that the number of nodes and how they are deployed in that
particular zone would identify the level of accuracy, reliability
and integrity of the positioning service within that zone.
In terms of DL-TDOA, while the UE does the positioning
measurements, it is important that the LMF provides proper
integrity assistance information regarding any error sources in
the UE’s region, the alert limit and the target integrity risk.



SUBMITTED TO THE IEEE TRANS. ON VEH. TECHNOLOGY 11

VIII. FINAL REMARKS

In this paper, a general framework for the assessment
of the integrity of position estimation is presented, focus-
ing on RAT-dependent techniques. First, integrity indicators
based on uncertainty quantification are introduced. Then, the
applicability of such indicators is verified by considering
classical measurement-based algorithms and trained models
based on explainable ML techniques. A new approach based
on collective integrity monitoring is presented, for assessing
the integrity of the positioning system based on multiple users.
Based on such collective integrity monitoring, error mitigation
techniques are proposed to mitigate the impact of integrity
failures by refining the estimated position through a subset
of most reliable measurements. The proposed framework is
evaluated in a 3GPP-compliant scenario and shows promis-
ing performance in terms of integrity risk, even considering
different case studies and positioning algorithms.
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[9] A. Frankó, G. Vida, and P. Varga, “Reliable identification schemes for
asset and production tracking in industry 4.0,” Sensors, vol. 20,
no. 13, 2020. [Online]. Available: https://www.mdpi.com/1424-
8220/20/13/3709

[10] J. Lenz, E. MacDonald, R. Harik, and T. Wuest, “Optimizing
smart manufacturing systems by extending the smart products
paradigm to the beginning of life,” Journal of Manufacturing
Systems, vol. 57, pp. 274–286, 2020. [Online]. Available:
https://www.sciencedirect.com/science/article/pii/S0278612520301709

[11] E. J. Khatib and R. Barco, “Optimization of 5g networks for
smart logistics,” Energies, vol. 14, no. 6, 2021. [Online]. Available:
https://www.mdpi.com/1996-1073/14/6/1758

[12] H. Laaki, Y. Miche, and K. Tammi, “Prototyping a digital twin for
real time remote control over mobile networks: Application of remote
surgery,” IEEE Access, vol. 7, pp. 20 325–20 336, 2019.

[13] M. Patnaik and S. Mishra, Indoor Positioning System Assisted Big
Data Analytics in Smart Healthcare. Cham: Springer International
Publishing, 2022, pp. 393–415.

[14] H. Bagheri, M. Noor-A-Rahim, Z. Liu, H. Lee, D. Pesch, K. Moessner,
and P. Xiao, “5g nr-v2x: Toward connected and cooperative autonomous
driving,” IEEE Communications Standards Magazine, vol. 5, no. 1, pp.
48–54, 2021.

[15] S. Bartoletti, H. Wymeersch, T. Mach, O. Brunnegård, D. Giustiniano,
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