
Vol.:(0123456789)

Operations Management Research (2024) 17:1397–1420 
https://doi.org/10.1007/s12063-024-00496-y

Strategic maintenance planning in the digital era: a hybrid approach 
merging Reliability‑Centered Maintenance with digitalization 
opportunities

Vito Introna1   · Annalisa Santolamazza1 

Received: 20 November 2023 / Revised: 15 May 2024 / Accepted: 20 May 2024 / Published online: 16 September 2024 
© The Author(s) 2024

Abstract
In the age of digital transformation, maintenance operations are crucial for leveraging the potential of Industry 4.0 and 5.0. 
Yet, this domain remains significantly under-optimized in terms of strategic maintenance planning and enhancing asset 
performance. The advent of smart technologies offers a myriad of innovative avenues; however, harnessing these effectively 
requires systematic planning that incorporates these new, various and quite diversified, smart practices. Thus, this paper 
proposes a new methodological approach to maintenance planning, based on the Reliability-Centered Maintenance method, 
aimed at providing an operative tool for organizations to foster the evolution of their maintenance plans towards the para-
digm of digitalization. This novel method enables the identification of hidden opportunities of improvement not identifiable 
through the use of the traditional approach through the proposal of an Opportunity Index, to use together with the Critical-
ity Index in asset selection, and a Digitalization Score to use during Failure Mode, Effects, and Criticality Analysis. The 
proposed method is applied to transform the maintenance planning of a production line, thus identifying the opportunities 
of the approach and testing its feasibility.
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1  Introduction

In recent years, the industrial landscape is undergoing a drastic 
change due to several technological innovations in the fields of 
ICT (Information and Communications Technology), cloud com-
puting, and Big Data analytics. This concept is represented by 
the paradigm of Industry 4.0, a fourth industrial revolution that is 
transforming manufacturing with the aim of increasing flexibility, 
mass customization, quality, and productivity.

In this context, manufacturing plants are becoming increas-
ingly more complex digital systems, and it is widely believed 
that this period of revolution will be characterized by the full 
automation and digitalization of processes both in manufac-
turing and services, leading to enhanced efficiency, produc-
tivity, and customization. (Sharma and Jain 2020; Sharma 
et al. 2023). More recently, the paradigm of “Industry 5.0”, 

has been formally introduced. It emphasizes the symbiotic 
relationship between humans and machines, encouraging the 
importance of sustainability and resilience (Khan et al. 2023). 
This advanced production model accentuates the interaction 
between humans and machines, making automation more 
accessible and beneficial to individual workers and small 
enterprises (Xu et al. 2021; Maddikunta et al. 2022).

In this digitalized era, maintenance is deemed to be one 
key factor to successfully achieve this revolution and one 
field in which huge improvements can be achieved in terms 
of effective maintenance planning and enhancement of assets’ 
performances (Rødseth et al. 2017). Moreover, as mainte-
nance plays a fundamental role in a manufacturing plant, 
being critical for keeping and increasing availability, prod-
uct quality, safety requirements, and plant cost-effectiveness 
levels (Díaz-Reza et al. 2019), its management should be the 
object of continuous improvement. Indeed, most companies 
consider maintenance management one of the initial steps to 
be applied in Industry 4.0 context (Mosyurchak et al. 2017), 
implementing an important transition from traditional main-
tenance management to a more proactive approach in order 
to obtain economical and technical advantages.
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The technologies and, consequently, the new opportuni-
ties for innovation arising from the Industry 4.0 and Industry 
5.0 era are various and quite diversified and have led to high 
expectations on their impact on the maintenance field (Lund-
gren et al. 2023). In order to guide this change in a conscious 
and effective way in the field of maintenance management, it 
is important to acquire a clear comprehension of the scenario 
available and approach the issue in a systematic manner.

However, the transition to this upgraded maintenance 
management concept is not easy nor clear. First of all, limited 
data access and complex Big Data analytics are critical barri-
ers for this evolution. It is vital to implement decision-making 
systems that effectively highlight digitization requirements 
(Psarommatis et al. 2023). Moreover, while the integration 
of Industry 4.0 and 5.0 technologies among enterprises is 
crucial to achieve success across global value chains, finan-
cial and human resources might be rather limited, therefore 
it is important to provide a systematic methodology to foster 
this evolution in maintenance efficiently while guaranteeing 
effectiveness in addressing maintenance management objec-
tives (Müller et al. 2024).

Despite significant advancements in Industry 4.0 and 
5.0 technologies, the integration of these digital tools into 
maintenance management often remains fragmented. Cur-
rent methodologies frequently fail to leverage digitalization 
systematically, missing opportunities to enhance strategic 
planning and operational efficiency.

In the current paper, we aim to bridge this critical gap by 
introducing a hybrid methodology that not only integrates dig-
ital tools with Reliability-Centered Maintenance (RCM), but 
also innovates the strategic planning process. Our approach 
introduces the “Opportunity Index” and “Digitalization 
Score”, tailored tools that quantify and exploit digitalization 
opportunities within maintenance planning. This paper seeks 
to answer the research question: “how can digital tools and 
smart practices be systematically integrated with Reliability-
Centered Maintenance to improve strategic maintenance plan-
ning in Industry 4.0 and 5.0 environments?”.

The rest of this work is outlined as follows. Section 2 first 
provides a description of the key concepts and technologies 
of Industry 4.0 and Industry 5.0, followed by the descrip-
tion of their impact on maintenance management practices. 
After, still in Sect. 2 the Reliability-Centered Maintenance 
approach is presented alongside main suggestions for its 
innovation in scientific literature and other recent methodo-
logical approaches to revise maintenance management plan-
ning. In Sect. 3, the proposed methodology is described. In 
Sect. 4, the methodology is applied to a real case study to 
test its applicability. Section 5 concludes the paper with a 
summary of the key findings and contributions and identify-
ing possible future development of the study.

2 � Research background

2.1 � Industry 4.0 and 5.0 and their impact 
on maintenance management

Industry 4.0 is driven by the integration of advanced digi-
tal technologies that aim to transform industrial operations 
into more efficient, adaptive, and intelligent systems (Dale-
nogare et al. 2018; Sharma and Jain 2020; Sharma et al. 
2023). Central to this revolution is Internet of Things (IoT), 
a network of physical objects embedded with sensors and 
able of connecting and exchanging data with other devices 
and systems over communication networks, facilitating 
real-time monitoring and control. This dynamic data flow 
supports Cyber-Physical Systems (CPS) in automating and 
optimizing manufacturing processes, thus reducing manual 
intervention and increasing productivity. Complementing 
IoT and CPS, Big Data and analytics play a crucial role 
by processing the immense volumes of data generated to 
enhance operational efficiency but also enable predictive 
maintenance. Cloud computing further supports these capa-
bilities by offering scalable and flexible resources that can 
be accessed on demand. Artificial intelligence and machine 
learning algorithms provides advanced analysis and deci-
sion-making capabilities to support the adaptation of manu-
facturing operations in real-time to changing conditions or 
requirements. Simulation and digital twin technologies in 
Industry 4.0 are key tools for mirroring physical systems in 
a virtual environment, enabling real-time monitoring, analy-
sis, and prediction of system behaviours to optimize opera-
tional efficiency and address potential issues. Moreover, 
additive manufacturing allows flexibility and customization 
previously unattainable in traditional manufacturing setups, 
accessing complex designs with minimal waste. Augmented 
reality (AR) technology enhances the real world by over-
laying digital information or graphics onto a user's view of 
their environment. This is particularly useful in industrial 
settings for training, maintenance and assembly processes, 
where it can provide workers with real-time, context-sen-
sitive information directly within their field of vision, such 
as step-by-step instructions or important safety warnings. 
On the other hand, virtual reality (VR) creates a completely 
immersive, simulated environment that users can inter-
act with and in manufacturing it can be used for training 
purposes, allowing workers to practice complex tasks or 
experience hazardous scenarios in a safe, controlled virtual 
space, and in the design and planning stages of production 
to model and simulate new manufacturing processes or lay-
outs without physically altering the environment.

Robotics has also seen significant advances, with robots 
now capable of performing tasks alongside human workers 
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(i.e. cobots), enhancing speed and precision while ensuring 
safety (Bai et al. 2020; Karnik et al. 2021).

The concept of “Industry 5.0” emerged with the 
publication of the policy paper titled “Industry 5.0, a 
transformative vision for Europe—Governing systemic 
transformations towards a sustainable industry” (Euro-
pean Commission. Directorate General for Research and 
Innovation 2021). Authored by the Expert group on the 
economic and societal impact of research and innova-
tion (ESIR), the document criticizes the technology and 
growth-focused model of Industry 4.0 for its insufficiency 
in meeting Europe's sustainability goals for 2030 and 
2050, indicating a need for improvement (Introna et al. 
2024). Industry 5.0 extends beyond Industry 4.0 by incor-
porating smart technologies and automation, emphasizing 
personalization, sustainability, and human–machine col-
laboration. This new phase aims to balance technological 
progress with human creativity and well-being, promot-
ing more resilient, sustainable, and customized production 
processes. It seeks not just to boost efficiency and produc-
tivity but also to ensure that technological advancements 
are beneficial to society, addressing ethical, environmen-
tal, and social concerns within the industrial sector (Xu 
et al. 2021; Maddikunta et al. 2022). In a more practical 
view, the EU Commission identified six enabling technol-
ogies of Industry 5.0 (European Commission. Directorate 
General for Research and Innovation. 2020):

•	 Individualized human–machine interaction (HMI): tech-
nologies that augment both physical and cognitive human 
capabilities including multilingual speech and gesture 
recognition, robotics (especially cobots), and augmented 
or virtual reality;

•	 Bioinspired technologies and smart materials: self-healing, 
lightweight and recyclable materials and materials with 
embedded sensors;

•	 Digital twins and simulation;
•	 Data transmission, storage, and analysis technologies;
•	 Artificial Intelligence, including swarm intelligence and 

brain-machine interfaces;
•	 Technologies for energy efficiency, renewables, stor-

age, and autonomy such as Power-to-X technologies and 
smart dust.

While some of these technologies, such as simulation, 
artificial intelligence, virtual and augmented reality, had 
already been identified as critical in the Industry 4.0 par-
adigm, it is important to observe the shift in perspective 
that Industry 5.0 requires in their use, suggesting also that 
the metrics to use to assess their effectiveness should be 
redefined to focus on sustainability and resilience (Euro-
pean Commission. Directorate General for Research and 
Innovation 2021).

One of the defining transformations driven by Industry 
4.0 is the shift from preventive to predictive and proactive 
maintenance models. This shift is enabled by the continuous, 
real-time data collection and analysis capabilities provided 
by IoT and Big Data analytics. Maintenance teams can now 
anticipate failures before they occur and intervene preemp-
tively, reducing downtime and extending the life of assets. 
This progress is enacted in Predictive Maintenance with the 
implementation of Prognostic and Health Management (Lee 
et al. 2014; Menon et al. 2015; Adams et al. 2017; Guillén 
López et al. 2018; Cachada et al. 2018; Meissner et al. 2021; 
Ochella et al. 2022; Vrignat et al. 2022; Sahoo and Lo 2022) 
to carry out a comprehensive assessment of the health sta-
tus of the system and predict its future state, or with the 
definition of Prescriptive Maintenance (Ansari et al. 2019), 
a strategy that uses failure projections to optimize future 
maintenance tasks providing practical guidance and recom-
mended actions (Pinciroli et al. 2023).

“4.0/5.0” technologies also allow changing the tradi-
tional manner of execution of maintenance interventions, 
allowing remote support for personnel and faster, cheaper 
maintenance activities (Cortés-Leal et al. 2022; Pinciroli 
et al. 2023). The integration of these technologies not only 
enhances maintenance tasks individually but also optimizes 
the overall manufacturing process (Silvestri et al. 2020). For 
instance, the combined use of IoT (supported by edge and 
fog computing) and Big Data analytics enables more insights 
into equipment health, leading to the optimization of sched-
uling of maintenance activities. Moreover, the synchroniza-
tion of maintenance data across various systems through 
cloud computing facilitates a unified view of operations, 
enabling better decision-making and resource allocation.

Additionally, cloud computing and AR allow mainte-
nance teams to perform tasks remotely. This is particularly 
beneficial in scenarios where physical access to equipment 
is limited or where maintenance tasks are hazardous. Techni-
cians can receive real-time contextual information and visual 
assistance, enabling them to troubleshoot and resolve issues 
more quickly (Fan et al. 2023). Virtual reality upgrades train-
ing and skill development by simulating real-world scenar-
ios in a risk-free environment (Werbińska-Wojciechowska 
and Winiarska 2023). Also, spare partes management can 
be improved using machine learning to support inventory 
management, optimizing stock levels and reducing excess 
inventory costs, whereas additive manufacturing offers the 
ability to create spare parts on-demand, thus minimizing 
downtime and operational delays in emergency situations.

To address this evolution in maintenance, researchers 
often also talk about “Smart Maintenance” (Iung and Mar-
quez 2006; Fumagalli et al. 2016; Rakyta et al. 2016; Abra-
movici et al. 2017; Bärenfänger-Wojciechowski et al. 2017; 
Sezer et al. 2018; Bokrantz et al. 2020; Lundgren et al. 
2021; Velmurugan et al. 2022), “Intelligent Maintenance” 
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(Cheng et al. 2008; Lapira et al. 2013; Chiu et al. 2017; 
Cachada et al. 2018), “Maintenance 4.0” (Kans and Ing-
wald 2016; Franciosi et al. 2018; Dol and Bhinge 2018; 
Ansari et al. 2018; Cachada et al. 2018; Jasiulewicz—
Kaczmarek and Gola 2019, p. 0; Silvestri et al. 2020) or 
“Maintenance 5.0” (Cortés-Leal et al. 2022; Psarommatis 
et al. 2023).

2.2 � Reliability‑Centered Maintenance and other 
approaches to maintenance planning

The choice of a suitable maintenance strategy depends on 
technical and economic factors. There is no optimal main-
tenance policy, various methodologies can guide in tailor-
ing maintenance policies for individual components. One 
notable method is Reliability-Centered Maintenance (RCM), 
a maintenance technique developed in the 1960s by the 
American Air Force to overcome the economic unviability 
typical of the traditional approach of the scheduled overhaul 
(Nowlan and Heap 1978), still widely used in industry to 
ensure assets’ ongoing optimal performance (Geisbush and 
Ariaratnam 2023). The philosophy of RCM aims to keep 
a cost-effective view while identifying and devising main-
tenance strategies. The fundamental concept on which the 
RCM is based is that not all the elements that make up the 
system require the same type of maintenance (Dhillon 2002; 
Siddiqui and Ben-Daya 2009). The main activities to deploy 
an RCM approach can be summarized as follows:

1.	 Definition of the system;
2.	 Classification of machinery (based on their criticality);
3.	 Data collection and analysis;
4.	 Failure Mode Effects & Analysis (FMEA);
5.	 Identification and selection of maintenance activities, 

including necessary improvements;
6.	 Definition of the maintenance plan;
7.	 Implementation of the maintenance plan;
8.	 Follow-up (data collection and update of mainte-

nance plans).

An important step in the RCM approach is the classification 
of equipment. Generally, machines are classified according to 
their importance within the process, namely, their criticality. 
Indeed, to focus and allocate resources effectively it is rather 
logical to focus the priority on critical components in order to 
enact cost-effective decisions. The concept of "criticality" of 
the equipment is connected to the frequency with which the 
equipment malfunction occurs and the consequences (safety, 
environment, quality, economic impact) that may arise from 
the malfunction.

Clearly, the specific types of consequences to be taken 
into consideration must be chosen based on the character-
istics of the specific application and constitute the main 
elements of customization of the methodology.

The issue of evaluating quantitively the impact, and 
therefore the importance, that single components have on 
the global performance of a system was first addressed by 
Birnbaum (Birnbaum 1968). Afterwards, several method-
ologies have been formulated for identifying the critical 
equipment/systems of a process on the basis of risk-based 
assessments (Jaderi et al. 2014), using analytic network 
process (ANP) to improve the FMECA (Silvestri et al. 
2012) or proposing a fuzzy analytical hierarchical process 
(AHP) approach (Dehghanian et al. 2012).

When conducting an analysis on the basis of multiple 
criteria, to obtain the ranking, a synthetic index, namely, 
the Criticality Index, may be used. It is an indicator cal-
culated as the result of a weighted average of a range of 
criteria freely chosen based on the needs of those who are 
conducting the analysis.

A method to be used for this purpose is the MCCE, 
Multicriterion Classification of Critical Equipment (de 
León et al. 2006), which suggests criteria related to safety, 
quality, maintenance and production.

Another methodology to evaluate the criticality of rel-
evant equipment identified the following criteria (de León 
et al. 2006): effect of failure on the service, where and when 
a failure might be detected, state of depuration of the efflu-
ent, potential risk for plant operators, existence of alterna-
tive equipment, functional regime of the equipment, other 
elements of the plant that may be affected, labor effects, time 
necessary to restore the service, mean time to repair (MTTR), 
cost of the repair, mean time between failures (MTBF).

Companies aiming to revise their maintenance plans for 
critical systems (e.g. machines) in line with RCM, usually 
adopt the FMECA (Failure Mode, Effects, and Criticality 
Analysis) methodology. FMECA begins by assessing the 
current situation, that is, an existing maintenance plan. 
It relies on the following parameters associated with the 
current maintenance status:

•	 S (Severity of the effect of failure): the seriousness of 
the failure's impact;

•	 P (Probability of failure): likelihood of the failure 
occurring;

•	 D (Ease of detection): ease with which the failure can 
be detected.

Indeed, failure prioritization is determined by the RPN 
(Risk Priority Number) value, calculated as the product 
of the S, P, and D parameters.



1401Strategic maintenance planning in the digital era: a hybrid approach merging…

However, several experts have recognized that the exist-
ing RCM approach, though effective, is poised for advance-
ment. Indeed, various authors have highlighted the need 
for considering the addition of different techniques in an 
RCM analysis to increase its efficiency and quality (Liu 
et al. 2013; Melani et al. 2018). Some authors decided to 
focus on a more systematic risk assessment to integrate 
the traditional RCM approach. This has been achieved by 
identifying and evaluating uncertainty factors (Selvik and 
Aven 2011), or through the application of the ELECTRE 
(Elimination et Choice Translating Reality) TRI method 
(La Fata et al. 2022).

Moreover, Melani et al. proposed the identification and 
ranking of equipment from a broader criticality point of 
view in order to improve the thoroughness of the RCM 
analysis and the cost-effectiveness of results, using an 
ANP (Melani et al. 2018). Karevan and Vasili proposed 
a multi-objective optimization to stress the importance 
of the economic aspects of sustainability and customer 
satisfaction (Karevan and Vasili 2018). Similarly, Lo 
et al. introduced the expected cost as a factor to consider 
resource constraints and proposed a hybrid model that 
combines FMEA with Multi-Criteria Group Decision-
Making (MCGDM) (Lo et al. 2019).

Recent works on RCM have used key technologies such 
as artificial intelligence and IoT to support real or near-real 
time update of optimal maintenance schedule. Jena et al. 
have implied the total integration of Industry 4.0 with 
RCM focusing on the technological aspect, suggesting the 
widespread of IoT and CPS to enable continuous monitor-
ing (Jena et al. 2024). Using a Java application based on 
RCM and case-based reasoning algorithms, Rodríguez-
Padial et al. have proposed a method to continually update 
maintenance schedules based on the evolving operational 
conditions of the industrial facility (Rodríguez-Padial 
et al. 2024). Moreover, a study has suggested establish-
ing a knowledge database that integrates both qualitative 
and quantitative data, to support RCM using AHP method 
and SWOT analysis to prioritize the selection of relevant 
criticality criteria (Piechnicki et al. 2021).

In traditional RCM-based maintenance, companies 
employ criticality analysis to concentrate efforts on assets 
considered most crucial. This process usually starts from a 
baseline where a maintenance plan is already operational, 
directing attention specifically to assets where existing 
maintenance strategies have proven inadequate. Such 
assets are prioritized based on their criticality index. This 
methodology inherently assumes that there is no need to 
reassess maintenance policies for assets with a low criti-
cality index. Similarly, for critical assets, as failures are 
prioritized based on their RPN, the FMEA approach often 
assumes that maintenance policies with low RPN values 

do not require reevaluation. This assumption introduces 
significant limitations.

However, with the emergence of smart manufacturing 
technologies, there are new opportunities to revisit and 
optimize existing maintenance policies, potentially reduc-
ing costs without altering the criticality index. For instance, 
an organization might transition from a cyclically-based 
preventive maintenance strategy to one based on the actual 
condition of the asset. In light of the Industry 4.0 and 5.0 
revolutions, it is appropriate to understand how these new 
technologies may contribute to increasing the mainte-
nance process efficiency. This concept acquires even more 
validity when thinking about the constant need to reduce 
costs in order to stay competitive in a global marketplace. 
Traditional maintenance, conducted on an RCM basis, has 
no way to analyze this aspect in a precise way.

Despite the advancements in scientific literature to foster 
real-time optimization of maintenance planning leveraging 
on complex analytical techniques and real-time operational 
data, the analysis of current works identified some research 
gaps. Indeed, there is a lack of comprehensive models that 
fully integrate all relevant “4.0/5.0” technologies within all 
aspects of RCM processes. Many studies focus only on how 
to enhance traditional RCM elements such as risk prioriti-
zation, failure mode analysis, and criticality assessments. 
On the other hand, to the best of our knowledge there is not 
a methodology to identify opportunities for improvement 
in digitalization in a systemic and comprehensive manner 
while keeping the focus on RCM.

The availability of cutting-edge technologies has the 
potential of enabling the optimization of these processes, 
but companies often end up implementing investments in 
smart technologies and practices in an episodic manner. 
To tackle limited data availability and the complexity of 
Big Data analytics, which are essential for this develop-
ment, it is crucial to develop decision-making frameworks 
that effectively identify the need for digitization (Psarom-
matis et al. 2023).

Indeed, none of the present attempts to revise and inte-
grate the RCM approach, as already highlighted before, 
have focused on the integration of digitalization. Thus, 
the present work intends to overcome this existing gap in 
scientific research, implementing a revision of the RCM 
approach aimed at analysing the integration of smart tech-
nologies and practices in maintenance management in a 
systematic manner.

The methodology was created using an empirical 
approach, addressing the needs and requirements expressed 
by industrial practitioners. Indeed, to facilitate usability 
and allow an easier comprehension of the approach it has 
been chosen to define the Opportunity Index similarly to the 
already established Criticality Index of RCM and introduce 
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an additional index, the Digitalization Score, to observe 
jointly with the RPN of FMECA.

3 � Proposal of innovative maintenance 
planning methodology

3.1 � Step‑wise description of the proposed 
methodology

The proposed methodology intends to provide an 
approach to examine and modify maintenance plans 
focusing both on effectiveness and efficiency, through 
the consideration of the new possibilities provided by 
the advent of smart manufacturing. In particular, the pro-
posed methodology is based on a structured analysis that 
rests its foundations on Reliability-Centered Maintenance 
to still guarantee the achievement of effectiveness, typical 
of the RCM approach, while providing an understanding 
of how new generation technologies can be applied to also 
guarantee more efficiency in the maintenance manage-
ment process in terms of remote access and control, real-
time monitoring, safety, cost optimization and training.

The main steps of the approach here presented are the 
following (Fig. 1):

1.	 Estimation of the Criticality Index (IC) for the main sys-
tems (e.g. a machine)

2.	 Estimation of the Opportunity Index (IO) for the main 
systems

3.	 Joint assessment of the two indexes (IC vs. IO)

a.	 If IC is high; for the systems examined:
	   The approach is defined to the level of FMECA, 

following these steps:

	 i.	 Estimation of RPNs of failure modes;
	 ii.	 Estimation of the Digitalization Score 

(DS);
	 iii.	 Identification of actions to enact to reduce 

the RPNs of failure modes and/or reduce 
DS;

b.	 If IO is high but IC is low, for the systems identified 
in the “Hidden Opportunities”:

	 i.	 Definition of possible improvements;
	 ii.	 Prioritization of the choices identified.

Fig. 1   Proposed approach
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4.	 Technical and economical assessment of proposed actions
5.	 Implementation of identified actions

3.2 � System’s Criticality Index estimation

The first step of the proposed methodology is the estima-
tion of IC, which is the Criticality Index already known in 
scientific literature.

As for the traditional RCM approach, once the machines 
are defined, the set of criteria to be used to evaluate their 
criticality has to be chosen. In scientific literature, various 
approaches are proposed to define the set of criteria to use 
in the evaluation. Since the analysis is conducted at machine 
level, it would not be feasible to use criteria strictly bound 
to the different failure modes considered, therefore the cri-
teria proposed for the criticality analysis of the system have 
been chosen by analyzing the ones proposed by (Gupta and 
Mishra 2018) and (de León et al. 2006):

•	 Safety (risk for operators; risk for machines; risk for envi-
ronment safety);

•	 Production (dependency of the process from the machine; 
connection mode among machines);

•	 Cost (cost of production loss; maintenance costs; com-
ponents costs);

•	 Maintenance (time between failures; availability of 
technical instructions; ability to detect the fault; time to 
recover; materials required);

•	 Quality (quality of processed products);
•	 Complexity (number of machine’s parts).

For each criterion, an increasing score can be assigned 
(e.g. from 0 to 4). In general, high scores correspond to a 
greater impact than any failure would have on the process 
or on the system. To have the most accurate assessment pos-
sible, it is advisable to conduct the analysis with a multifunc-
tional team that can ponder on all the implications of each 
situation. In any case, it is possible to choose alternative 
criteria, as mentioned, to adapt the analysis to the specific 
needs. The final Criticality Index is calculated as follows:

Ic = 100 ⋅

∑n

i=1
(d

i
⋅ w

i
)

d ⋅
∑n

i=1
(w

i
)

where:

•	 n is the number of criteria;
•	 d is the number of possible scores for the criterion;
•	 di is the evaluation relative to the i-th criterion;
•	 wi is the weight of the i-th criterion.

3.3 � System’s Opportunity Index evaluation

The instrument chosen for analyzing the opportunities for 
improvement of the maintenance process already in place 
on generic machines is the Opportunity Index. It is the 
result of a weighted average of scores achieved in relevant 
criteria. For each criterion, a score in relation to the sys-
tem/machine under examination is to be assigned. High 
scores will indicate a greater propensity to the revision 
of the maintenance process and vice versa. The following 
criteria have been identified:

•	 Information Accessibility
	   It is a criterion designed to analyze the way in which 

the transmission of information among the various actors 
of the process occurs. In this age, it is possible to guar-
antee a fast and safe information flow, enabled by the 
most common technologies such as Wi-Fi networks, 
bluetooth, 5G/6G and cloud platforms. However, often, 
in manufacturing plants the information flow is still slow, 
sometimes even bound to the use of paper, causing mis-
understanding. Two main issues in the daily activities of 
maintenance management are the delay in counteractions 
and the mistakes in the appropriate execution of the inter-
vention (Table 1).

•	 Data Insight Quality
	   Today there are new and more powerful systems 

to get the most amount of information possible from 
the data collected. Big Data analytics is probably the 
technologies most representative of Industry 4.0 along 
with AR and IoT. Between machine learning, cutting-
edge technology in this area, and the total absence of 
data analysis there are some nuances, measured by 
the score assigned in this criterion. It indicates that 
the analysis of the data can not and should never be 
seen as a marginal activity. Only with the acquisition 
of all the obtainable value from the data, it is possible 

Table 1   Evaluation of 
the criterion Information 
Accessibility

Description Score

Real-time, completely digitized information flow with proactive alerts, accessible via mobile 
devices

1

The information flow is partially digitized, still accessible with relative ease 2
The information flow is partially digitized and is unlikely to be consulted by all 3
Information is primarily on paper and is rarely consulted 4
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to have an excellent maintenance management system 
(Table 2).

•	 Intervention Technology
	   Be it a preventive replacement, an emergency repair 

or simple control, it is important that the maintenance 
intervention is well structured, fast and designed to be 
carried out correctly on the first attempt. There are many 
technologies that help in this. Virtual reality and aug-
mented reality are in the first place, allowing the opera-
tors respectively a testing ground and support for inter-
vention. Moreover, one should not forget the possibility 
of using a robot to automate tasks, achieving precision 
and speed at the same time. Nevertheless, without too 
many expenses, even simple instructions for maintenance 
workers fall into this group of technologies. Having avail-
able manuals and checklists of steps to follow in a digital 
format is already a big step forward compared to main-
tenance procedures entrusted solely to the expertise and 
experience of those who perform the work. This crite-
rion, then, measures the level of progress of the process 
in this context (Table 3).

•	 Operational Efficiency
	   This criterion indicates if the policy in place on the 

examined machine is more or less expensive (in terms 
of consequences on the production and time spent by the 
personnel). It starts from the ideal condition in which 
the machine is completely autonomous and self-diag-
noses the fault, requesting maintenance (perhaps auto-
mated), ending with the most critical condition in which 
advanced maintenance intervention is carried out with 
great use of personnel, removing time from the produc-
tion process (Table 4).

The four criteria are associated with different scores on 
the basis of their characteristics. It is possible to see how 
higher scores indicate greater opportunities for improve-
ment. Indeed, if the situation is already efficiently managed 
the score will be low, indicating that the maintenance pro-
cess should not be changed for that machine.

After having assigned scores to each criterion, before 
being able to evaluate the final IO, it is necessary to assign 
weights so that the overall assessment is well proportioned. 
To do this it is necessary to clarify the sense of the Oppor-
tunity Index. To be a true indicator that fulfills the aims 
that have been defined, it must simultaneously perform two 
functions:

•	 Show how distant is the 4.0/5.0 paradigm from the pre-
sent situation;

•	 Indicate how easy would be to change this situation (go 
to the next level in the specific table).

If the first function is easily performed by the scores 
assigned to the criteria, the second is carried out by weights 
given to each criterion.

The weights represent therefore the difficulty of imple-
menting any improvement. The sequence of steps to conduct 
the analysis are:

1.	 Select a criterion;
2.	 Assign the score;
3.	 Evaluate how difficult it would be to implement an 

improvement that allows assigning a lower score to that 
particular criterion;

4.	 Define the weight of the criterion according to Table 5.

Table 2   Evaluation of the 
criterion Data Insight Quality

Description Score

Fault data are analyzed and monitored constantly with machine learning and artificial intel-
ligence techniques

1

Fault data are regularly monitored and analyzed with traditional technologies (e.g. statistical 
analysis)

2

Fault data are collected but only analyzed occasionally or when issues arise 3
Fault data collection is sporadic, and analysis is difficult or non-existent 4

Table 3   Evaluation of the criterion Intervention Technology

Description Score

Common use of advanced 4.0 technologies (e.g. robotics and AR) with semi-automatic material provisioning 1
Intervention aided by 4.0 technologies with availability of digital manuals that are regularly updated 2
The intervention is done in a traditional manner with instructions and physical manuals 3
The operation is carried out manually on the basis of maintenance operators’ experience 4
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This assessment must be done for each criterion for each 
machine. Only once having assigned all the weights it is pos-
sible to proceed to the calculation of the Opportunity Index. 
The formula, as anticipated, is substantially identical to that 
of the Criticality Index:

where:

•	 n is the number of criteria;
•	 d is the number of possible scores for the criterion;
•	 di is the evaluation relative to the i-th criterion;
•	 wi is the weight of the i-th criterion.

3.4 � Joint evaluation of Indexes

Having calculated both Indexes for each machine, they 
should be viewed together to properly direct the efforts 
of maintenance management. To do so, the use of an x–y 
graph on whose axis the Opportunity Index and the Critical-
ity Index will be reported is proposed. Each machine will, 
therefore, be assigned IC-IO coordinates. On the graph, four 
quadrants can be identified. It is important to note that the 
definition of the quadrants is more qualitative than quanti-
tative: it is up to those who lead the analysis to understand 
where to place the boundaries based on the values ​​of the two 
parameters and the specificity of their situation.

An example of the graph is in Fig. 2. The description of 
each quadrant is as follows:

•	 Hidden Opportunities (low IC – high IO)
	   Being constituted by machines with a low Criticality 

Index but a high Opportunity Index, it includes all those 

Io = 100 ⋅

∑n

i=1
(d

i
⋅ w

i
)

d ⋅
∑n

i=1
(w

i
)

machines that would be excluded from a traditional 
RCM analysis. According to the proposed methodol-
ogy, however, these machines are important to improve 
the efficiency of maintenance management. For these 
machines, although not critical, alternative actions 
should be analyzed, assessing their technical and eco-
nomic feasibility.

•	 High Priorities (high IC – high IO)
	   These are machines that are both critical and whose 

improvement through the use of smart technologies has 
been assessed as more relevant. The assessment of their 
corrective action should be top priority and should be 
led with the use of the proposed Digitalization Score to 
highlight possible innovative actions.

•	 Action Required (high IC – low IO)
	   These are machines that, like the ones in the pre-

vious category, are traditionally identified as objects 
that require corrective actions. In this case, however, 
the opportunity for digitalization of the maintenance 
process is not considered as relevant as for the ones in 
the previous category.

•	 Already Properly Managed (low IC – low IO)
	   These machines do not require any additional action 

because they are already well managed and do not pre-
sent any relevant opportunity in terms of the digitaliza-
tion of the maintenance process.

3.5 � FMECA Analysis and Digitalization Score

The digitalization of maintenance opens up new possibili-
ties and opportunities, especially in regard to the evolution 
of maintenance strategies. While, condition monitoring and 
predictive maintenance are becoming increasingly impor-
tant, even the management of scheduled maintenance or 

Table 4   Evaluation of the criterion Operational Efficiency

Description Score

Advanced maintenance policy that requires personnel only for carrying out the intervention and does not affect the production 1
Maintenance policy that requires personnel for controls, inspections, but does not affect the production (e.g. Condition-based 

Maintenance)
2

Maintenance policy influencing production but with simple management (e.g. Corrective Maintenance) 3
Maintenance policy totally entrusted to the action of operators, subtracting time and requiring great effort and knowledge 4

Table 5   Weight rating Description Score

Any improvement requires new infrastructure, new skills and a significant implementation time 1
Any improvement requires a limited upgrade and little time to be implemented 2
Everything needed for the improvement is already present and it is only required some time to 

make the improvements
3

Improvement immediately feasible 4
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corrective activities can be rendered more effective and 
efficient through the use of smart technologies (Silvestri 
et al. 2020).

To identify potential for these improvement opportunities, 
an index, the Digitalization Score is proposed. The proposed 
index enables the evaluation of the efficiency of maintenance 
activities in terms of digitalization using a scale that ranges 
from 1 to 10. Each level of this scale represents a stage in 
the digital maturity of maintenance operations, consider-
ing the extent of human action required, the use of manual 
processes, and the presence or absence of advanced digital 
supports like IoT, cloud computing, AR, and VR. Addition-
ally, it looks at the degree of process standardization and the 
optimization of time, support, and resources. A high value 
represents scarce digitalization, and each lower number rep-
resents a more advanced state of digital integration. Table 6 
identifies different digitalization statuses and assigns pos-
sible scores to quantify this aspect.

The Digitalization Score (DS) has been introduced to 
track the progress of automation and digital innovation, 
thus acting as an indirect indicator of operational efficiency. 
Traditionally, FMECA focuses on failures with a high RPN 
to propose corrective actions aimed at reducing this value. 
However, by also considering the DS, additional opportuni-
ties for operational improvement can be identified. In other 
words, a high DS can highlight areas for efficiency gains 
even if the associated RPN is not critical. Similarly, a failure 
that presents both high RPN and DS should be addressed 

Table 6   Digitalization score

Digitalization Status Description Digitalization 
Score

No Digitalization Maintenance is entirely manual with no digital tools, sensors, or process standardi-
zation and optimization.

10

Ad Hoc Digital Tools Basic digital tools for record-keeping are used, with minimal standardization and 
no sensor technology or optimization.

9

Local Sensor Technology Standalone sensors provide local alerts, there is an attempt at process standardiza-
tion, but no integration with digital tools or optimization strategies.

8

Basic Digitalization Computerized Maintenance Management System (CMMS) employed for mainte-
nance management with manual data entry; sensors are not connected to CMMS. 
Basic process standardization.

7

Isolated Sensor Integration Sensors feed data into a separate system for monitoring, not integrated with 
CMMS. Some process standardization.

6

Partial Sensor-CMMS Integration Initial integration of sensors with CMMS for data collection; alerts and basic 
analytics for decision-making. Moderate process standardization, and some 
optimization of resources based on sensor alerts.

5

Intermediate Standardization and 
Analytics

CMMS and sensors are integrated; standardization is solid, optimization is applied 
to isolated processes, and basic analytics applied to sensor data for maintenance 
insights, but not predictive analytics.

4

Advanced Standardization and Analytics Comprehensive sensor integration with CMMS; advanced process standardiza-
tion is achieved; data analytics are employed for comprehensive optimization of 
maintenance operations.

3

Predictive Maintenance Predictive maintenance is in place through advanced analytics; there is extensive 
process standardization, and optimization strategies are utilized for efficient 
resource allocation.

2

Pervasive Digitalization with Autonomy Full integration of advanced technologies like IoT, AI, AR, VR, cloud computing, 
and predictive analytics; CMMS is part of a fully automated and self-optimizing 
system, requiring minimal human intervention.

1

Fig. 2   Schematic representation of the joint evaluation of Indexes
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not only with standard corrective actions but also through 
an enhancement of digitalization (e.g. the implementation 
of sensors for condition monitoring, predictive analytics, 
etc.) to ensure long-term solutions and cross-benefits, such 
as resource optimization, data management, cost reduction, 
and shortened downtimes.

To foster this operation, three new columns are added 
to the traditional FMECA worksheet: two columns, simi-
larly to RPN, for the evaluation of DS in the starting condi-
tion and in the final condition, and a column to describe 
the revision of the traditional proposed action with regards 
to the possibilities of digitalization and automation, called 
“revised proposed action”. Since opportunities for efficiency 
improvements can be identified even if the associated RPN is 
not critical, there could be three relevant situations:

•	 High RPN and High DS: The “traditional proposed 
action” column will contain the standard corrective 
action identified and the “revised proposed action” col-
umn will contain its revision considering progress in DS;

•	 High RPN and Low DS: The standard corrective action 
may be sufficient to mitigate the immediate risk. The 
“revised proposed actions” column can remain empty;

•	 Low RPN and High DS: As corrective actions are not nec-
essary for low risks, the first column will remain empty. 
However, if the DS is high, the “revised proposed actions” 
column should propose specific actions to capitalize on 
digitalization-related efficiency improvement opportunities.

3.6 � Definition of possible improvement for Hidden 
Opportunities, evaluation and choice

The machines that do not possess a high Criticality Index 
(IC) are not critical, therefore they are already managed in 
an effective manner. However, the high Opportunity Index 
(IO) means that there could be alternative actions to under-
take (or at least assess) with the potentiality of guaranteeing 
more efficiency (i.e., remote access and control, real-time 
monitoring, safety, cost optimization and training, etc.). For 
the machines identified as hidden opportunities, a brain-
storming session with operators and technicians should be 
conducted. The objective is to identify alternative actions 
to enact to render the process more efficient. The choice 
between alternatives is a recurring problem in engineering. 
After having generated several proposals for improvement, 
in fact, it is necessary to choose, as rationally as possible, 
which to implement. If the possible improvements are a huge 
number, prioritization should be suggested.

For this purpose, it is here proposed an optional step, a multi-
criteria analysis to prioritize the several choices available.

The choice of the improvement more appropriate involves 
the assessment of the following proposed criteria:

•	 Speed ​​of implementation
	   The criterion of implementation speed, fairly self-

explanatory, measures the time required for the realiza-
tion of the proposed initiative. Clearly, faster actions will 
be preferable.

•	 Know-how
	   This criterion will assess how much training, knowl-

edge, mastery is required in the organization when hypo-
thetically it is chosen to implement some changes to the 
system.

•	 New infrastructure
	   This criterion is basically a measure of costs: the more 

it is necessary to spend, the less it will be convenient 
to implement improvements. A more extensive analysis 
of feasibility, which allows to estimate more precisely 
quantities such as the payback time, should be done after-
wards when the possible choices have been selected.

•	 Maturity of the technology
	   Finally, this is a measurement of how much it is risky 

to invest in that improvement/technology. Clearly, relying 
on something already standardized, widely used, proven 
effective, will be cheaper and safer than to adopt new 
technologies, maybe still experimental.

The choice of these four criteria is conducted taking into 
account the need to both ensure minimal effort from the 
organization and maximum reliability and ease of use. To 
accompany the evaluation the following guide table was 
implemented (Table 7).

To support the identification of improvement opportuni-
ties, Table 8 presents several options associated with each 
starting condition.

4 � Case study application

4.1 � Description

The proposed methodology has been applied to the case of 
an Italian manufacturing company.

The object of the analysis is a production line, which was 
chosen because its pre-existing maintenance management 
plan had been found inadequate to guarantee a satisfactory 
operational performance, being almost entirely character-
ized by a mixture of corrective and scheduled approaches. 
No conscious differentiation among the machines which 
constitute the production line in terms of their criticality 
and impact on the system’s overall performance, in order to 
figure out which machines should require more attention, 
had been previously made.

Moreover, the existing maintenance management for the 
production line was considered too superficial with no clear 
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and systematic data analysis executed. Therefore, it was nec-
essary to set up a more complex structure, based on the data 
and the real needs of the machines examined.

4.2 � Results

4.2.1 � System’s Criticality Index Estimation

The first step in the application of the methodology is the 
classification of the machines. Having decided to focus 
the attention on a specific production line, the machines to 
examine are 37. The criteria chosen to conduct the critical-
ity assessment are listed in the following table (Table 9). 
Indeed, the criteria must be confirmed with the operators 
and the management since criticality is a characterization 
strictly connected to the need of the specific reality exam-
ined. In this case, for example, sustainability criteria were 
not explicitly addressed since all the machines were consid-
ered equally critical in this aspect (being from the same line) 
and other safety/security aspects were already being taken 
into account. This table was produced to assist operators and 
technicians in the assignment of scores.

The team identified the specific score for each criterion, 
thus defining the resulting IC for each machine (Fig. 3).

4.2.2 � System’s Opportunity Index Estimation

Similarly, it was possible to evaluate the Opportunity Index for 
each machine. Each machine was assigned scores regarding the 
various criteria to obtain the Opportunity Index as output. For 
each machine, a weight in reference to the specific criterion has 
also been assigned with the help of the team (Table 10).

4.2.3 � Joint evaluation of Indexes

After the evaluation of the indexes IC and IO for each 
machine, it was time to define the four quadrants as shown in 

Fig. 4. The definition of the threshold values was conducted 
with the team and is reported in Table 11.

4.2.4 � FMECA Analysis and Digitalization Score

Once the most critical machines have been identified, it was 
possible to proceed with the FMECA analysis, but not before 
having broken down each machine according to the equip-
ment tree. In order to do this, the experience of the mainte-
nance technicians was fundamental.

To demonstrate the step regarding the “FMECA Analysis 
and Digitalization Score” in this section, the results regard-
ing one of the “High Priorities” machines (Machine 12) are 
presented. The machine is one of the critical machines in 
the production line.

Breakdown maintenance was the maintenance policy fore-
seen for the management of this machine. When the production 
operator detected anomalies, he informed the shift manager, 
who created a work order in the CMMS. The maintenance staff 
received the maintenance request on a tablet and subsequently 
performed the related maintenance activities.

The assembly machine under study was composed of two 
rotary tables. The lubrication system of the central shaft of 
the machine was composed of a tank with level sensor and 
transport pipes. When the amount of lubricant fell below the 
safety threshold, the sensor signaled the lack of oil on the 
machine operator interface. To identify the failure modes, 
the failures recorded in the CMMS in the period from March 
2017 to October 2018 have been analyzed and completed 
with further information thanks to the collaboration of the 
maintenance staff.

Indeed, thanks to the maintenance staff experience ten 
failure modes have been identified:

	 1.	 Failure Mode 1: Braid exhaustion
		    The exhaustion of the braid feeding coil leads to 

machine downtime. The issue is immediately detect-

Table 7   Evaluation of the criteria

Criterion Score

Implementation speed Know-how New Infrastructure Maturity of the technology

Immediately feasible The necessary skills are already 
fully available

Infrastructure already present Fully developed technology stand-
ardized and optimized. Usable 
on most common devices

4

 < 1 month Any new technologies and proce-
dures are easily teachable to the 
staff

Need for some changes to the 
already existing infrastructure

Technology at a good level of 
development, yet expandable or 
changeable, apparently launched 
to be one of the future standards

3

 < 6 months Requires special training Necessity of heavy existing infra-
structure changes

Non-dominant technology, emerg-
ing, difficult to use

2

 > 6 months Necessitates to hire new staff Need for investments (no infrastruc-
ture)

Technology in its infancy 1
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able, occurs roughly once a week, and the downtime 
ranges from 10-30 minutes.

	 2.	 Failure Mode 2: Braid Welding to mobile contact
		    Welding defects are typically due to insufficient 

thermal input, such as wear of the tungsten electrode, 
incorrect setting of currents, etc. The fault is not imme-
diately detectable, requires subsequent scrapping of the 
defective part, and involves 20-60 minutes of down-
time. It is reported weekly.

	 3.	 Failure Mode 3: Gripper Malfunction
		    Discharge issues caused by wear of the gripper, 

which breaks periodically. The fault is difficult to 
detect before the breakage, with weekly downtimes 
and downtime for replacement.

	 4.	 Failure Mode 4: Braid welding on arc guide
		    Similar to failure mode n°2.
	 5.	 Failure Mode 5: Incorrect positioning and product 

presence on table 2
		    Positioning issues cause machine stops and the 

need for manual removal of the jammed piece. Occurs 
weekly.

	 6.	 Failure Mode 6: Incorrect positioning and presence 
of Mobile Contact

		    Similar to failure mode n°5, but with a lower occurrence.
	 7.	 Failure Mode 7: Jammed input pieces
		    Stops due to excessive vibrations or poor adjustment 

of the air blow, with interventions every two months. 
The problem is detected almost immediately.

	 8.	 Failure Mode 8: Lack of lubricant

		    Excessive lubricant consumption can lead to danger-
ous situations, with stops every 2-3 months. The fault 
could be detectable by a sensor.

	 9.	 Failure Mode 9: Incorrect intermediate positioning
		    Incorrect picking of the arc guide can stop the 

machine, with periodic interventions and immediate 
machine alters.

	10.	 Failure Mode 10: Refrigerator malfunction
		    Lack of cooling fluid stops the machine, requiring 10-30 

minutes of maintenance intervention. Occurs infrequently.

Table 12 presents the FMECA analysis using the joint 
use of RPN and DS.

With the traditional approach, for most of the fail-
ure modes considered, no improvement would have been 
sought (the maintenance actions associated with failure 
modes with an RPN lower than 60 was already deemed 
effective, thus the search for improvement opportuni-
ties was generally overlooked), while the new approach, 
identifying smart opportunities through the use of DS, 
promotes improvement on those too, indicating the possi-
bility of making existing practices more efficient with the 
same, or enhanced, effectiveness (i.e. decrease of risk). 
Indeed, failure modes n°5, n°7 and n°8, associated with 
the highest DS, have been analyzed and some simple and 
rapid improvement in terms of digitalization has been 
proposed. The following graph (Fig. 5) shows the differ-
ence between the initial condition and final condition of 
the analysis.

Fig. 3   Criticality Index for the 37 machines analyzed
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After the description of the alternatives for digitalization, 
it was necessary to evaluate the technical and economic fea-
sibility of the digitalization process.

4.2.5 � Definition of possible improvement for Hidden 
Opportunities, evaluation and choice

After the analysis of critical machines, the “Hidden Oppor-
tunities” machines identified have be analyzed in order to 
evaluate the possibility of improvement. Discussing with 

the team, it has been chosen to propose improvements for 
the belt and screw conveyors (machines n°18, n°20, n°22, 
n°24, n°27, n°31 and n°37). For both types of machines, 
following Table 8 suggestions, some proposals have been 
identified. Since all machines have scored 3 for “Informa-
tion Accessibility”, 4 for “Data Insight Quality” and 4 for 
“Intervention Technology” the following opportunities have 
been deemed appropriate:

•	 Option 1: Transition to digital logs and information;

Table 10   IO assessment results

Information 
Accessibility

Weight Data Insight 
Quality

Weight Intervention 
Technology

Weight Operational 
Efficiency

Weight IO

Machine 1 3 3 4 4 4 2 3 1 90
Machine 2 3 3 4 4 3 2 2 1 83
Machine 3 3 3 4 4 1 2 1 1 70
Machine 4 3 3 4 4 4 2 4 1 93
Machine 5 3 3 4 4 4 2 2 1 88
Machine 6 3 3 4 4 4 2 2 1 88
Machine 7 3 3 4 4 4 2 2 1 88
Machine 8 3 3 4 4 4 2 2 1 88
Machine 9 3 3 4 4 4 2 2 1 88
Machine 10 3 3 4 4 4 2 2 1 88
Machine 11 3 3 4 4 4 2 3 2 89
Machine 12 3 3 4 4 3 2 3 1 85
Machine 13 3 3 4 4 4 3 2 2 85
Machine 14 3 3 4 4 4 3 3 2 90
Machine 15 3 3 4 4 3 3 2 1 82
Machine 16 3 3 4 4 3 3 2 2 79
Machine 17 3 3 4 4 1 1 1 1 75
Machine 18 3 3 4 4 4 3 3 2 90
Machine 19 3 3 4 4 3 2 3 3 83
Machine 20 3 3 4 4 4 3 3 2 90
Machine 21 3 3 4 4 3 2 4 1 88
Machine 22 3 3 4 4 4 3 3 2 90
Machine 23 3 3 4 4 4 3 2 2 85
Machine 24 3 3 4 4 4 3 2 2 85
Machine 25 3 3 4 4 1 1 1 1 75
Machine 26 3 3 4 4 3 3 2 2 79
Machine 27 3 3 4 4 4 3 3 2 90
Machine 28 3 3 4 4 3 2 3 2 84
Machine 29 3 3 4 4 3 2 3 2 84
Machine 30 3 3 4 4 3 3 2 2 79
Machine 31 3 3 4 4 4 3 3 2 90
Machine 32 3 3 4 4 4 3 3 2 90
Machine 33 3 3 4 4 1 1 1 1 75
Machine 34 3 3 4 4 3 2 3 2 84
Machine 35 3 3 4 4 4 3 2 2 85
Machine 36 3 3 4 4 3 2 2 2 80
Machine 37 3 3 4 4 4 3 3 2 90
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•	 Option 2: Implement consistent and automated data col-
lection methods and start data analysis;

•	 Option 3: Convert all physical manuals and checklists to 
digital formats;

•	 Option 4: Utilize IoT sensors to automate some of the 
controls and inspections.

Following Table 7, for each proposal, the scores were 
evaluated, thus obtaining the final score indicating which 
were the most appropriate choices.

As shown in Table 13, the identified best choices were 
Option 1 and Option 2. This is not surprising, given that 
they were low-cost but essential activities for fostering good 
maintenance management.

4.3 � Discussion

The proposed methodology has proven to be comprehen-
sive in assessing current maintenance management practices, 
ensuring that all opportunities for efficiency gains, in terms 
of increased digitalization, are highlighted. This includes 

bringing attention to assets that are not considered critical, 
as well as failure modes with lower RPN for critical assets. 
Such a strategy ensures a thorough perspective on where 
improvements can be made.

The criteria used for the Opportunity Index are crafted to 
capture a wide array of improvement possibilities for assets 
that are not critical.

Through the joint evaluation of IC and IO for the exam-
ined production line, most machines appeared to have high 
Opportunity Indexes. This finding underscores a consider-
able scope for departmental enhancement, primarily attribut-
able to the minimal innovations of the past, which have left 
substantial room for modernization, especially in terms of 
technological integration.

The method has allowed the maintenance manager to 
identify 16 machines as “Hidden Opportunities” out of the 
initial 37 (i.e. 43%).

Using the traditional RCM approach, these machines 
would have been completely neglected. The first result 
is a register of improvement opportunities, similar to 
the ones in management systems, that reports “Hidden 
Opportunity” machines, identifying their weaknesses 
in regard to digitalization, associating the improve-
ment opportunities from Table  8. For seven of these 
machines, as stated before, improvements have begun to 
be implemented immediately. The expected benefits are 
an increase in efficiency speeding up both data handling 
and decision-making processes, supporting the minimiza-
tion of human error in data entry and collection, leading 
to more reliable information. Furthermore, by reducing 

Fig. 4   IC—IO graph for the 
examined production line

Table 11   Definition of the four quadrants for the joint evaluation

Quadrant Ic Io

Already properly managed  < 36  < 81
Action required  ≥ 36  < 81
Hidden opportunities  < 36  ≥ 81
High priorities  ≥ 36  ≥ 81
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the need for physical storage, manual entry, and repetitive 
tasks, all three actions contribute to lower operational 
costs. Of the upmost importance is the final benefit iden-
tified: automated data collection and regular analysis are 
all scalable solutions that can grow with the organization, 
supporting increased data volumes and more complex 
analysis without significant additional costs. Also, digi-
tal logs can be secured more effectively, and automated 
systems ensure data is collected and handled consist-
ently, which is crucial for compliance with regulatory 
standards.

Moving to the analysis of the application of the meth-
odology on critical machines, the creation of the Digi-
talization Score provides a detailed assessment of specific 
failure modes, revealing opportunities for progress that 
may not have been apparent before.

Indeed, its use helped avoid the traditional tendency 
to disregard potential advancements, if connected to 
failure modes without high RPNs. Out of the ten failure 
modes identified, four have been deemed with a level 
of risk too high but by integrating the DS analysis three 
additional failure modes have been addressed even if 

not critical. Indeed, the proposed method supports pro-
gress even in these scenarios, suggesting that there is 
room to refine current practices in terms of resource 
and time optimization, safety, and information sharing 
while maintaining their efficacy. Table 14 reports the 
proposed actions after their revision guided by the DS 
and the initial situation.

Transitioning to sensor-based predictive and condition-
based maintenance offers significant benefits, including 
lower operational costs, extended equipment life, and 
enhanced operational reliability. By leveraging real-time 
data provided by sensors, it is possible to reduce unnec-
essary expenditures on both labor and spare parts. Pro-
active maintenance triggered by sensor insights allows 
for timely intervention, preventing costly breakdowns 
and extending the lifespan of equipment components. 
Moreover, the continuous monitoring of equipment con-
dition ensures that potential issues are identified early, 
minimizing downtime and improving overall operational 
reliability. Ultimately, this shift towards sensor-based 
maintenance provides a first step towards an integrated 
IoT infrastructure.

Fig. 5   Changes in RPN and DS 
between initial situation (blue 
indicators) and final situation 
(orange indicators), applying 
the revised proposed corrective 
actions

Table 13   Evaluation of 
improvement options for 
"Hidden Opportunities" 
machines

Options Implementation 
speed

Know-how New Infrastructure Maturity of the 
technology

Option 1 3 4 4 4
Option 2 3 4 4 4
Option 3 3 3 4 4
Option 4 3 3 2 4
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5 � Conclusions

Pursuit of market competitiveness necessitates continuous 
improvement in processes, along with a strong emphasis 
on maintenance engineering to maximize the uptime and 
reliability of industrial facilities. With the advent of the 
fourth industrial revolution, new possibilities for data analy-
sis and for the digitalization of the maintenance process 
have grown.

The study presents a structured approach that enhances 
maintenance planning, integrating not only a persistent 
commitment to effectiveness via Reliability-Centered 
Maintenance but also an emphasis on efficiency, which is 
captured through the Opportunity Index developed for the 
planning stages. This index uncovers potential opportuni-
ties that could be overlooked with conventional methods. 
Additionally, the approach incorporates a Digitalization 
Score that emerges during the FMECA for critical assets, 
further enriching the methodology with insights into the 
digital maturity of the maintenance operations. The evalu-
ation of the Digitalization Score is supported by a table 
that defines the 10 possible levels of implementation of 
the digitalization aspects. Moreover, to guide improve-
ment opportunities identification another table has been 
developed to associate the Opportunity Index’s main cri-
teria with relevant opportunities for improvement, thus 
supporting maintenance managers in this analysis.

When applied to a production line, this methodology 
proved effective. It uncovered opportunities that traditional 
methods would not have identified, offering practical tools 
for the organization to transition towards Smart Maintenance.

Overall, this paper contributes to the existing scientific 
literature by presenting a novel methodology that integrates 
digital aspects into RCM processes systematically and com-
pletely. This approach is structured to enhance maintenance 
management using smart technologies, utilizing empirical data 
and meeting industrial needs for practical implementation.

For practitioners, the Digitalization Score provides a 
valuable benchmarking tool to assess current maintenance 
operations, consciously identify their needs and opportuni-
ties, and to guide strategic decisions regarding digital invest-
ments thus facilitating their path towards innovation.

The pursuit of a lower Digitalization Score is not 
merely a quest for technological advancement; it signifies 
a comprehensive strategic realignment. This shift is not 
only about integrating cutting-edge technology but also 
about fostering a smarter and more sustainable mainte-
nance management that can adapt to future challenges and 
leverage the full potential of digital transformation. Digital 
technologies facilitate a reduction in manual involvement 
during routine maintenance checks, limiting the likelihood 
of human error and concurrently freeing up skilled work-
ers to concentrate on tasks that add greater value to the 
maintenance process. Indeed, the digitalization of exist-
ing maintenance policies alone can enhance management, 
offering deeper insights into fault histories, past mainte-
nance actions, and optimization of resource utilization. 
Such enhancements inevitably lead to cost reductions 
which do not compromise the effectiveness of the exist-
ing maintenance practices. Instead, they free up capital for 
further enhancements in the maintenance plan, starting a 
virtuous cycle of continuous improvement.

While its application was well received in the context 
used for its validation, future development will regard the 
conduction of a deeper survey, applying the methodology on 
more case studies in order to identify and overcome possible 
obstacles in its diffusion.

Moreover, in accordance with recent trends highlighted 
in the literature review an interesting improvement of the 
methodology would be the inclusion of real-time or condi-
tional updates on the relevant indexes using operational and 
transactional data from the organization.

Lastly, in order to tackle the dynamic nature of the 
research field addressed, which is constantly evolving, to 

Table 14   Recap of proposed action for Machine 12

Failure 
Mode

Traditional proposed action Revised proposed action

2 Periodic inspection for wear control and predictive 
maintenance with RUL (Remaining Useful Life) 
assessment

Predictive maintenance supported by sensors for analysis of welding param-
eters

2 Periodic inspection of gripper operative parameters Introduction of sensors for condition-based maintenance
3 Wear control and periodic replacement Introduction of sensors for condition-based maintenance
4 Periodic inspection for wear control and predictive 

maintenance with RUL assessment
Predictive maintenance supported by sensors for analysis of welding param-

eters
4 Periodic inspection of gripper operative parameters Introduction of sensors for condition-based maintenance
5 None Introduction of sensors for vibration analysis (condition-based maintenance)
7 None Introduction of sensors for condition-based maintenance
8 None Introduction of sensors for condition-based maintenance
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support updates to stay current with emerging technologies 
future development could be made on the Opportunity Index 
criteria.
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